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ABSTRACT

The term ‘online sextortion” refers to acts of threatening and intimidating
individuals, not involving physical harm, but occurring in the online realm. The objective is to
coerce victims into sharing sexually explicit content, such as photos and videos, or engaging
in sexual activities via live streaming through the internet to the offender's computer. This may
also include extortion of assets or the forced engagement in sexual acts with the threatened
victims. Offenders who commit extortion to obtain the victim's assets may be charged with
the offense of extortion under clause 1 of Section 309 and the offense of blackmail under
Section 338 of the Criminal Code. These offenses carry penalties ranging from one to ten years
of imprisonment and fines ranging from 20,000 to 200,000 baht. However, in cases where
offenders coerce victims to engage in online sextortion to satisfy their own sexual desires, the
only applicable charge is extortion under clause 1 of Section 309, which carries a maximum
penalty of three years' imprisonment or a fine of up to 6,000 baht, or both. The charge is too
lenient of a punishment compared to the harm caused. Although some victims comply with
the offender's demands to protect their privacy from being exposed to others, they may not
be able to prevent the offenders from seeking sexual gratification from them. Offenders
continue to demand compliance with their desires. Victims endure suffering and constant
psychological distress from being constantly threatened and coerced into performing sexually
explicit acts against their will. The victims' lives are profoundly affected, as they are unable to
live a normal and happy life. This leads to increased anxiety and severe stress, clearly
indicating that the penalties imposed on offenders do not proportionally reflect the severity

of the offenses and the harm suffered by the victims.



%

When considering the laws of other countries, such as the United States and
Australia, it was found that these countries have specific criminal laws to punish offenders for
this type of crime. These laws specifically describe the act of sexual harassment and threats
including the intimidation of others, causing fear of harm to their lives or bodies or their
intimate person’s, as well as causing damage to the reputation or property of the victims. The
enacted laws clearly cover and define the elements that the offenders seek through coercion,
including assets, participation in sexual activities, photos or videos of victims’ private or sexual
activities, or the provision of sexual satisfaction to the offenders.

Thailand is a member of the United Nations, and treaties concerning citizens' rights
and political rights are obligated to protect the rights and freedoms of its people from being
violated and must provide effective remedies. Additionally, the Constitution of the Kingdom
of Thailand, B.E. 2560, guarantees the protection of human dignity, rights, and freedom:s.
Therefore, Thailand is required to protect the rights and freedoms of its people from being
violated by crimes of online sextortion and must provide effective remedies. These crimes
often invade privacy, family, residence, or communication through coercion or illegal actions,
leading victims to feel dishonored, lose their reputation, and have a diminished sense of self-
worth. Their daily life becomes filled with anxiety, lacking sexual freedom. Also, crimes
facilitated by computers can occur anytime and anywhere. It is deemed necessary to enact
clear and unambiguous laws specifically targeting online sextortion, without any ambiguity or
doubt about the prohibited actions, in order to clearly define the nature of online sextortion

and impose proportional penalties that align with the severity and damages caused.

Keywords: Sextortion, Online, Criminal law
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' 18 U.S.C. § 875 - Interstate communications

(d) Whoever, with intent to extort from any person, firm, association, or corporation, any money
or other thing of value, transmits in interstate or foreign commerce any communication containing any
threat to injure the property or reputation of the addressee or of another or the reputation of a deceased
person or any threat to accuse the addressee or any other person of a crime, shall be fined under this

title or imprisoned not more than two years, or both.
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" Alessandra Carlton (1899558 169) 190-191.

%18 U.S.C. § 2251 - U.S. Code-Sexual exploitation of children

(@) Any person who employs, uses, persuades, induces, entices, or coerces any minor to engage
in, or who has a minor assist any other person to engage in, or who transports any minor in or affecting
interstate or foreign commerce, or in any Territory or Possession of the United States, with the intent that
such minor engage in, any sexually explicit conduct for the purpose of producing any visual depiction of
such conduct or for the purpose of transmitting a live visual depiction of such conduct, shall be punished
as provided under subsection (e), if such person knows or has reason to know that such visual depiction
will be transported or transmitted using any means or facility of interstate or foreign commerce or in or
affecting interstate or foreign commerce or mailed, if that visual depiction was produced or transmitted
using materials that have been mailed, shipped, or transported in or affecting interstate or foreign
commerce by any means, including by computer, or if such visual depiction has actually been
transported or transmitted using any means or facility of interstate or foreign commerce or in or affecting
interstate or foreign commerce or mailed.

%18 U.S.C. § 2252 - Certain activities relating to material involving the sexual exploitation of
minors

(a) Any person who—

(1) knowingly transports or ships using any means or facility of interstate or foreign commerce or
in or affecting interstate or foreign commerce by any means including by computer or mails, any visual
depiction, if—

(A) the producing of such visual depiction involves the use of a minor engaging in sexually explicit
conduct; and

(B) such visual depiction is of such conduct;
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Extortion is the obtaining of property from another, with his consent, or the obtaining of an
official act of a public officer, induced by a wrongful use of force or fear, or under color of official right.

> California Penal Code 518 PC (2018)

(a) Extortion is the obtaining of property or other consideration from another, with his or her
consent, or the obtaining of an official act of a public officer, induced by a wrongful use of force or fear,
or under color of official right.

(b) For purposes of this chapter, “consideration” means anything of value, including sexual
conduct as defined in subdivision (b) of Section 311.3, or an image of an intimate body part as defined in
subparagraph (C) of paragraph (4) of subdivision (j) of Section 647.

(c) Notwithstanding subdivision (a), this section does not apply to a person under 18 years of age

who has obtained consideration consisting of sexual conduct or an image of an intimate body part
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'8¢ California Code, Penal Code - PEN § 311.3

(b) As used in this section, “sexual conduct” means any of the following:

(1) Sexual intercourse, including genital-genital, oral-genital, anal-genital, or oral-anal, whether
between persons of the same or opposite sex or between humans and animals.

(2) Penetration of the vagina or rectum by any object.

(3) Masturbation for the purpose of sexual stimulation of the viewer.

(4) Sadomasochistic abuse for the purpose of sexual stimulation of the viewer.

(5) Exhibition of the genitals or the pubic or rectal area of any person for the purpose of sexual
stimulation of the viewer.

(6) Defecation or urination for the purpose of sexual stimulation of the viewer.

185 California Code, Penal Code - PEN § 647

(4) (A) A person who intentionally distributes or causes to be distributed the image of the
intimate body part or parts of another identifiable person, or an image of the person depicted engaged in
an act of sexual intercourse, sodomy, oral copulation, sexual penetration, or an image of masturbation by
the person depicted or in which the person depicted participates, under circumstances in which the
persons agree or understand that the image shall remain private, the person distributing the image knows
or should know that distribution of the image will cause serious emotional distress, and the person

depicted suffers that distress.
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(B) () A person intentionally distributes an image described in subparagraph (A) when that person
personally distributes the image.

(i) A person intentionally causes an image described in subparagraph (A) to be distributed when
that person arranges, specifically requests, or intentionally causes another person to distribute the image.

() As used in this paragraph, the following terms have the following meanings:

(i) “Distribute” includes exhibiting in public or giving possession.

(ii) “Identifiable” has the same meaning as in paragraphs (2) and (3).

(iii) “Intimate body part” means any portion of the genitals, the anus and, in the case of a
female, also includes any portion of the breasts below the top of the areola, that is either uncovered or
clearly visible through clothing.

1% California Penal Code 519

Fear, such as will constitute extortion, may be induced by a threat of any of the following:

1. To do an unlawful injury to the person or property of the individual threatened or of a third
person.

2. To accuse the individual threatened, or a relative of his or her, or a member of his or her
family, of a crime.

3. To expose, or to impute to him, her, or them a deformity, disgrace, or crime.
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4. To expose a secret affecting him, her, or them.

5. To report his, her, or their immigration status or suspected immigration status.

1" California Penal Code 520

Every person who extorts property or other consideration from another, under circumstances not
amounting to robbery or carjacking, by means of force, or any threat, such as is mentioned in Section 519,
shall be punished by imprisonment pursuant to subdivision (h) of Section 1170 for two, three or four
years

1% California Penal Code section 1170(h) is an all-inclusive provision for felony sentencing.
Section 1170(h) mandates that certain felons sentenced to prison to serve their time in county jails as
opposed to state prisons. It allows judges to suspend or split a prison sentence for defendants convicted
of certain felonies. Such felony statutes don’t set specific terms of imprisonment. Rather, it states that
punishment be made pursuant to California Penal Code 1170(h).

When a statute calls for punishment pursuant to Penal Code 1170(h), the judge can sentence the
defendant to a county jail term of 16 months, two years, or three years. Generally, a felony offender will
receive the middle term (two years). The higher or lower terms are only used when aggravating or
mitigating circumstances are shown.

189 California Penal Code 524
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Every person who attempts, by means of any threat, such as is specified in Section 519 of this
code, to extort property or other consideration from another is punishable by imprisonment in the
county jail not longer than one year or in the state prison or by fine not exceeding ten thousand dollars
(§10,000), or by both such fine and imprisonment

% Utah Criminal Code § 76-5b-204 Sexual extortion

(2) An individual who is 18 years old or older commits the offense of sexual extortion if the
individual:

(a) with an intent to coerce a victim to engage in sexual contact, in sexually explicit conduct,or in
simulated sexually explicit conduct, or to produce, provide, or distribute an image, video, or other
recording of any individual naked or engaged in sexually explicit conduct, communicates in person or by
electronic means a threat:

(i) to the victim's person, property, or reputation; or

(i) to distribute an intimate image or video of the victim; or

(b) knowingly causes a victim to engage in sexual contact, in sexually explicit conduct, or in
simulated sexually explicit conduct, or to produce, provide, or distribute any image, video, or other
recording of any individual naked or engaged in sexually explicit conduct by means of a threat:

(i) to the victim's person, property, or reputation; or
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(i) to distribute an intimate image or video of the victim.
P! Utah Criminal Code § 76-5b-204 Sexual extortion (3)
(a) Sexual extortion is a third degree felony.
(b) Aggravated sexual extortion of an adult is a second degree felony.
(c) Aggravated sexual extortion of a child or a vulnerable adult is a first degree felony.
2 Utah Criminal Code § 76-5b-204 Sexual extortion
(4) An individual commits aggravated sexual extortion when, in conjunction with the offense
described in Subsection (2), any of the following circumstances have been charged and admitted or found

true in the action for the offense:

(@) the victim is a child or vulnerable adult;
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(b) the offense was committed by the use of a dangerous weapon, as defined in Section76-1-601,
or by violence, intimidation, menace, fraud, or threat of physical harm, or was committed during the
course of a kidnapping;

(c) the individual caused bodily injury or severe psychological injury to the victim during or as a
result of the offense;

> (d) the individual was a stranger to the victim or became a friend of the victim for the purpose
of committing the offense;

(e) the individual, before sentencing for the offense, was previously convicted of any sexual
offense;

(f) the individual occupied a position of special trust in relation to the victim;

(¢) the individual encouraged, aided, allowed, or benefitted from acts of prostitution or sexual
acts by the victim with any other individual, or sexual performance by the victim before any other

individual, human trafficking, or human smuggling; or
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(h) the individual caused the penetration, however slight, of the genital or anal opening of the

victim by any part or parts of the human body, or by any other object.

" Rebecca Pirius, ‘Utah Felony Crimes by Class and Sentences’ (Criminal Defense Lawyer, 21

November 2022) <https://shorturl.asia/ucfbe> accessed 26 July 2022.

' Erik De La Garza, ““Sextortion’ Criminalized in Two States’ (Courthouse News Service, 5 August

2023) <https://shorturl.asia/610KT> accessed 26 August 2022.
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1% Aaron Robbins (1899550 168) 777.

YT Erik De La Garza (1999550 195).

"% Arkansas Code § 5-14-113 Sexual extortion

(a) A person commits the offense of sexual extortion if:

(1) With the purpose to coerce another person to engage in sexual contact or sexually explicit
conduct, the person communicates a threat to:

(A) Damage the property or harm the reputation of the other person; or

(B) Produce or distribute a recording of the other person engaged in sexually explicit conduct or

depicted in a state of nudity;
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% (2) With the purpose to produce or distribute a recording of a person in a state of nudity or
engaged in sexually explicit conduct, the person communicates a threat to:

(A) Damage the property or harm the reputation of the other person; or

(B) Produce or distribute a recording of the other person engaged in sexually explicit conduct or
depicted in a state of nudity; or

(3) The person knowingly causes another person to engage in sexual contact or sexually explicit
conduct or to produce or distribute a recording of a person in a state of nudity or engaged in sexually
explicit conduct by communicating a threat to:

(A) Damage the property or harm the reputation of the other person; or

(B) Produce or distribute a recording of the other person engaged in sexually explicit conduct or
depicted in a state of nudity.

(b) Sexual extortion is a Class B felony

200

Ave Mince-Didier, ‘Arkansas Felony Crimes by Class and Sentences’ (Courthouse News Service,

29 October 2019) <https://shorturl.asia/dxQv9> accessed 26 July 2022.
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?% section 91P of the Crimes Act 1900, Record intimate image without consent

(1) A person who intentionally records an intimate image of another person:

(a) without the consent of the person, and
(b) knowing the person did not consent to the recording or being reckless as to whether the

person consented to the recording, is guilty of an offence.
Maximum penalty: 100 penalty units or imprisonment for 3 years, or both.
(2) A prosecution of a person under the age of 16 years for an offence against this section is not

to be commenced without the approval of the Director of Public Prosecutions.

*? Sonia Hickey (198550 205).
210 saction 91Q of the Crimes Act 1900, Distribute intimate image without consent

(1) A person who intentionally distributes an intimate image of another person:

(a) without the consent of the person, and
(b) knowing the person did not consent to the distribution or being reckless as to whether the

person consented to the distribution, is guilty of an offence.
Maximum penalty: 100 penalty units or imprisonment for 3 years, or both.

(2) A prosecution of a person under the age of 16 years for an offence against this section is not

to be commenced without the approval of the Director of Public Prosecutions.
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(2) UAMANUNYINALIHEUNTAINEIUAIVRIYARRDY :

I section 91R of the Crimes Act 1900, Threaten to record or distribute intimate image
(1) A person who threatens to record an intimate image of another person:

(a) without the consent of the other person, and

(b) intending to cause that other person to fear that the threat will be carried out, is guilty of an
offence.

Maximum penalty: 100 penalty units or imprisonment for 3 years, or both.

(2) A person who threatens to distribute an intimate image of another person:

(a) without the consent of the other person, and

(b) intending to cause that other person to fear that the threat will be carried out, is guilty of an
offence.

Maximum penalty: 100 penalty units or imprisonment for 3 years, or both.

(3) A threat may be made by any conduct, and may be explicit or implicit and conditional or
unconditional.

(4) A person may threaten to distribute an image whether or not the image exists.

(5) In proceedings for an offence against this section, the prosecution is not required to prove
that the person alleged to have been threatened actually feared that the threat would be carried out.

(6) A prosecution of a person under the age of 16 years for an offence against this section is not

to be commenced without the approval of the Director of Public Prosecutions.
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2 section 91N of the Crimes Act 1900, intimate image means:

(a) an image of a person’s private parts, or of a person engaged in a private act, in circumstances
in which a reasonable person would reasonably expect to be afforded privacy, or

(b) an image that has been altered to appear to show a person’s private parts, or a person
engaged in a private act, in circumstances in which a reasonable person would reasonably expect to be
afforded privacy.

* section 91N of the Crimes Act 1900, private parts means:

(a) a person’s genital area or anal area, whether bare or covered by underwear, or

(b) the breasts of a female person, or transgender or intersex person identifying as female..

" section 91N of the Crimes Act 1900, engaged in a private act means:

(a) in a state of undress, or

(b) using the toilet, showering or bathing, or
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(c) engaged in a sexual act of a kind not ordinarily done in public, or

(d) engaged in any other like activity.

213 saction 91N of the Crimes Act 1900, distribute includes:

(a) send, supply, exhibit, transmit or communicate to another person, or

(b) make available for viewing or access by another person, whether in person or by electronic,
digital or any other means.

#1° CRIMES (SENTENCING PROCEDURE) ACT 1999 - SECT 17

17 Penalty units

Unless the contrary intention appears, a reference in any Act or statutory rule to a number of
penalty units (whether fractional or whole) is taken to be a reference to an amount of money equal to

the amount obtained by multiplying $110 by that number of penalty units.
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