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ABSTRACT

The increasing accessibility of electronic financial transactions, or online banking,
has become a catalyst for fraudsters who exploit this platform, particularly through the
establishment of "mule" accounts. This research aims to address the detection of such
fraudulent activities within the financial system, employing machine learning techniques and
network data analysis. The objective is to identify significant and suitable variables or factors
for detecting fraudulent transactions, by applying machine learning and network analysis to
develop a model for this purpose. This involves selecting variables of relevance and
appropriateness for developing a predictive model that delivers effective results. This study
created two network-related variables: degree centrality and closeness centrality. Following
this, feature selection was conducted using an Extra Trees Classifier model to identify the top
9 important features. These were then utilized to develop a model which manages
imbalanced data using cost-sensitive approaches. The results were then compared with
models that did not use network analysis-related features. The most effective model was the
Extreme Gradient Boosting Tree (XGBoost) that incorporated network analysis-related features
and selected the top 9 important features. This model demonstrated less overfitting to the
data compared to other approaches and achieved a precision score of 74.88%, a recall score

of 88.47%, an F-1 score of 81.11%, and an accuracy of 99.77%.

Keywords: Fraud Detection, Network analysis, Machine learning, Imbalance Data
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Cq(vy) = d,
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2N 2.1 dnwalzuas Undirected Graph d1susiieenanisAuial Degree Centrality

1 : wilsde Social Media mining

2.3.2 Closeness Centrality (Undirected Graph) Juwwidadeatusatn Tngazfinnsan
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1 4 7 1
Cc(v) = A lngil L, = _Zvthvi L
L

n—1

[

ﬁ]’mg‘ﬂ‘ﬁ' 2.2 9zAaAT Closeness Centrality el
1/((1+2+2+3)/4) = 0.5

Node v, =1/ ((1+41+1+2)/4) = 0.8

Node U3 = Node U, = 1/ (1+1+2+2)/4) = 0.66
Node 5 = 1/ ((1+1+2+3)/4) = 0.57

Node v,
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2.4 Decision Tree

oitedlfdenldduliivadula (Decision Tree) Liaamrananunsnieuilddns Tas
Decision Tree finszuaumsvianilumsudaendeya tnglsisudsiiannsodmundeyalsunign
.U node win (root node) uardumudndaluapidududsiiuvendoyaldsosasn viwgui

unsesasuAanflasulvseuldansaudanendeyasenuile [7]

Decision Node ——)-RootNode

(T T # _____ N J'

| Sub-Tree
|

Decision Node

|
v v

Decision Node

| |
i v v

_— e — — — — —

Leaf Node Leaf Node Leaf Node Decision Node
N o o o |
Leaf Node Leaf Node

AN 2.3 1A59857199849 Decision Tree

u: https://www.javatpoint.com/machine-learning-decision-tree-classification-algorithm
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trained Tatnatiuazleis bagging method (random sampling with replacement) @3z 11118314
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Y
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Decision Tree-1 Decision Tree-2 Decision Tree-N
Result-1 Result-2 Result-N
l
L»{ Majority Votirlg / Averaging
Final Result

AN 2.4 1A598519989 Random Forest

u: https://www.tibco.com/reference-center/what-is-a-random-forest

2.6 Extreme Gradient Boosting Tree (XGBoost)
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aAeillddonld xGBoost Lﬁaqmmﬂé’aﬂa%ﬁmugﬂwmmmmﬂ Gradient Boosting
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AN 2.5 1A598519989 XGBoost

fiun: https://www.geeksforgeeks.org/xgboost
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models aziiviadu 3 3anslumisdniden il 1 filter method, 2 Wrapper method Wag 3.Intrinsic
method [9]

nsdaidenandnyuzveatoya 1neld Extra trees Classifier 1uasnsfnidendaudsi
$e5nns filter metod Tagazldluinafilsvinnisiouiiui training data 1 feature Mddnuazyh
nsdensiuaudiuusiulde 49 Extra trees §33n13AdeRU random forest usdulsiluluag aedl

Anuduusiutesnuauliauaululung Javilrnadnsnlady overfit Aufa data Uswad [10]

2.8 nmsdamsiudeyanluauna (Imbalance Data)

Uy imbalanced classification \inulilodnuiudoyaluudas Class Amauiliiuiu
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981989 Minority Class NiAUdEIAYLINA11 WU Fraud detection, Churn prediction wagagyinlw
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Class weighting
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Tusuidetidenldisnsdnn1sUgm imbalanced data f8n15%1 Class weighting lag
m3l4 Cost-sensitive Algorithms @aifuniisluiSnnsues Cost-sensitive learmning #9azvinn15Usua
weight Tu class @199W1UN19 cost matrix 1@ Algorithms 131l library scikit-learn & best practice

v

heuristic §%3U class weighting Hufie balanced lngiiisAuiel weight fsil [12]

n — samples

weighting =
9 g (n_classes * n_samples_with_class)

Example of balanced and imblanced data

i | fEemale marmal gens QNCOEne

Megatives = Pogitives Megatives > Fositives

Balanced Imbalanced
AN 2.6 dnunizveslayailiauna

flan: https://medium.com/analytics-vidhya/what-is-balance-and-imbalance-dataset-

89e8d7fdébch

2.9 aausEansSA nvadlung

Tuauddeiilalyd Confusion Matrix 38 error matrix lun1siSeuisulsEansn e

luwaniglateulvnngg lnevnluagldiuisuiisuaiinnainnsinung wagAiinduass [13]


https://medium.com/analytics-vidhya/what-is-balance-and-imbalance-dataset-%20%20%20%20%20%20%20%2089e8d7f46bc5
https://medium.com/analytics-vidhya/what-is-balance-and-imbalance-dataset-%20%20%20%20%20%20%20%2089e8d7f46bc5
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a1579f 2.1 Confusion Matrix in 2 class (Legitmate and Fraud)

PREDICTED
CONFUSION MATRIX
LEGITIMATE FRAUD
LEGITIMATE TN FP
TRUE
FRAUD FN TP

MNPN5197 2.1 oS uneldsl

True Positive (TP)  Aamsiilunaviunedndu Class Fraud wazassfiuaass

True Negative (TN)  Aonisiilamaviunedndu Class Legitimate wazassfuaass

False Positive (FP)  Alon1sfilatmavinunednidy Class Fraud wiid1939lile (Aasadu Class
Legitimate)

False Negative (FN)  fan1sfilumaviuneindu Class Legitimate uimasslally (A1a3adu Class

Fraud)

elements actually True

—r—
False Negatives True Negatives
O
° o
True Positives False Positives
(@]
o)
o 9| o
O
9]
(0]
© o

elements predicted as True

AN 2.7 Usenaunnsesuie Confusion matrix WisLRL

Aun: https://www.ml-science.com/confusion-matrix


https://www.ml-science.com/confusion-matrix
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§99710A1 Measurement @nunsadiunfuaniuduii sdresenisTanald waysiad
mASeEldEenldnsiuansianasiaay ¢ anldud Accuracy, Precision, Recall was F1 Score

Accuracy Aednsndrufiveniisnnugndesvesluinainyiunegniesnss euduand

WARTURSI VLA @u15aAUIUleNaLNTT

TP+ TN
TP+ FP+ TN +FN

Accuracy =

Precision Agdnsidiuvesdoyailunanitug class positive gnfes WguiuTIWIUAN

positive AL191NAIVIUETILA @saAUIMlAIINENATS

TP

p ., . —
recision —TP T FP

Recall ARdnI1EIUVDITBYaN LUAAYIIUNY class positive §NADY LTgUAUTIUIUVDS

class positive 7131 (A1 positive INNNTHIUIBUAZAT positive 21NA1939) @1u1saauinlaain

Aung
Recall L
ecall = —/—/—/——
TP+ FN
F1 Score ARAILRAUAIAINULNULITENIN precision kay recall @1unsaA1uIulaaIn
qunng

Precision - Recall
F1 =2

. Precision + Recall

2.10 Web Application

Web Application ﬁ’e]LL@UﬁQﬂL%SJu%um’ﬂﬁminmL@ﬂi"fﬂuL%ULUi’]’jLﬁziaﬂmﬂEJMNﬁﬂﬁ
TngTnuanunsnensAsutnetioy aunsalaldanulasings sregrenisidau wuduieudmsu
Ana Buwaudmsudunan Wudu Inediuannudiazinnuissude 53059 wazauieaininiuled

a

Une
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Wasniuldauluseslasewmiadundn [14]

v

2.11 UMYV

av o & v o o % . N = o aa
Q']U'JR]EJCV]Lﬂﬂjm@QﬂUﬂqimijﬁ]ﬁ]Uﬂqiaaiﬂ\i (Fraud detection) #59015ANWIAILUINL

o w [y [y 1%

ANUEALYAUNITNITNITATITUNTRBING (Fraud detection) NIdelafnwagulansil

o

Hajek et al. (2022) [15] lua3sedldvauensld Machine Learning lunsaadunis
Solnsuussuusiasenistissiiunuileds lnelainsfiouvussansamuedluma stauuuldas
Supervised Learning Method kag Outlier Detection Methods 1‘14&’114"3%’85‘1/\1@’1 semi-supervised
ensemble model integrating multiple unsupervised outlier detection wagla” algorithms
XGBoost classifier (XGBOD) linadwdfdan 1d1 accuracy 1dy 0.9994 , F1 windy 0.8737 ,
Precision WU 0.9942 way Recall Wiy 0.7793 vauziiluiaadiaf galuidves cost saving of
fraud detection system (A1 recall WInd an) 1A wn combining random under-sampling and

XGBoost (RUS+XGBoost) 1 a1 accuracy tv11AU 0.9963 , F1 LynAu 0.2812 , Precision 1M 117U

0.1637 wag Recall winAvu 0.9976

v
av A

Wen et al. (2022) [16] Tusuideilainausisnisnsiadunisasindunianistulag
977e ke (knowledge graph)sLUﬂﬁﬁﬂ‘HWﬂ%ﬂuﬁmﬁuéi%ﬂ’j’mﬁﬁﬁﬂ’]iﬁ%ﬁﬂ’]ﬁuﬂﬁLcﬁuﬁlLﬁIEJ’J“ﬁEN JGE
I§inmsiieuUsyansamwedlunaniomn 4 Tuna wazluaaiiinigld ke 8n dluna Tnglduanis
‘Vl(ﬂaa\‘idﬂllLﬂaﬁﬁﬂizawgmwgﬂqvﬂﬁm SVM ﬁﬁm'ﬁ% centrality measure oA average Accuracy
WiNAU 0.9318 , average F1 111U 0.5852 , average Precision Wiy 0.6845 uaxl#A1 average

Recall AU 0.5611

o
a v A

Sahu et al. (2020) [17] TusuAdeilaausnsld Machine Learning Tunsiadunas
golnsuuasinnidn Tunuidedlfivioudouislumsiams tymaraildaunavesdoya 2 3 1.
Oversampling minority class Wag 2. Cost based Tnensusuantmdnliiy minority class Liiels
ﬁmaﬂismqﬁummia%’wiuma Tnglgvinnnsnaaeasieau 5 Tuma feil ANN, LR, SVM, DT, RF @4
ImLmaﬁﬁﬂiz%mﬁquqqmiuudﬂuaqm F1 18urlana Random forest 71s 2 38 1ne38 Oversampling
minority class 1A accuracy Wi1fiU 96.57, F1 111AU 95.21, precision Wiy 97.59 uay recall
WinAU 94.95 Laxds Cost based 1A accuracy 111U 96.48 , F1 winAU 92.03 , precision WAy

94.1 way recall 1wNU 86.88
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o
v a

Varmedja et al. (2019) [18] Tusuidsillauiausnisly Machine Learning Tuns9du
nsdelnauuasinnin dalaldimada SMOTE lumsdamstgmeanulsiaunavesdeya Ineldvinns
VNARDIIA Y 4 Tuiaa fai Logistic Regression, Random Forest, Naive Bayes Wway Multilayer
Perceptron %T,umaﬁ'ﬁﬂﬁzﬁwﬁquqqﬂlé’uﬂ' Random forest 1%@1 accuracy LAY 99.96 ,
precision WAy 96.38 way recall 1v1AU 81.63

TunuAdediferiunsasadunisdelng (Fraud detection) 3nmsiilésunaifignionis

1% XGBoost way Random Forrest Gaiduluina tree based wagnsiaan centrality measure il

(%
=] [

nsasduiivsgansamungd@uilafiguiunishiinisusegndldeianann memeilaideias

levinnsuszgnaldanuanunsanasdofivesisnisnng 9 Aanan



gy d' o

Toguszasdiemdiuliviedadunianudidyuazmunsandimiunsiadu

[y

a d”

JMUIYU

a da a % % v a = v = . . ~
ﬁqiﬂiill‘l/l’]\‘lﬂ’]iNLW] Lﬂfﬂﬂ’]iaﬁﬂ,m G]’JEJﬂ']ﬂ‘?JLﬂﬂuﬂﬂ’]ilﬁﬂug‘ﬂ@\‘imi@ﬂ (MaChlne Learﬂlﬂg) I@EJ&J

JUABUNTANTUNTAIRDLUT

ATSTIUTINT AR

A 4

AERsHNYTaya

A 4

Feature engineering

v

nisAaLfAan feature

A 4
AITHT I LULAS WUl

class-weight vita
JanTstayail
EHEES

Y

msuSouisunay

idanTuranaNas

v

asit iy
Web-Application
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3.1 M339UTIUYaya (Data Gathering)
mu‘i%’aﬁiﬁlﬁaga PaySim 310 Kaggle S?faL“‘L‘Juf\i”laaaﬂﬁﬁﬂﬁjmiuLﬁuammuﬁaﬁduﬂizwm
wornlauszimanilalaedaaindogranisvingsnssueieiiaiaunain financial logs Tusyoziian 1
Fou Weilyadoyadinosiignanuinantu 174 anyedeyadadunarareduiiolfonilu Kaggle

Wit [19]

A1519% 3.1 S18azDYAYRIYATDYA

Field GUDGITRILRHT
1 step maps a unit of time in the real world.
2 | type U38LnNUa9 transaction
3 | amount U
a4 nameQOrig %@Qﬂ 7V transaction

5 oldbalanceOrg Balance U09AUAUNIG ADUYIN transaction

6 newbalanceOrig | Balance 903AUAUNIN #a4¥IN transaction

[

7 | nameDest ¥ognANIU transaction

8 | oldbalanceDest | Balance wasauUagnIg NBUYIN transaction

9 newbalanceDest | Balance ¥89AUUa8N19 189911 transaction

10 | isFraud Transaction 7iiin fraud 15e Legitimate

Flag mnunenguiiangmaneglunisyin transaction A8EUTIUIU
11 | isFlaggedFraud
1N




step type amount nameOrig oldbalanceOrg newbalanceOrig nameDest oldbalanceDest newbalanceDest isFraud isFlaggedFraud

0 1 PAYMENT 0839.64 C1231006815 170136.00 160296.36 M197978T155 0.00 0.00 0 0
1 1 PAYMENT 1864.28 (1666544295 21249.00 1938472 M2044282225 0.00 0.00 0 0
2 1 TRANSFER 181.00 C1305486145 181.00 0.00 C553264065 0.00 0.00 1 0
3 1 CASH_OUT 181.00  CE40083671 181.00 0.00 C38087010 21182.00 0.00 1 0
4 1 PAYMENT 11668.14 C2048537720 41554.00 29885.86 M1230701703 0.00 0.00 ] 0
6362615 743 CASH_OUT 33988213 (786484425 339682.13 0.00 C776919290 0.00 33968213 1 0
6362616 743 TRANSFER 631140028 C1520003245 6311409.25 0.00 C1881841831 0.00 0.00 1 0
6362617 743 CASH_OUT 631140028 (1162022333 6311400.25 0.00 C1365125890 G483 84 6379598.11 1 0
6362618 743 TRANSFER 850002.52 C1685995037 850002.52 0.00 C2080388513 0.00 0.00 1 0
6362619 743 CASH_OUT 850002.52 C1280323807 850002.52 0.00 C873z21189 6510099.11 736010163 1 0

6362620 rows x 11 columns

a Y 1 14 A o ¥
AN 3.1 G]'JEJEJN%EJZ;IJ@‘I/IU']M']IGU



Number of Transactions by Type and Fraud Status

isFraud
m
|
10°
)
1]
Q
»
[=]
[=]
=)
w
1]
(5]
c 5
L 10
E
8
o
S
@
=]
E
=
=
10°
PAYMENT TRANSFER CASH_OUT DEBIT CASH_IN

Transaction Type

AN 3.2 Useennuad transactions b datasets

NNNT 3.2 92Ul type U84 transactions 4ie fraud tuiliiles type :

TRANSAFER tae CASH OUT

17



Comparison of Legitimate Transactions and Fraudulent Transactions

=100
6354407 Il Legitimate Transactions
(99.87%) I Fraudulent Transactions
6000000 -
- 80
5000000 -
4000000 = =60
w0
Q
(&)
g _—
- g
3
o
: g
2 5
2
£ 3000000 - 3
3
=z
- 40
2000000 =
=20
1000000 -
8213
o
0- (0.13%) “o
Legitimate Fraud

27 3.3 91U7U transactions Legitimate W3ULBU 97U transactions fraud

INNINT 3.3 22UleN fraud transactions JANVNAU 8,213 %158 0.13% VDI31UIU

transactions Y19%un



19
3.2 msm’%au%’ayja (Data Preprocessing)
32,1 fhudsiildlunisine
Wdoyasiiuls (Field) isFlaggedFraud goniilesanifunis flagged transaction fifloan
innuaztunistesiuves Business model Fslaliuilutadelunisiaundnw
3.2.2 doyaildlunsine

U9ya transactions Mianlddmsun1sAnuiiife type ¥84 transactions Mviin Fraud

winiiu Tae type w81 transactions fana1afe TRANSFER way CASH OUT

Number of Fraudulent Transactions by Type

4116 ADO7

4000

g

Number of Occurrences
b3
(=]
[=]

1500

1000

500

CASH_OUT TRANSFER
Transaction Type

2NN 3.4 Uszunnues transactions MAA Fraud



NN 3.4 tule type 209 transactions 7Aa fraud T type CASH_OUT

1NN type TRANSFER 1antine

Comparison of Legitimate and Fraudulent Transactions for Cashout and Transfer Types Only

- 100
2762196 Bl | egitimate Transactions
(99.70%) I Fraudulent Transactions
2500000 -
- 80
2000000 =
- 60
(]
@
[5]
o —
£ g
=
8 1500000 - :%!
© £
5 8
3 5
£ o
=
- 40
1000000 =
-20
500000 -

8213
(0.30%)

Legitimate Fraud

2% 3.5 transactions #aI9INIEON type L@WIz cashout Wag transfer

20
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AT 3.5 ndsaniden type U84 transactions vfin fraud (type CASH OUT uay

TRANSFER) 2¢3idnduvad fraud transactions iiindusdtdu 0.30% wiowieuiusnuiu transactions

ﬂzﬂ‘ﬁllﬁ
Number of Fraudulent Transactions by Step
4p N SN S IS/ 21>co:7/3 (F IENEUSNERSNEVS EVEVEVEIERSSNRS SEOENEIENSNSVE [ENENERENERENES ERENESISIISY
35
30
25

Number of Fraudulent Transactions
]

0 100 200 300 400 500 600 700
Step

i 3.6 Number of Fraudulent Transactions by Step

AT 3.6 1UNIT Visualization dndiunes fraud transactions laegmugIaIa(in

kU35 Step)
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3.3 M5a319AuUs (Feature Engineering)
3.3.1 Centrality
3.3.3.1 @319 Network n15%1 transactions $¥#314 nameOrig iU nameDest LagTli
nameOrig Wy source wag nameDest 1Ju target

3332 degree centrality : ¥1n15A1U30uA1 Degree Centrality Tu network #iléa$ns

3.3.3.3 closeness centrality : ¥I1n15A1U2uA 1 Closeness Centrality 499 name
account 1u network 7ilgadnsl3
3.3.2 Cumulative sum of transactions
3.3.2.1 ¥IMN15AIUIN transactions U89 type Transfer ay type Cashout Tuanuwealzuns

Cumulative sum LWeHUIIUIU transactions MAATU UB9YIY nameOrig iU nameDest

A519% 3.2 $19819N15AIUILUU Cumulative sum of transactions

step type nameOrig nameDest nameOrig nameDest
transfer_out_ cashout_out_ transfer_in_ cashout_in_
count count count count
18 TRANSFER C24957224 C1917728887 1 0 1 0
33 TRANSFER C24957224 C1704862259 2 0 1 1

A aa

91M1519 3.2 L Tuiieg1aN15AUINAIUBY nameOrig NiANWNAU C24957224 1
transaction Tu type transfer Ingagiiulein step 33 e transfer_out_count SWARTUNN 1 A1

971 step 18 @A cashout_out_count Liasuuuas

3.4 msdansdeyaiilaisuga (Handle Imbalance data)
vasanlddinszuiunsdnniendeyalaslsidonianiy type transactions iLin fraud
Wity Mlidurudeyaindesy 2,770,409 transactions 9 class fraud S8 urusT9d Y 8,213
transactions AnLdudngiu 0.30 % was transactions ﬁgmm
ilesandoyarineu (Label data) Tdndquiliaugaiuislddenldisusuan weight Tu
class Aoy Fadunisusuaimin (Weight) Iusiazaaramneuldwindy lneasuSuiminues

Minority class TALiAInN31 Majority class



3.5 nsuusdayaaldlunisiaussansnw

23
MAelalEIELAlEIT NI TvdeuAugnatlaeuenmudngIu (Split validation test)

lnvvzuusdeyaduteyadmsuiseus (Training data) 70% uaziludeyadmsunaaeu (Testing
data) 30%

Distribution of Fraud and Legitimate Transactions in Train and Test Data
1935653

isFraud
-

- 1

Count

4
10

3633

Training data

F_Train_Test

Testing data

AW 3.7 dndauves class Fraud Tudeya training data Ua testing data

7 0.19%

i 3.7 Wunsifisudndiuned class Ameu lugadeya training data waw testing
data Heloya fraud transactions lu testing data Hdnauagi 0.55% uag training data ddndIueg
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3.6 nsAnRanAnANenrYasdaya (Feature Selection)

[y o

msasslinavzdesdinisfmdonduusiifanudidy 9 6 (irfusuauduusneud
n13a%14 feature centrality) iiolWlannadivszAnsaings ddlunuidedidenldinada 14 model
Extra trees Classifier ¥1A1 Feature importance vosyadoya iloganuduiudszniteduysnineg
waziauUsney (Label) Fasuusiifaiminuinnunededlanuddyainnindnsauusisan
dointiesnia

TnaAmisfimesiildlunisasnsluma Extra trees Classifier Méun number of tees 7
100, criterion 1Ju gini ez maximal depth 7 10

\irnluwa Extra trees Classifier LU fitting Tuge training data wudnfidauusnd1fsy a1

AN519N 3.3

A1397 3.3 Feature Importance in Extra trees Classifier

Feature Feature Description Importance
cash_in_count $runuadwesnmssuiu (type cash) vasAuUaIEN4 0.191760
cash_out_count $ruaunavesnsTouiiu (type cash) vasaufunig 0.166195
oldbalanceOrg Balance 983AUAUNIINDUINNITIOU 0.152379
amount FuuEY 0.151416
transfer_out_count $runuadwesnsleuiu (type transfer) ¥09AUAUNIE | 0.094640
transfer in_count $1nunSwesssuiu (type transfer) vosruUatems | 0.067429
Degree Score Dest | A1 Degree centrality 983AuUansn4 0.047205
Clo_Score_Orig 71 Closeness centrality UBIAUAUNTY 0.041692
Clo_Score Dest A1 Closeness centrality ¥a3Audaenia 0.037046
oldbalanceDest Balance wasAuUa1eM1 nauvin1slou 0.035120
newbalanceDest Balance vasauUalen1e nawinislou 0.009176
newbalanceOrig Balance U93AUAUNI HAWIAITIOU 0.005915
Degree Score Orig A1 Degree centrality VDIAUAUNI 0.000027
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3.7 msdsslana
ndaanyimsAnidonaudnuay (Feature Selection) Aidflan 9 drviuusn wiaiFeuios
W& fhsudsilaluadisluna
Iﬂamu%a’i’aﬁlﬁmaaaﬁlsﬁﬂgﬂwm 3 algorithm 1@ Decision Tree , Random Forest Way
Extreme Gradient Boosting (XGBoost) wagléviinisusuguatmisifimesasil
3.7.1 lawma Decision Tree
TuanAsedlaviinisadisluna Decision Tree Tngarwisfimosildlunisadsluina
lAun class weight \Ju balanced criterion 1Ju gini Wagmaximal depth 7 10
3.7.2 lama Random Forest
Tuadseilgvinnisadisluma Random Forest Tngdamnsfimediildlunisadsluma
TawA number of tees ‘1‘71‘ 100, class weight ' balanced criterion W gini lagmaximal depth
7i 10
3.7.3 lupa Extreme Gradient Boosting (XGBoost)
Tusudseildvinnisadrsluna Extreme Gradient Boosting Inedmnsfiesildlunis

a519lutma lawn number of tees 1100, scale pos weight t0 uA 189 sum (negative

class)/sum(positive class), objective = binary: logistic kagmaximal depth 7i 10

3.8 n1sUsTLUNG
Gi'fumauﬁtﬂuﬂWﬁmﬂizﬁw%mmmlmmaLﬁa@’jwaé’wéﬁlﬁﬁmmmL%ﬁ@ﬂ’mﬁamﬁaﬂm
v} 4' ¥ o Y I~ 1 1 a" o =2 1 a" o [ a
wasniilavinisudsteyaeenidu 2 dw dwivinmsiniulueauasdiundmsvssduluea lag

v

Toldinaueiuseiiud eimannan F-1 score, Precision, Recall Wag Accuracy M1l gelaiuSeuiiou

naansserInslumanldiaz ldldmiuys centrality lnoAnilsfis Overfitting vassilaing

3.9 N158519 Web-application
ndanIanaLazsinsdenlunaiadaseusos %ﬁﬂumaﬁ?umagjﬁamﬁa Application
Fawmunlagld lbrary flask dudeulne python Tnefiisnsead
1. 13 Save model Midonadlulnd pkl
2. assnuslunissesiuardmsuly Mapping input

3. 99NLUVIIUIU input dnTudsr1NEs application
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4. 11A1 input AlASUNNYIIAS Mapping Au@us Cumulative wag centrality Nladamsaull
5. d9A18931n Mapping Yayauaiiing model

6. uanaradnsInTu fraud wse lalla fraud (Legitimate)

3.10 a3asfiefildlueide

3.10.1 Jupyter Notebook tu Web-Application Usenaumieg 1es 9 cell ISassoiuasiy lng
usiay cell anunsauduiiiom static content #19 9 1y Foaru gUnm nswl 3Ale e wie LHu
Thalusunsumeufinmes n1wn Python flanunsasusdslszunana uanwadnsoonuils wasidu
ineslefldlumswiendeya wasteya n13vi Machine leaming n139 Visualization

3.10.2 Visual Studio Code (VS Code) tuldsunsuuily code Iﬂaqﬂaammmﬁa%’ﬂmiﬁ’u
AUl unsuLerlALuzd completion based on imported modules, function
definitions, and variable types @slunudsedld Vs Code Tumswaunluwmadae python wazns
11 Web-Application fg) HTML wag CSS

[

3.103 Library Hlddmiummiddei

Networkx v 1 library 7 b @195 Un 158 AN154a2T1AT129 network 3189 provide
Network Algorithms 1w Breadth-First Search (BFS), Depth-First Search (DFS), Centrality Judu
Weilannsavheusaniu library Matplotlib wfievin1s visualization

Pandas 104 library fil#3unrmidsndmiunmsdinnisuariiasesideya vinlwgldanunsn
Jnlassasiteyalmmingandmiun1siasieiiiunvaedlasiaseteyandnae Series way Data
Frame uazanunsaliandoyaannguuuusinge wu CSV, Excel {udu

Nurnpy s8u library filddnsunisauasaauly Python linsatduayueisisgaue
Tngjuasimdndvanedd ndoutvateiliidumadamansiivainuans

Matplotlib 1Ju library #ld@msunisvi1 Data Visualization wu a¥19nsaenax a5
uis 5y 1udu warldlunisusuuss layout vesns

Seaborn «{u library #l4dwsunisvi Data Visualization lugUuuuves High-level wag

31 built-in function LW heatmaps, pair plots %4 Seaborn fin15UTUL styles uag themes ladne

N1 Matplotlib
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Scikit-learn t8u library #lddw§un15¥i machine-learning wazeu data science lnedl

n13 provide algorithms W supervised and unsupervised learning. 103 aailafi ldd@1msunsvi
Data Preprocessing 2lUfl4115%11 Model evaluation tagn1s Tuning Model

XGBoost 1T u library A lddmsuninsenld agorithm Extreme Gradient Boosting

(XGBoost)
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NATETTUNITAN YN

a da a % % v a = v = . . ~
ﬁqiﬂiill‘l/l’]ﬂﬂ’]imu% Lﬂ@ﬂ’]iaaiﬂq G]’JEJﬂ’]iSLGUL‘I/lﬂuﬂﬂ’ﬁl,iﬂuz“ﬂ@\‘imi@ﬂ (MaChlne Learﬂlﬂg) I@EJ&J

uni 4
=R
NAN1SANEN

=2 =

UaLDEAVBINANSANYIAIFD lUT

4.1 WaNISANABNAM

9
mu?ﬁaﬁlﬁaﬂqmé’ﬂwmzﬁ daylaely model Extra trees Classifier 11A1 Feature

importance Y04YAYBYA LiOAAUANTUSTENININUTANY WaziuUsAnau (Label) Baduusi

(%
o Y =

o

nuzuastaya (Feature Selection)

fAndntnunausfaliaudAgINnINnALU TR TNt N

pmdnUsnsotladendanudfyuazinunsaudiniunsiadu

IngfuUs 9 @1RulINILAT Feature importance WAAIAINITINTN 4.1

A15197 4.1 Top 9 Feature Importance in Extra trees Classifier

Feature Feature Description Importance
cash_in_count $runuaSiweInsuiu (type cash) vesaulatema 0.191760
cash_out_count ‘iﬁ'ﬂmuﬂ%ﬂmmmﬂauﬁu(type cash) UBIAUFUNI 0.166195
oldbalanceOrg Balance aasAulau neuyinnslou 0.152379
amount Uy 0.151416
transfer_out_count | S1unuaSswesnsTeudu (type transfer) vosaufuma | 0.094640
transfer_in_count SruaunSioinisiuiu (type transfer) vasauiaigyis | 0.067429
Degree Score Dest A1 Degree centrality ¥93AUYaIENS 0.047205
Clo_Score Orig A1 Closeness centrality 983Aulou 0.041692
Clo_Score Dest #1 Closeness centrality vaAuUa1EM1 0.037046




29
4.2 wan1siauszansnnadugniadvadliag

NuITedlavinnisnaaesas1eluing Decision Tree, Random Forrest Lag Extreme
Gradient Boosting (XGBoost) lavinnisiuTeuiisuniulananlaill feature centrality waziUTauiiisy

Aulumanlafing feature centrality wag feature cumulative sum transactions

A15199 4.2 waveslunaiinsldy feature centrality wagiin139in feature selection

Precision Recall F-1 Score

Model Class Class Class Class Class Class Accuracy

Legitimate | Fraud Legitimate | Fraud | Legitimate Fraud

Decision Tree 99.99% 8.62% 94.20% 98.32% 97.01% 15.85% 94.22%

Random Forrest 99.96% 12.24% 96.30% 93.30% 98.09% 21.65% 96.28%

XGBoost 99.94% 74.88% 99.84% 88.47% 99.89% 81.11% 99.77%

91na1519nU3luLea Extreme Gradient Boosting (XGBoost) 71510154015 Imbalance
72875 class-weight , 101514 feature centrality wazldduusiidean feature importance 9 d761U
usn SUszansamlunsiadu transactions MAansdelnalddiigalnelvid1 Precision aef 74.88 %
A1 Recall 887l 88.47% A1 F-1 Score 8¢/l 81.11% WAz Accuracy g7l 99.77% Taaningiliden
Twaiidesninfinnsanainar F-1 Score fiunnfign mgdosnislianuddyuesiananisal

False Negative Way False Positive
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A15199 4.3 wavedlunanlifinisly feature centrality waglilavin feature selection

Precision Recall F-1 Score

Model Class Class Class Class Class Class Accuracy

Legitimate Fraud | Legitimate | Fraud | Legitimate | Fraud

Decision Tree 99.98% 31.62% 98.84% 96.99% 99.41% 47.69% 98.83%

Random Forrest 99.99% 22.84% 98.16% 98.06% 99.07% 37.06% 98.16%

XGBoost 99.96% 91.18% 99.95% 92.99% 99.96% 92.08% 99.91%

PNAITNNUINULAS Extreme Gradient Boosting (XGBoost) #in1599n15 Imbalance

72875 class-weight lufinslel feature centrality wag luiin15v1 feature selection (199910l

feature 98U 9 ¢) TUszANSANIUNTI9TU transactions AAnnTsaelndlaananlaaliai Precision

97 91.18% #in Recall ag/fl 92.99% #in F-1 Score Bgj#l 92.08% waz Accuracy Bgj#l 99.91% s

d‘ A dy dl‘ a ! d‘ dl 4 v o w g.J/
ﬁ']L‘MG!‘V]La@ﬂIMLﬂauLu@ﬂﬁ]’mW“lﬂimq"iﬂﬂﬁq F-1 Score NUNNER LWi’]%G]@Qﬂ’]iI‘Wﬂ’J’]@Jﬁ’]ﬂiny’eNVN

Lwlm'iafl False Negative Way False Positive

A9 4.4 wavedlunanluiies feature ®HI9INNNT prepare data

Precision Recall F-1 Score

Model Class Class Class Class Class Class Accuracy

Legitimate | Fraud | Legitimate | Fraud | Legitimate | Fraud

Decision Tree 99.98% 32.59% 98.88% 97.31% 99.43% 48.83% 98.88%

Random Forrest 99.99% 22.37% 98.13% 97.45% 99.05% 36.39% 98.12%

XGBoost 99.96% 91.79% 99.95% 93.03% 99.96% 92.41% 99.92%

PNAITNNUINULAS Extreme Gradient Boosting (XGBoost) #in1599n15 Imbalance

719735 class-weight wazliiinsle feature MlAa1nA1591 feature engineering WAL ( TAUUS

794 e 98 amount ,oldbalanceOrg ,newbalanceOrig ,oldbalanceDest ,newbalanceDest,

type CASH_OUT Wag type TRANSFER 3413 2 faudsanvinelsnainnisvi one-hot encoding fiu

a a

AuUs type) HUszdAnSamlunsiadu transactions MAnn1sdelnsladianlnglvien Precision agf

]
=

91.79% #i1 Recall ag#i 93.03% fin F-1 Score ogjfl 92.41% way Accuracy 88l 99.92% Faanine)

9
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Henlunaililosniansanainel F-1 Score Niunyian insizdeenishiaudfAgyvesmiannisel
False Negative Way False Positive

NENTNT 4.2 ,4.3 Wag 4.4 wuin Extreme Gradient Boosting (XGBoost) M15in159mn"s
Imbalance Me/35 class-weight lonadngnis 3 35

adal P ] . ] YY) . - o e v

7659 1. 1in151ld feature centrality SaUAUAU feature selection 1&on feature 9 FNlAN

importance g3&dn

)
D

591 2. laifinsla feature centrality waglidfinisvin feature selection 1fiosanndl feature

pgviaE 9

n_)e

359 3. laifinnsle9s feature centrality wagluldl feature cumulative sum transactions

173 3 5ALAINTUSBUTIBUAIL Overfitting fam15197 4.5

asneft 4.5 Wisuifieunaluwa Extreme Gradient Boosting (XGBoost) U84 3 38

WgUA N overfitting

Approach Dataset Precision Recall F-1 Score Accuracy
Class Fraud | Class Fraud | Class Fraud
1 Training Data 55.50% 100% 71.38% 99.85%
1 Testing Data 74.88% 88.47% 81.11% 99.77%
2 Training Data 87.25% 100% 93.19% 99.97%
2 Testing Data 91.18% 92.99% 92.08% 99.91%
3 Training Data 87.19% 100% 93.15% 99.77%
3 Testing Data 91.79% 93.03% 92.41% 99.92%

9nm1519nU3n51Hlna Extreme Gradient Boosting (XGBoost) Tw35n157 1 Aeudns
Overfitting ﬁaaﬁqmmﬁ% 3 33nafe navedluwaluisnisd 2 uae 3 dadatasng 4 winni
85% faud199zly generalize wazniniuSeuiiauiu3snisd 17 a1 precision waz recall Tu
training Data t/esni133n1s7 2 wag 3 egnaun waglunsuseyndldaiedosidaianisldlumailsl
gnRnnum data untAuly

FoduSeinnsanidenianisit 1 lunsiluwmaluldlunisshansnisnsaadu transactions

MARNISABLIN
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4.3 n1suld1dun Web-application
Mnnsmaassmniluaailaluldaie nansnsraduazgrilunanaduluealunis
M523V transactions 11 Web-application Iagluntiuagil User Interface dwsuld input data

TunsderuwazSuamadnsitaaniuma
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unagUuasvalauauuy

nuIdelladnauoiediun1siau e i eI8a 5193 UgINTTUNNNISRUMAANTS
dolna prensldimalianisiseuiveanias (Machine Learning) uagiiaiuiniemunsmiunly lag

(%

aunsaazunan1sidelaciall

5.1 ayunansAnen

1. livduusdethadeifinrudfguasmngaudmiunsnsaduginsmnisdelnalagnis
Uszgndlden Centrality Winasadududslulueg Fanuinausnanainy Overfitting fusvoya
voslunaiivanldly dewSeuiieuduinmsduiildlginislduusiiedastu Centrality

2. lawsunluina Extreme Gradient Boosting (XGBoost) (mu3Ensnaansd 1) Aifn1sdanis
Imbalance #2835 class-weight, iin151% feature degree centrality Wag closeness centrality Lag
Tdudsiidean feature importance 9 a1duusnd dlafdn Precision agj‘ﬁl 74.88% A1 Recall ?JgJJ"ﬁI

88.47% fin F-1 Score 9l 81.11% Wag Accuracy ogfl 99.77% FINANTNAFOUR AT 5.1

A1519% 5.1 CONFUSION MATRIX vadlalina XGBoost Tu3an1si 1

PREDICTED
CONFUSION MATRIX Class recall
LEGITIMATE FRAUD
LEGITIMATE 825,184 1,359 99.84%
TRUE
FRAUD 528 4,052 88.47%
Class precision 99.94% 74.88%

3. lamuniesdlefamisaldan input wieunswinn1nsi9aeu transactions lnanslglunail

Igvhnsiuuazuansdeya transaction 310y Legitimate 3o Fraud
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5.2 UaLauamu
1. fiwsaun feature ACentrality 29U 19U Betweenness, PageRank Wadmnld
Betweenness 813¢04il hardware izﬁugﬂLﬁaamwm’smmﬁﬁ’lu’;m

2. uUsEansnnaedliing visenaaswilunaduidfudielilananisnsiadiudugunn

3. iInsavisenaasin1sInnisteyanllaunauuiniduiniuie llananis nsaadiudugn
=1
UINTY

4. JaauauuzdmsunTIdenswialy Aisidenld dataset Nkign scaled asuiedudunaves

'
=

feature centrality NlAas199u ws1etouanan scaled asnagyiliminanueinaenisitauluEes
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Qmaﬂwmz‘mﬁﬁ Ayuasluing N33n51Y feature degree centrality tag closeness centrality azld

FuUsndAn feature importance 9 @1AULIN 91NN13911 Feature selection Awluna Extra tree

Tuwma Decision Tree S78aLL08M#I

Feature Feature Description Importance
oldbalanceOrg Balance U83AUAUNIG AOUINTTIOU 0.626928
amount UIURY 0.317575
cash_in_count $1unuadweansduiu (type cash) vasauUaene | 0.043295
transfer out_count | §1uauASIwaIN1sTOULIY (type transfer) vasAudY | 0.007849
N9
transfer_in_count FruIuAT 1ween1sTUITY (type transfer) ¥83AY | 0.001917
Uangnig
Degree Score Dest | fin Degree centrality 983AuUanena 0.001700
Clo_Score Dest A1 Closeness centrality ¥@3AUUa8N19 0.000568
Clo_Score Orig A1 Closeness centrality Y9IAUAUNIS 0.000144
cash_out_count $ruaundiesmslewdu (type cash) vesaudumis | 0.000024
Tama Random Forest s1eaziBensil
Feature Feature Description Importance
oldbalanceOrg Balance 909AUAUNN NaUYINA5loU 0.451692
amount MUY 0.239270
cash_in_count $rundesmssuitu (type cash) ¥asaudatgnia | 0.190836
cash_out_count $rnundmesmsleudu (type cash) Y94AUAUNIY 0.034949
transfer out_count | S1uauAYsvaenislewiiu (type transfer) vosaudy | 0.030475
N9
transfer_in_count FauuaYswen1sTuLiy (type transfer) ¥9AY | 0.025116
Uanana
Degree Score Dest A1 Degree centrality U99AUUaN89N1 0.019546
Clo_Score Dest A1 Closeness centrality UasAuUaIeNg 0.004881
Clo_Score Orig A1 Closeness centrality Y9IAUAUNIY 0.003236




luima Extreme Gradient Boosting (XGBoost)

Feature Feature Description Importance
oldbalanceOrg Balance U83AUAUNIG AOUINTIOU 0.321038
transfer out_count | §1u3uASIweIN15lowdY (type transfer) vosAuRY | 0.287387
N
cash_in_count $1uuASIveINIFURY (type cash) vesaulaenie | 0.165961
amount 1Y 0.140330
cash_out_count $1unundiweanisleuiiu (type cash) vesnugumis | 0.034144
transfer in_count FauaunT 11091135043 U (type transfer) wo9aw | 0.017045
Uagnig
Clo_Score Dest A1 Closeness centrality ¥asAulaenis 0.013691
Clo_Score Orig A1 Closeness centrality T99AUAUNIY 0.011406
Degree Score Dest | fin Degree centrality 983AuUanena 0.008998

a5
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a6

@maﬂwmzﬁﬁﬁ aeslunanlidfifinisly feature degree centrality Wag closeness centrality Wag

o

13ifin1591 feature selection

Tuwma Decision Tree S78aLL08M#I

Feature Feature Description Importance
oldbalanceOrg Balance U83AUAUNIG AOUINTIOU 0.549392
amount UIURY 0.190014
newbalanceDest Balance vasAuUatenIe #awin1slou 0.129413
newbalanceOrig Balance 983AUAUNT #aIYINATlOU 0.115854
cash_in_count $1unuASIveInsFURY (type cash) vesaulanenis | 0.010749
oldbalanceDest Balance vasaulateye nauvinislou 0.002080
transfer_out_count $ruruadweinistouiiu (type transfer) vaaAuAY | 0.001317
N9
cash_out_count $1unuadweansleudu (type cash) vespudumis | 0.001013
transfer_in_count FruauaT 11091135 ULT U (type transfer) ¥83aAY | 0.000167
Uangnig
Tama Random Forest s1eaziBensil
Feature Feature Description Importance
oldbalanceOrg Balance U83AUAUNIG AOUINTIOU 0.425374
newbalanceDest | Balance v03AuUaIen1e nawin1slou 0.160570
amount MUIURY 0.155006
newbalanceOrig Balance v94AUAUNI wasvinATlou 0.081304
oldbalanceDest Balance vasaulateyIe nauvinislou 0.078973
cash_in_count $runuadweamsduiu (type cash) vasauUaign1e | 0.051349
transfer out_count | $1uanASevasnisTewiu (type transfer) vasaudy | 0.023040
4
cash_out_count $1unuadweinsloutiu (type cash) Y94AUAUNIG 0.020409
transfer in_count FauruAT1wen13T ULy (type transfer) u@9a | 0.003975

Yangna




luima Extreme Gradient Boosting (XGBoost)

Yangna

Feature Feature Description Importance
newbalanceOrig Balance U83AUAUNIG RAIIINTlOU 0.575921
oldbalanceOrg Balance va3Aulou AouyiNIslou 0.196452
newbalanceDest Balance vasAuUatenIe nawin1slou 0.089050
amount U 0.063704
transfer out_count | $1uauA$Iween1slewiu (type transfer) vosauFy | 0.028755
N4
cash in_count $1unundiveansTuiu (type cash) vesaulanenis | 0.025101
cash_out_count $rundmesmslewdu (type cash) Y94AUAUNIG 0.014789
oldbalanceDest Balance vasaulateye nauvinislou 0.004523
transfer_in_count FauauaT 1109113 ULT U (type transfer) ¥89@Au | 0.001705
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AMNSNYULT d1Ayvoalunad Liddn151494 feature centrality uay feature cumulative sum

transactions

[

Tuwma Decision Tree S78aLL08M#I

Feature Feature Description Importance
oldbalanceOrg Balance v83aufun1e AOUYINNISIOU 0.548983
amount TINURY 0.190515
newbalanceDest Balance w9sAUUa18M1S 1dWIIN15loU 0.129828
newbalanceOrig Balance 983AUAUN #8IYINATlOU 0.115759
type TRANSFER Flag transaction 1y type transfer 0.011187
oldbalanceDest Balance wasAUUa1EM NaUYINNISlou 0.003498
type CASH OUT Flag transaction 31484 type cash_out 0.000230
Tana Random Forest S1waziSonsad

Feature Feature Description Importance
oldbalanceOrg Balance 983AUAUNIN NaUYiATloU 0.397940
newbalanceDest Balance w9sAuUaN8M1s UdwN15lou 0.186452
amount UIURY 0.158600
oldbalanceDest Balance v83AuUaN8N19 AouYiNIslou 0.121398
newbalanceOrig Balance 983AUAUN #aIYINATlOU 0.071950
type CASH OUT Flag transaction 11.8u type cash_out 0.032210
type TRANSFER Flag transaction Jdu type transfer 0.031450




luima Extreme Gradient Boosting (XGBoost)

Feature Feature Description Importance
newbalanceOrig Balance v94AUAUNI “asvinATlou 0.588354
oldbalanceOrg Balance 983AUAUNY NaUYINA5loU 0.196790
newbalanceDest Balance wasAuUa18M18 #dIN15lou 0.089720
type CASH OUT Flag transaction iy type cash_out 0.062693
amount MUIURY 0.057851
oldbalanceDest Balance vosAuUaI8N1 nouyinnsleou 0.004593
type TRANSFER Flag transaction iy type transfer 0.000000
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Confusion Matrix 98luLaaiinisly feature degree centrality wag closeness centrality tagld@a

wUsilen feature importance 9 @1AULIN 91NN15911 Feature selection Aawlulaa Extra tree

Classifier

DECISION TREE PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 778,588 47,955 94.20%
TRUE
FRAUD 59 4,521 98.71%
Class precision 99.99% 8.62%
RANDOM FOREST PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 795,920 30,623 96.30%
TRUE
FRAUD 307 4,273 93.30%
Class precision 99.96% 12.24%
Extreme Gradient Boosting PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 825,184 1,359 99.84%
TRUE
FRAUD 528 4,052 88.47%
Class precision 99.94% 74.88%




Confusion Matrix vaslutnafnlidiinisldy feature degree centrality wag closeness centrality waglyl

1In1591" feature selection

DECISION TREE PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 816,936 9,607 98.84%
TRUE
FRAUD 138 4,442 96.99%
Class precision 99.98% 31.62%
RANDOM FOREST PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 811,375 15,168 98.16%
TRUE
FRAUD 89 4,491 98.06%
Class precision 99.99% 22.84%
Extreme Gradient Boosting PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 826,131 412 99.95%
TRUE
FRAUD 321 4,259 92.99%
Class precision 99.96% 91.18%




Confusion Matrix 909lstaadi T8 0151499 ¢ feature centrality wag feature cumulative sum

transactions

DECISION TREE PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 817,325 9,218 98.88%
TRUE
FRAUD 123 4,457 97.31%
Class precision 99.98% 32.59%
RANDOM FOREST PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 811,056 15,487 98.13%
TRUE
FRAUD 117 4,463 97.45%
Class precision 99.99% 22.37%
Extreme Gradient Boosting PREDICTED
Class recall
CONFUSION MATRIX LEGITIMATE FRAUD
LEGITIMATE 826,162 381 99.95%
TRUE
FRAUD 319 4,261 93.03%
Class precision 99.96% 91.79%
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XGBoost Tu3sn15% 1 duuszneulusie decision tree 100 Au 1919z U8U decision tree AuUWAIUY

[

Tumannesu18uNe Internal nodes kaguNe Leaf nodes A9t

[oldha lanceOrg < 71277.2266]

yes, missing no

Y A 2

{ amount < 70753.9063 J { amount < 71277.2656 J

yes, missing no

¥

/25, missin no
%oldbalanceorg < 340821.719J7 {oldbalanceorg < 321239.344J

¥ A

leaf node = -0.599950373 ‘ {oldbalanceorg < 340831.719J
Legitimate
yes, missing no

¥

‘ leaf node = 0.592947841 ‘
Fraud

leaf node = -0.599784017
Legitimate

nguazasurgladn

Tunsdlfl 1 77 decision tree TulunatiazliiAdoyaiiindu Legitimate transaction €1

UoyailA1 oldbalanceOrg >= 71,277.2266 wazida1 amount < 71,277.2656 #38iA1 amount =

missing value WagilA1 oldbalanceOrg < 34,0821.719 #38dA1 oldbalanceOrg = missing value

lunselfl 2 fa decision tree lulunafiaglviadoyailindu Legitimate transaction €1

Yoy ailan oldbalanceOrg >= 71,277.2266 uagilA1 amount < 71,277.2656 %39ilA1 amount =

a1

missing value kazdA1 oldbalanceOrg >=34,0831.719
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Tunsdifl 3 @7 decision tree Tuluinatiaglin1eayailindu Fraud transaction 41793 al AN

Y

oldbalanceOrg >= 71,277.2266 wagia1 amount < 71,277.2656 #304A1 amount = missing

=

value waziiA1 oldbalanceOrg>= 34,0821.719 ualiiiu 34,0831.719
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