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ABSTRACT

In today's world, advancements in information technology and communication
have rapidly increased connectivity among individuals. People can easily interact and share
their thoughts or personal information with just a few clicks while simultaneously gaining easy
access to information about others, including personal histories, through social media or
various search engines. The ability to access and distribute personal information about
someone else without their consent is a significant problem, as it can lead to harassment and
harm. This act is known as "Doxing" and is considered a form of cybercrime. It is often used to
impose social penalties or instigate hatred in society.

From the study of the legal provisions in special administrative regions like Hong
Kong, Singapore, the United States (specifically California and Arizona), and the Netherlands,
it is found that the United States, specifically California and Arizona, and the Netherlands,
have enacted criminal provisions regarding the disclosure of personal information that may
cause harm to others (Doxing) in their criminal codes. Special administrative regions like Hong
Kong and countries like Singapore have also criminalized Doxing through separate legislation,
distinct from general criminal laws. Furthermore, the Netherlands is showing a tendency to
develop Doxing as a criminal offense. In contrast, Thailand is a country that places great
importance on personal data privacy, having enshrined data protection rights in its Constitution
under the Buddhist Era of 2560 (2017). However, Thailand lacks a specific criminal law to
address the unauthorized disclosure of personal information that may cause harm to others
(Doxing).

This research suggests that Thailand should consider introducing criminal provisions
specifically targeting the disclosure of personal information that may cause harm to others

(Doxing). This addition would serve to deter and penalize individuals who engage in or



contemplate Doxing activities. It is suggested that such provisions could be incorporated into
Article 14 of the Computer Crime Act of 2017 (B.E. 2560), as Article 14 addresses offenses
related to data intrusion into computer systems, which aligns with the nature of computer

crimes such as Doxing.

Keywords: Personal data, Unauthorized personal data disclosure leading to potential harm,

Doxing
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people.
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! OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data Part 1 b)
"Personal data" means any information relating to an identified or identifiable individual (data subject).

2 FU-U.S. Privacy Shield Framework Principles, Overview, 8 Definitions: "Personal data" and
"personal information" are data about an identified or identifiable individual that are within the scope of
the Directive, received by an organization in the United States from the European Union, and recorded in
any form.

" Regulation (EU) 2016/679, Article 4 Definitions (1) "Personal data” means any information relating
to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can
be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

' Data Protection Act 2018, Section 5 "Personal data” means any information relating to an
identified or identifiable living individual.

> Federal Protection Act, Section 46
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(6) LnuTmsivawgadne laliaununevesirinteyadiuyana Lilu Personal Data
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California Consumer Privacy Act 2018 (CCPA) 91 “doyadiuyana” nueis dayassydinui
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Neafunsesusisanuwenletegauvgauna liilnensawselaedouisjuilnalnaiany Jaya

dymralidiaiiestoyadelul naunsaweuleshiinlnensmselagdeuiauilnale

“Personal Data” means any information concerning the personal or material circumstances of an identified,
or identifiable individual (the data subject).

' Personal Data Protection Act 2012, Part 1
“Personal Data” means data, whether true or not, about an individual who can be identified - (a) from that
data or (b) from that data and other information to which the organization has or is likely to have access.

' Protection from Harassment Act (POHA) 2014 PART 1 PRELIMINARY — Interpretation
“identity information” means any information that, whether on its own or with other information, identifies
or purports to identify an individual, including (but not limited to) any of the following: (a) the individual’s
name, residential address, email address, telephone number, date of birth, national registration identity
card number, passport number, signature (whether handwritten or electronic) or password; (b) any
photograph or video recording of the individual; (c¢) any information about the individual’ s family,
employment or education.

' Personal Data (Privacy) Ordinance, Part 1 Preliminary
“Personal data” means any data - (a) relating directly or indirectly to a living individual (b) from which it is
practicable for the identify of the individual to be directly or indirectly ascertained; and (c) in a form in

which access to or processing of the data is practicable.
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" California Consumer Privacy Act 2018 (CCPA) 1798.135.
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% | fig819 29-37.
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<https://www.amnesty.or.th/files/6115/5446/0373/escr_ mannual_thai.pdf> Auduiile 5 WO WAIAN 2565.
25‘3‘1/1%3J1g198‘duﬁaa$13’ (Amnesty international Thailand, 15 wauyn1AN 2561)
<https://www.amnesty.or.th/latest/blog/62/> dududle 5 NOYAIAU 2565.
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* Samuel D. Warren and Louis D.Brandeis, ‘The Right to Privacy’ (15 December 1890) 5 Harvard
Law Review <https://www.cs.cornell.edu/~shmat/courses/cs5436/warren-brandeis.pdf> dudude 3
NEWAAY 2565.
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** Felix Tam, ‘Where Doxxing Came From and Why It Keeps Popping Up: QuickTake’
(Washingtonpost, 11 @Ay 2563) <https://www.washingtonpost.com/business/where-doxxing-came-
from-and-why-it-keeps-popping-up-quicktake/2020/07/30/18812784-d2b0-11ea-826b-
c394d824e35_story.html> Auduiile 5 wauniay 2565,

* Cambridge Dictionary - Doxing - the action of finding or publishing private information about
someone on the internet without their permission, especially in a way that reveals their name, address,
etc.: Doxing may be carried out for law enforcement reasons, as well as being used to harass or victimize
people.

36 ¢

What is doxxing?” (Ministry of Law Singapore) <https://www.mlaw.gov.sg/files/news/press-

releases/2019/04/D Doxxing_General.pdf> Auduiile 5 NOWAIAN 2565.
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*® Joshua Boscaini, ‘Hong Kong protester targeted on Chinese social media platform WeChat
following protest in Adelaide, ABC’ (abc, 20 August 2019) <https://www.abc.net.au/news/2019-08-
20/hong-kong-protester-targeted-in-doxxing-attack-on-social-media/11429520> dududle 5 WOBNIAU 2565.

* Steven Blum, ‘Doxxing White Supremacists Is Making Them Terrified” (vice, 16 August 2017)
<https://www.vice.com/en/article/7xxbez/doxxing-white-supremacists-is-making-them-terrified> duduile 5
NEWAAY 2565.

““Second Reading Speech by Senior Minister of State for Law, Mr Edwin Tong on Protection from
Harassment (Amendment) Bill” (Ministry of Law Singapore, 7 May 2019)
<https://www.mlaw.gov.sg/news/parliamentary-speeches/second-reading-speech-sms-edwin-tong-poha-

amendments> Auduiile 16 WA 2565.
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1 IS THIS DOXXING?’ (Ministry of Law Singapore) <https://www.mlaw.gov.sg/files/news/press-
releases/2019/04/E_Doxxing Examples.pdf> Auduiile 5 N WAIAN 2565.

“ Jalelah Abu Baker, ‘When revealing a person's identity becomes a crime: What is considered
doxxing?’ (channelnewsasia, 7 August 2022) <https://www.channelnewsasia.com/singapore/doxxing-illegal-

facebook-person-identity-lawyers-2858416> duduidle 3 ﬁqmau 2566.
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*! Personal Data Protection Act 2012 Purpose 3 - The purpose of this Act is to govern the collection,
use and disclosure of personal data by organisations in a manner that recognises both the right of individuals
to protect their personal data and the need of organisations to collect, use or disclose personal data for

purposes that a reasonable person would consider appropriate in the circumstances.
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Ehu:uﬂmmiaﬂwwmwmﬁyﬁuﬂaﬂ Personal Data Protection Act 2012 111 u%131 48E
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Anudemesiayana 1i5e Personal Data Protection Act 2012 11991 48F Wunsasinunsedlszysn
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Wudaus U 1989 7 Tim Berners-Lee loandu tanlimiu (World Wide Web) Fadu
nildluduusiweifignlfifuaissiieileusieinioteneufinnesuazdumesidnilanauds
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*? personal Data Protection Act 2012 - Unauthorised disclosure of personal data

42D (1) If —

(a) an individual discloses, or the individual’s conduct causes disclosure of, personal data in the
possession or under the control of an organisation or a public agency to another person;

(b) the disclosure is not authorised by the organisation or public agency, as the case may be; and

(0) the individual does so —

(i) knowing that the disclosure is not authorised by the organisation or public agency, as the case
may be; or

(i) reckless as to whether the disclosure is or is not authorised by the organisation or public
agency, as the case may be,

the individual shall be guilty of an offence and shall be liable on conviction to a fine not

exceeding $5,000 or to imprisonment for a term not exceeding 2 years or to both.
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>> ‘DIGITAL 2022: ANOTHER YEAR OF BUMPER GROWTH’ (wearesocial)
<https://wearesocial.com/uk/blog/2022/01/digital-2022-another-year-of-bumper-growth-2/> uduile 16
NOWAAU 2565.

> “Second Reading Speech by Senior Minister of State for Law, Mr Edwin Tong on Protection from
Harassment (Amendment) Bill” (Ministry of Law Singapore, 7 May 2019)
<https://www.mlaw.gov.sg/news/parliamentary-speeches/second-reading-speech-sms-edwin-tong-poha-
amendments> Auduiile 16 waun1AN 2565.

> ‘Laws and Penalties for Doxxing in Singapore (With Examples)’ (singaporelegaladvice, 2020)
<https://singaporelegaladvice.com/law-articles/laws-penalties-doxxing-singapore-examples/#distress>

[

Aufuile 16 wamn1AY 2565.
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*® Protection from Harassment Act 2014 PART 2 OFFENCES - Intentionally causing harassment,
alarm or distress

3.—( 1) An individual or entity must not, with intent to cause harassment, alarm or distress to
another person (called in this section the target person), by any means —

(a) use any threatening, abusive or insulting words or behaviour;

(b) make any threatening, abusive or insulting communication; or

(c) publish any identity information of the target person or a related person of the target person

and as a result causing the target person or any other person (each called in this section the
victim) harassment, alarm or distress.

(2) Any individual or entity that contravenes subsection (1) shall be guilty of an offence and,
subject to section 8, shall be liable on conviction to a fine not exceeding $5,000 or to imprisonment for a
term not exceeding 6 months or to both

*" Protection from Harassment Act 2014 PART 1 PRELIMINARY — Interpretation
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2“entity” means any company or association or body of persons (whether corporate or
unincorporate), but excludes any public agency;,

*® Protection from Harassment Act 2014 PART 1 PRELIMINARY — Interpretation

2 - “publish”, in relation to a commmunication or statement, means to make the communication
or statement available in any form such that the communication or statement is or can be heard, seen or
otherwise perceived by the public in Singapore or a member of the public in Singapore, and includes
cause to be published;

*? Protection from Harassment Act 2014 PART 1 PRELIMINARY — Interpretation

2 - “communication” means any words, image (moving or otherwise), message, expression,
symbol or other representation that can be seen, heard or otherwise perceived by any person, or any
combination of these;

% Protection from Harassment Act 2014 PART 1 PRELIMINARY — Interpretation

2 - “statement” means any words (including abbreviations and initials), numbers, image (moving

or otherwise), sounds, symbols or other representation, or a combination of any of these;
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61
supra note 8

% Protection from Harassment Act 2014 PART 1 PRELIMINARY — Interpretation
2 - “related person”, in relation to a person, means another person about whose safety or

wellbeing the firstmentioned person would reasonably be expected to be seriously concerned;
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® Yip Man, ‘Protection from Harassment Act 2014: Offences and Remedies’ (singaporelawblog,
2014) <https://singaporelawblog.sg/blog/article/73> duduile 28 WO BNIAU 2565.

% Protection from Harassment Act 1997

8 (3) - “harassment” of a person includes causing the person alarm or distress

% California Penal Code S 646.9.

(e) - For the purpose of this section, “harasses” means engages in a knowing and willful course of
conduct directed at a specific person that seriously alarms, annoys, torments, or terrorizes the person, and
that serves no legitimate purpose.M

% Louisiana Revised Statues S 40.2
C (1) - Harassing means pattern of verbal communications or nonverbal behavior without invitation which
includes but is not limited to making telephone calls, transmitting electronic mail, sending messages via a
third party, or sending letters or pictures.

®" Cambridge Dictionary - harassment - behavior that annoys or troubles someone


http://www.legislation.gov.uk/ukpga/1997/40
https://dictionary.cambridge.org/dictionary/english/behavior
https://dictionary.cambridge.org/dictionary/english/annoy
https://dictionary.cambridge.org/dictionary/english/trouble
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68 Bryan A. Garner, Black’s Law Dictionary (8ht, edn, Thomson West 2004) 733.

69 Cambridge Dictionary - alarm - sudden worry and fear, especially that something dangerous or
unpleasant might happen

"% Cambridge Dictionary - distress - a situation in which you are suffering or are in great danger
and therefore in urgent need of help:

! Protection from Harassment Act 2014 PART 2 OFFENCES - Intentionally causing harassment,
alarm or distress

Illustrations (c) X and Y were formerly in a relationship which has since ended. X writes a post on

a social media platform making abusive and insulting remarks about Y’ s alleged sexual promiscuity. In a


https://dictionary.cambridge.org/dictionary/english/sudden
https://dictionary.cambridge.org/dictionary/english/worry
https://dictionary.cambridge.org/dictionary/english/fear
https://dictionary.cambridge.org/dictionary/english/especially
https://dictionary.cambridge.org/dictionary/english/dangerous
https://dictionary.cambridge.org/dictionary/english/unpleasant
https://dictionary.cambridge.org/dictionary/english/happen
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subsequent post, X includes Y’s photographs and personal mobile number, intending to cause Y harassment
by facilitating the identification or contacting of Y by others. Y did not see the posts, but receives and is
harassed by telephone calls and SMS messages from strangers (who have read the posts) propositioning Y
for sex. X'is guilty of an offence under section 3(2) in relation to each post.

" Protection from Harassment Act 2014 PART 2 OFFENCES - Intentionally causing harassment, alarm
or distress

Illustrations (d) X records a video of Y driving recklessly in a car on the road. X posts the video on
an online forum, where people share snippets of dangerous acts of driving on the road. X posts the video
with the intent to warn people to drive defensively. X has not committed an offence under this section.

" Protection from Harassment Act 2014 PART 2 OFFENCES - Fear, provocation or facilitation of
violence

(1A) An individual or entity must not by any means publish any identity information of another
person (called in this subsection the victim) or a related person of the victim, either —

(a) with the intent —

(i) to cause the victim to believe that unlawful violence will be used against the victim or any other
person; or

(i) to facilitate the use of unlawful violence against the victim or any other person; or

(b) knowing or having reasonable cause to believe that it is likely —

(i) to cause the victim to believe that unlawful violence will be used against the victim or any other
person; or

(i) to facilitate the use of unlawful violence against the victim or any other person.
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(2) Any individual or entity that contravenes subsection (1) or (1A) shall be guilty of an offence
and, subject to section 8, shall be liable on conviction to a fine not exceeding $5,000 or to imprisonment

for a term not exceeding 12 months or to both.
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" Protection from Harassment Act 2014 PART 2 OFFENCES - Fear, provocation or facilitation of
violence Illustrations (b) X writes a public post on a social media platform containing threats against Y. X
publishes a subsequent public post stating A’s home address and a message “I know where you live”. X is
guilty of an offence under this section relating to conduct mentioned in section 5(1A)(a)(i) if X intends the
subsequent post to cause Y to believe that violence will be used against A, or an offence under this section
relating to conduct mentioned in section 5(1A)(b)(i) if X knows that it is likely that Y will believe that
violence will be used against A as a result of X’s subsequent post.

™ Ibid
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'® Protection from Harassment Act 2014 PART 2 OFFENCES - Fear, provocation or facilitation of
violence Illustrations (c) X writes a post (on a social media platform to which Y does not have access)
containing threats of violence against Y and calling others to “hunt him down and teach him a lesson”. B

posts Y’s home address in reply to X’s post. B is guilty of an offence under this section.
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" Protection from Harassment Act 2014 Act 2014 PART 2 OFFENCES - Enhanced penalty for
subsequent offence

8 - (1) An individual or entity that is convicted (whether before, on or after 15 November 2014) of
any offence under the repealed section 13A, 13B, 13C or 13D of the Miscellaneous Offences (Public Order
and Nuisance) Act 1906 in force before that date or who is convicted of any offence under section 3, 4, 5,
6 or 7 shall, on a subsequent conviction —

(a) for an offence under section 3, be liable to a fine not exceeding $10,000 or to imprisonment
for a term not exceeding 12 months or to both;

(c) for an offence under section 5, be liable to a fine not exceeding $10,000 or to imprisonment

for a term not exceeding 2 years or to both;
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"® Protection from Harassment Act 2014 Act 2014 PART 2 OFFENCES - Enhanced penalty for
subsequent offence

8A - (1) This section applies where an individual or entity (called in this section the offender) is
convicted of any of the following offences relating to a victim who is a vulnerable person and the enhanced
penalty under section 8 does not apply to that conviction:

(a) an offence under section 3, 4,5 or 7 that is committed on or after 1 January 2020
against such a victim;

(2) The court may sentence the offender to punishment not exceeding twice the maximum
punishment that the court could, but for this section, impose for the offence, if at the time of committing
the offence the offender knew or ought reasonably to have known that the victim was a vulnerable person.

(2A) This section does not apply where the offender proves that despite being a vulnerable person,
the victim was capable of protecting himself or herself from the offender in respect of the harm caused by
the offence in the same manner as an ordinary person who is not a vulnerable person.

" Protection from Harassment Act 2014 Act 2014 PART 2 OFFENCES - Enhanced penalty for
subsequent offence

8A “wvulnerable person” means an individual who is, by reason of mental or physical infirmity,
disability or incapacity, substantially unable to protect himself or herself from abuse, neglect or self-neglect.

% Vulnerable Adults Act 2018 PART 1 PRELIMINARY - Interpretation
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2(1) - “abuse” means —

(a) physical abuse;

(b) emotional or psychological abuse;

(c) conduct or behaviour by an individual that in any other way controls or dominates another
individual and causes the other individual to fear for his or her safety or wellbeing; or

(d) conduct or behaviour by an individual that unreasonably deprives, or threatens to unreasonably
deprive, another individual of that other individual’s liberty of movement or wellbeing;

® Vulnerable Adults Act 2018 PART 1 PRELIMINARY — Interpretation

2(1) - “neglect”, in relation to an individual, means the lack of provision to the individual of
essential care (such as but not limited to food, clothing, medical aid, lodging and other necessities of life),
to the extent of causing or being reasonably likely to cause personal injury or physical pain to, or injury to
the mental or physical health of, the individual;

# Vulnerable Adults Act 2018 PART 1 PRELIMINARY — Interpretation

2(1) - “self-neglect”, in relation to an individual, means the failure of the individual to perform
essential tasks of daily living (such as but not limited to eating, dressing and seeking medical aid) to care
for himself or herself, resulting in the individual —

(a) living in grossly unsanitary or hazardous conditions;

(b) suffering from malnutrition or dehydration; or

() suffering from an untreated physical or mental illness or injury;
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Protection from Harassment Act (POHA) 2014 110151 8B Ugyqinian™

® Protection from Harassment Act 2014 Act 2014 PART 2 OFFENCES - Enhanced penalty for
subsequent offence
8A - (3) “harm” means —
(a) any physical harm;
(b) harassment, alarm or distress; or
(c) being caused to believe that unlawful violence will be used against the victim;
# Protection from Harassment Act 2014 Act 2014 PART 2 OFFENCES - Enhanced penalty for
subsequent offence
8B - (1) This section applies where an offender (A) is convicted of —
(a) an offence under section 3, 4, 5 or 7 that is committed on or after 1 January 2020
against a victim who was or is in an intimate relationship with A
(2) The court may sentence A to punishment not exceeding twice the maximum punishment that
the court could impose for the offence under section 3, 4, 5, 7 or 10 (as the case may be), if at the time of
committing the offence A knew or ought reasonably to have known that the victim (B) was or is in an
intimate relationship with A.
(3) In this section, the court may determine whether B was or is in an intimate relationship with A
having regard to all the circumstances of the case, including the following:
(a) whether A and B are living in the same household, although it is not necessary that
they live in the same household;

(b) whether A and B share the tasks and duties of their daily lives;
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(c) whether A and B have made arrangements to share expenses or financial support and
the degree of financial dependence or interdependence between A and B;

(d) whether there is a sexual relationship between A and B, although it is not necessary
that there be a sexual relationship between them;

(e) whether A and B share the care and support of a specific person below 21 years of
age;

(f) whether A and B conduct themselves toward their friends, relatives or other persons

as parties to an intimate relationship, and whether A and B a
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® Protection from Harassment Act 2014 Act 2014 PART 4 GENERAL - Application to person outside
Singapore

17 — (3) (4) Where the accused or respondent (as the case may be) was outside Singapore when
that accused or respondent used the words or behaviour, made the communication or published the
identity information, in contravention of section 3, 5 the court has jurisdiction if —

(a) the victim of the contravention was in Singapore when the use of those words or behaviour,
the making of that communication or that publication of identity information caused the victim harassment,
alarm or distress; and

(b) the accused or respondent (as the case may be) knew or had reason to believe that the victim
of the contravention would be in Singapore at the time referred to in paragraph (a).

% “Guide to Singapore’s Protection from Harassment Act (POHA)’ (Singapore legal advice, 2022)
<https://singaporelegaladvice.com/law-articles/singapore-protection-harassment-act/> duduide 6 Tquigu
2565.
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