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ABSTRACT

The Office of the Courts of Justice is in the process of creating an information
security policy by referring to the ISO / IEC 27001 standard and developing information security
systems within the network operations center in accordance with the standard operating
procedures. Therefore, devices and systems classification according to eligibility and operation
criteria system access area are divided into 7 categories. The representatives of each category to
study according to the information security management process and guidelines for developing
information security systems for each type of system is defined. The results are summarized as
follows:

1 . Infrastructure (Infrastructure): The representative is the power backup system.
Focus on notifications Prepare And response measures for emergency power outages

2. Network Management System (Network Management): The representative is the
security system on the internal network (Firewall), focusing on defining an appropriate policy,
surveillance, and determining emergency procedures.

3 . The system that provides services for internal networks (Internal Service): The
representatives are the electronic table of contents, focusing on providing a stable service
responding and fast problems fixing in the internal network.

4. The system that provides services through an external network (External Service):

The representative is a system for submitting and delivering electronic media (e-Filling), focusing



on authentication, data accuracy and correction of rights as specified, and access prevention of
attacking systems from malicious parties via the external networks.

5 . Service system from the partner organization (Third Party Service): The
representative is the electronic mail system (e - Mail), focusing on the security of user accounts,
Phishing attacks and Social Engineering.

6 . The specific service system ( Special Service): The representative is the video
conference system, focusing on the management, usage, policy setting, and security checking in
particular, fixing corrective action to allow the system quickly restored.

7. Website (Website): The representative is the website of the Office of the Court of
Justice (www.coj.go.th), focusing on attacks prevention via the browser and changes detection to
the page of the website

The study found that the use of information security management frameworks to
develop security guidelines within the network operations center can specify procedures for
devices and systems that have similar characteristics and operations with some degree of
efficiency depending on the classification of devices and systems that are appropriate by each
type of system. There will be differences in the importance of activities that are important or
critical.

However, after implementing the security guideline for each type of information
assets, it is necessary to conduct inspections of specific security guidelines for each device and
system to ensure complete security effective because the same type of systems could have

differences in details.


http://www.coj.go.th/
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Examples: Fields on an Information Asset Register

Description Brief descriplion of what the asset is
More detall on what the components of the asset are
Users Who created the assel. or where does the asset come from?

Who is the Information Asset Owner?

Which department holds responsibiity for the asset?
Who ére the stakehoiders?

“Date Creaton date

Date closed (for closed assets)

Last date assel register was reviewed/updated

Asset status Is this asset being actively updated?
Has the asset been closed?

“Purpose T Whak part of the business does s assel Support?
Business tisks from or 1o the asset

Value What is the value 1o the business?

What would be the cost of replacing the mfoemation?

"Retention schodule  How long should Al bo kept in Immediate access?
What should happen 1o Il when it no longer needs immediate
nccess?
What ane the disposal roquirements ?

How do you need to  How will you find (he Information?

use your asset Who can open the information and how?
How do you need 1o be able 1o work with the information?
What do you need 10 be able to understand about your Information?
To what extent do you need 1o prove your mformation s what it
claims to be?

Risk What are the risks 1o the asset?
What are the risks to the business from the asset (Tor sxample from
Ils loss, COMUPton of inappropriate access)?
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Figure 2—Time and Cost Savings on Respective PDCA Phases Associated With the IT Initiative

Initiative | Ready Information Inventory Time and Cost Savings on the Following PDCA Phases
COBIT Policles, procedures, risk Phase 2—0btain management support.
assessment, control objectives | Phase 3—Select the proper scope of implementation.
and controls Phase 4—Define a method of risk assessment.

Phase 5—Prepare an inventory of information assets to protect, and rank assets according to risk
classification based on risk assessment.

Phase 6—NManage the risks, and create a risk treatment plan.

Phase 7—Set up policies and procedures to control risks.

Phase 8—Allocate resources, and train the staff,

SAS 70 Policies, procadures, risk Phase 6—NManage the risks, and create a risk treatment pian,
Type land | control objectives and controls | Phase 7—Set up policies and procedures to control risks.
Type Il

NIST Risk assessment, detalled Phase 2—Obtain management support.

control objectives and controls | Phase 3—Select the proper scope of implementation.
Phase 4—Define a method of risk assessment.
Phase 6—Manage the risks, and create a risk treatment plan.

PCIDSS Detailed control within the Phase 6~—Manage the risks, and create a risk treatment plan.
PCI DSS framework
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Figure 5—Risk Treatment Plan

Explanations of Risk Treatment Categories

Risk Reduce Avold Accept Transfer

Information security risk Reduce or mitigate the risk; | Avoid the situation that Management should Is it possible to transfer
refer to the 133 controls creates the risk by proactive | acknowledge the residual some or all of the risk o a
to identify and implement planning, redesigning or risk if there is no cost- third party (insurer)?
suitable information security | reengineering. effective solution,
controks or the other
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.9, ML, COBIT.

Risk and Risk Treatment Example With Applicable Control

Inappropriately configured Management performs Management has defined
firewall rude sets increasing | and reviews vulnerability perimeter security controls,

S

the risk of unauthorized assessments onan annual | including firewalls and
access to critical and/or basis, intrusion detection systems.
privileged network resources
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Figure 6—Example SOA for Applicable Controls

Control From Annex A of Organization Procedures
Control Objective ISO/IEC 270001 Adopted or Not Adopted Justification and Reference

Controfs provide reasonable | 10.5.1 Information Backup | Adopted Management has XxXX—information security
assurance that data implemented a strategy for policy
recorded, processed and cyclical backup of data and | XXX—information backup
reported remain complete, programs. and media protection
accurate and valid procedure
throughout the update and
storage process.
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