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ABSTRACT

The purpose of this thematic research is to assess the impact of Internet telephone
system (IPPBX SERVER) from Denial of Service (DoS) threats by sending bulk SIP invite
messages to Internet telephone system by comparing the cases with and without SIP proxy server
that has anti-attack program features.

The results of testing show that the SIP proxy server, bundled with the Pike module
feature, is able to handle request from attacker by dropping the SIP invite message to the Internet
telephony system when number of calls per second equal to call per second parameter which is
defined in the Pike module while an Internet telephone system without protection feature cannot
absolutely handle this DoS traffic. Resource consumption of the Internet telephony system with
SIP proxy does not increase and not impact to service of system. Finally, the Internet telephone
system can be protected by SIP proxy server from DoS threats which flood by SIP invite

messages.
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Talsunsy SIPP

~ General Information ~ Hardware Configuration
~ & Metworking » /Fcru 2VCPUs
Host name dpulab04-sipp-54 R Memory 268
IP addresses 1192165154 » 2 Hard disk 1 30GB
2. 1e80::20c:2911.fe67-805 USB coniroller UsSB 2.0
» &8 Viware Tools Viware Tools is not managed by vSphere » B Network adapter 1 VM Network (Connected)
+ B Storage 1 disk 4 Videe card 16 MB
(= Notes # Editnates ¥ 5 CDIDVD drive 1 ATAPI
» & Others Additional Hardware

~ Performance summary last hour

MNA 3.13 319a298a32UD1 170N Debain GNU/Linux

a ¥ o a
- anaaTdsunsy SIPP Taseunson1i 1vanuaz91999903a91n hitps:/sipp.-

readthedocs.io/en/latest/installation.html
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&P phuwish@dpulab04-sipp-54: ~ - o X

rio file options:

Dum

N 3.14 uaatoyan1s¥uves Tisunsy SIPP
3.5 msﬂ%fmzum"ﬁ'eué’fﬂgagmimﬁwﬁvim%uma%!ﬁﬂ (SIP PROXY SERVER)!{@50451
nageunNuaeafuszuUINIHNNHIHB AR SITIA
351 msdfumuagidauu Ty Kamailiom Tu'lWaasan kamailio.cfg Taguiiauiy
T el
- 11 module WITH ANTIFLOOD, WITH FREESWITCH #1451 199111y

Talsunsu

.@ phuwish@dpulab01-km-sbc-51: ~

MW 3.15 uaastoyaitla module drviiuldanlulysunsy Kamailio®

- MruAAals IP Address ,Port 113U 151¥ua0 11/§3 IPPBX SERVER Tagl

IP Address 192.168.1.52 uag Port @145 SIP Protocol ndJu 5060
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B phuwish@dpulab01-km-sbc-51: ~

Ml 3.16 udatoyamruanandsildaululdsunsy Kamailio®

- fmuaaisuauldaudimsy Tuga Pike wag Tuga htable

- Tuga Pike iHuTugadmsumnuanIns¥ouaeved IPAddress KU SIP PROXY

Y
v A

SERVER Tagiimsmnuanadil
® sampling time unit ABA1IA1IUNHUIGIUINVOINITATIVABDUNITIHOUAD

9 1 A Y a =
910 IP Address AHUN I@ﬂﬂuﬁﬂ@]ua@ 2 3UIMN

A A ' Y

9 1

® reqs density per unit ADTIUIUATINIFOUADIINAUNINAD sampling_time
_unit noUNIZUPasMIFoUADIN TP Address TABNANTUAUT 30 HUBDIBATINSHOUAD
I [ 1 . . . a =2 A a A 1 '
W 30 A9 a0 sampling_time unit 2 JUIN Tﬂwmﬂgm‘ﬁmﬁmamamﬂ IP Address 9¢0Y
1u%9 reqs_density per unit AAHUADY 3 NE MU IPV4 Az 8 1Mdwsy IPV6

e o v 3 g Aa

® remove latency ﬂamﬁmwumﬁzsznaﬂmzuummaya IP Address NUNIT
A o Y A ' I a Aan gl Ay oA a a IR LER A
wouaoarga 11 InietluduniiamiGudaun 120 3@ ua lilyszeznaivesmsdfasnms
A 1 o o g’/ [y Y I A [ A
WouAedIniy  IP Address  Uuq nm3dsuanugliilusyngia¥euasnaaiie

1A < v o
sampling_time_unit 1tAY reqs_density per_unit N15INUT0YA IP Address 13 1uH1I8A0T)
o Yy 3 Y A ] a A ]
MuAusIA3 UM sAUNT TP Address Nog luaauziliasmsiyouse
< A o Y A 9 o v & 9

® luga htable (Huluganurinnainemsdmiumnudoya IP Address
o & I ' o o a . A 3 9
¥In319%9929nN U TUNUIBANNTIFINGIY 1Al ipban=>size AD VYUIAVBINITIUAVIBYA

g ' < 1 3 a
Tuga htable ATy 8 ¥03(Array) autoexpire o 5oz Tumsmnuteyaiiniieduiui
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,f 2P phuwish@dpulab01-km-sbe-51: ~

fdef WITH DEBUG
ebu T [

. L]

_name",

MW 3.17 naaatoyafmuan 1z uAUYeY module pike 1o htable

= o 1 4 ' o o . ]
- 318902108AMAINITATINADVADIULNTFOUADVDI IP Address d1%51 Tuga Pike Handuy
. Aq v A A =R A Y o [ d”
pike_check req() N4 1un15@529801 IP Address NvoLFoNADHIIZIIA IANAUNIAIL
) d‘ 1 A a 1 .d'
1= IP Address ®gluaniuzayanatonds Wionallyniod1on
1 a A ] 1 9 dy Y
-1 =1P Address ogluaniuzlasironaonauniiing?
[l 4 1 a { o { < a
2 = IP Address lmilima¥ouaanuiivuanazilasuliiiuaniuzdfias

A '
IFDNND

&P phuwish@dpulab01-km-sbc-51: ~

MW 3.18 HAAItOYAMTINITATIVADUAD UL YD IP Address
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MW 3.19 uaatoya seript 115VIANMIIAUNIMITONAD PPBX

9 @

352 msad lWddeyadmsulysunsy SIPP

u

So o 4 o o v .
- IWlafmdauiesessy fda SIp Register

Hreais B = = [EREGISTERTGlSntesy | (5| REGISTER SUBSCRIBE clientxml E3 ({REGISTERSSUBSCRISESelient cs¥ e
<2xml ve ="1.0" en ="iso-8859-2" 2>
<IDOCTYPE scenario SYSTEM "sipp.dtd">
4 <scenario name="UAC REGISTER + SUBSCRIBE dialeg-info"> |
<send retrans="500">
F </send>

MW 3.20 uaatoya script S115VMT SIP Register
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- Trldse¥erinFiiesoasudds SIP Register

Esipp—noted.bﬂ x| Einvite.xml x| EREG\STER_SUBSCRIBE_chem.xm\ x| BREGISTER_SUBSCRIBE_cIienT.csvﬂ 4

1 |SEQUENTIAL

1000;192.168.1.
1001;192.168.1.
1002;192.168.1.
1003;192.168.1.
1004;192.168.1.
1005;192.168.1.
& 1006;192.168.1.
5 1007:;192.168.1.

52; [authentication username=1000 password=1234];1000;
52; [authentication username=1001 password=1234];1001;
52; [authentication username=1002 password=1234];1002;
52; [authentication username=1003 password=1234];1003;
52; [authentication username=1004 password=1234];1004;
52; [authentication username=1005 password=1234];1005;
52; [authentication username=1006 password=1234];10086;
52; [authentication username=1007 password=1234];1007;
52; [authentication username=1008 password=1234];1008;
52; [authentication username=1009 password=1234];1009;
52; [
52; [
32; [
52; [
52; [
52; [
32; [
52; [
52; [
52; [

—1 o Lo L [

1
1
1
1
1
1
1
c 1
10 1008;192.168.1.
11 1009;192.168.1.
1
1
1
1
1
1
1
1
1
1

12 1010;7192.16e8.1.
13 1011;192.1e8.1.
14 1012;192.168.1.
15, 1013;192.168.1.
16 1014;7192.168.1.
17 1015;192.168.1.
18 1016;192.168.1.
18 1017;192.168.1.
20 10187192.16€8.1.
21 1018;192.16e8.1.

authentication username=1010 password=1234];1010;
;[authentication username=1011 password=1234]1;1011;
; [authentication username=1012 password=1234];1012;

r

authentication username=1013 password=1234]1;1013;
authentication username=1014 password=1234];1014;
;[authentication username=1015 password=1234]1;1015;
; [authentication username=1016 password=1234];1016;

r

r

; [authentication username=1017 password=1234]1;1017;
authentication username=1018 password=1234];1018;

;[authentication username=1019 password=1234]1;1019%;

r

v A

MW 3.21 naastoyatinBuinomy Insanidmsumds SIP Register

9

v
o

- #1dfa SIPP titeaanzifoutiaFf]Fuuy IPPBX SERVER .
/sipp192.168.1.52-sfREGISTER SUBSCRIBE client.xml-inf
REGISTER SUBSCRIBE client.csv-m100-12-r2

- f1da SIPP dwmsumsnadeums Insanii 1§y IPPBX SERVER
sipp -r XXX -sn uac 192.168.1.52 WHaLHA: XXX = §1HGUﬂ§QﬁTﬂiﬁWﬁ
WieuAuAe UM

- f1da SIPP dwdumsnadeuns Insanii gy IPPBX SERVER
sipp -r XXX -snuac 192.168.1.51 HU@H9: XXX = §1u3uﬂ§”aﬁ1mﬁwﬁ

[ 1A =

wiounuaIui

v o o 9 A

3.5.3 MawsgumMaeandudeyanunIevie 11s1unsy TCPDUMP
- dnfuiindeyamsldaunieiieu IPPBX SERVER port 5060
tepdump-iens192-n-s0 port 5060-vvv -w /home/phuwish/ippbx_no_ddos.pcap
- anfuiindeyamsldiunieiisun SIP PROXY SERVER port 5060

tepdump-iens192-n-sport506-vvv -w /home/phuwish/ippbx_wproxy ddos.pcap
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A s ! A A Y3 o
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9 ' I ' o &
VDHYANIINATDU Iﬂﬂll‘ﬂ\iﬂ?ﬁ“ﬂﬂﬁﬂ‘ﬂ!ﬁﬂu 3 AIUAIU

o d a d
4.1 manaaeulaNAszUVINIANNEIUIMNDSINIA (IPPBX SERVER ) a1n1isunsunaaen
MslonA SIPP
o A ' ¥ I 1 o W 4 l
ﬂ’]ﬁﬂ’]iuuﬂ’]iﬂﬂﬁ@ﬂﬁ?uﬁﬂgLﬂUﬂ']'iﬁ\‘]ﬂ']ﬁ\?%}@\ﬁlﬂﬂ']ﬁl%ﬂuﬁﬂ (SIP INVITE)
2 @ o d a J I
%’]ﬂiﬂillﬂﬁmﬂﬂﬂ@ﬂﬂ'ﬁ}ﬂuﬂ SIPP ulﬂﬂﬁizﬂ‘lli‘ﬂﬁﬁW‘V]W']uﬂl‘!iﬂ@ﬂu@ (IPPBX SERVER)
A 1 a Sl Y A o 1 o o J1 A =
NNUATOVIYDULNDILUANDIDU(LAN) IﬂfJﬂ’H’Tuﬂﬂ’]@@3’]ﬂ131uﬂ’]511ﬂ§ﬁw1ﬂ¢]@3u'ﬁ/] (CALL
a g A = Y o o ' o & A
RATE) l!ﬁ$3$ﬂglja111‘!ﬂ’]ﬁT‘ﬂﬂJ@LﬂUN'ﬂullsUcluﬂ’lﬁfﬂﬂﬁ'ﬂ‘ll DNNIYININITAIATTILND
~ o v A 9 a A Y I 9 Y
ANNLLIVIUNIIIU (SIP REGISTER) sll@\iﬁﬁluﬂ']u?uﬂﬂf]fﬁﬁ%ﬁ']uﬁ]iﬂ L‘W’(’]{lﬂlﬁu‘sﬂ'ﬂyaﬂ'ﬁi%
o o ' a < A 1 =
1/]5Wfﬂﬂiell'ﬁ]\jigllllTﬂiﬁWﬁW']u@u!ﬁﬂg!u@ (IPPBX SERVER) W@@Uau@\iﬁﬂﬂ'ﬁiﬂuﬁﬂ'lﬂ

Tasunsu SIPP TaglUNUAINTIFDUADNATDLNT IIUAAININA 4.1



IPPBX Server IP Phone

attacker LS
' Sip client
register
200 OK
register
200 OK
Invite
Invite
Invite
Invite
Invite

MNN 4.1 UAAWHUEINTFOUADNATDUNI 1aUA IPPBX SERVER 910 11511054 SIPP
= = 9 Ay v <3| o X
Favzlinatoyai lnanmsnadouiluail

4.1.1 Yoyamynaaey

4.1.1.1 Yoyams lEn5nensves IPPBX SERVER luaniugmisldauing
- mielszuiananans (CPU) 2.7 1o 1dua (%)
1 o Jd <3 o
- HU2BANNTT (Memory) 9.4 110 1FUA(%)

- 9A31M3a9903aU09 SIP Protocol 102 AlalianoIu1d (Kbps)

| B phuwish@dpulab02-fs-ippbx-52: ~

£ fr

PID USER PR NI VIRT RES SHR S =CPU =MEM TIME+ COMMAND

M \Wireshark - Protoeol Hierarchy Statistics - ippbx_no_ddos_01.pcap

Protocol - Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets End Bytes End Bits/s
~ Frame 100.0 1060 100.0 680254 109k O ] ]
v Ethernet 100.0 1060 22 14840 2391 O ] ]
~ Internet Protocol Version 4 100.0 1060 3.1 21200 3416 O ] ]
~ User Datagram Protocol TO0.0 TO60 T BAB0 1366 O 4] 4]
Session Initiation Protocol [INSSEN 056  EEEN 625662 102k 1056 635662 102 k
D=t U T oU T T T

~ ) Y o 79 ¥ A
MW 4.2 1aAoYyan1s 1¥MSWeIns IPPBX SERVER lTuaaiumsalldaiulng
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4.1.12 doyamslemSwensves IPPBX SERVER @00@5113 INTAWR(CALL
I g’/ 1" A =

RATE) 111 100 5990310

- UIUASIN TNIANI (Total call) 6,124 AS3

- 5zozranlums INsANNNIrua (Total time) 61.24 U7

- wietlszurananald (CPU) 31.6 1o 15ua (%)

1 o S 3 4
- N28ANTT (Memory) 9.80 11oFIFHUA(%)

- 9A51M3d9903yau0a SIP Protocol 1,406 1 ladiaae3uii (Kbps)

PID USER VIRT SHR S %CPU SMEM TIME+ COMMAND ]

26 4 freeswi 31.6 28:1 91 freeswitch

M Wireshark - Protocol Hierarchy Statistics - ippbx_w_ddos_100_02.pcap

Protocol Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s

~ Frame 100.0 26902 100.0 16367637 1510 k 0 0 o
~ Ethernet 100.0 26902 23 376628 34k 0 0 o
v Internet Protocol Version 4 100.0 26902 3.3 538040 49 k 0 o o
~_User Datagram Pratacol 1000 690 1 15216 19k 0 o 0

Session Initiation Protocol [ ROCONN cc2oc  [EETI 15237645 1406 k 26896 15237645 1406 k |
Uata 29 o Uu 1 T ] 1 T

MW 4.3 uaastoyanslsmSneInsves IPPBX SERVER A0oA3103 INSFANT (Call rate)

I g’; [N =
Wy 100 ATIRIUIN

4.1.1.3 Hoyans 19T ne1n3ves IPPBX AosA315 1nsdni(Call rate) iy 500
Y
ASINDIUIN
9 H 9
- UATIN INTAWI (Total call) 31,124 A4
Y
- szzna U INTANTININA (Total time) 62.25 U1
- welszurananals (CPU) 41.9 1o 15ud (%)
1 o S 3 4
- HUIIANDT (Memory) 11.2 11051FUA(%)

- 93 1M3AIY0YaVeI SIP Protocol 8,150 A ladiaavIuii (Kbps)
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Protoco N Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 140831 100.0 84085139 8767k 0 0 0
v Ethernet 100.0 140831 23 1971634 205k 0O 0 0
v Internet Protocol Version 4 100.0 140831 33 2816620 293k 0 0 0
~ Lser Datagram Protocol 100.0 140831 13 1126648 117k 0 0 0
Session Initiation Protocol 1000 140825 NGEG 72170129 8150k 140825 78170129 8150k
~Data ) G 52y t t G i t

3 @ 1w o d1 A
MW 4.4 uaastoyansldninensves IPPBX SERVER Aodns1ms InsAnineui

(Call rate) 1314 500 ASIABIUIN

4.1.1.4 Yoyams1¥ninensues IPPBX SERVER A0A51015 1NANINA(Call rate)

I ?,'_, 1 A =~
W1 1,000 ATIR0ININ

- $1UATIN INIFNN (Total call) 28,689 A5

- 5282721 1um 3 INTANANAHUA (Total time) 55.21 TN

- wielszurananald (CPU) 34.2 1103 15U (%)

1 o - 4
- HU2BIANTT (Memory) 16.8 11o51FUA(%)

- 93 1M3a9901aUea SIP Protocol 9,664 i lalinnaIu1ii (Kbps)
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USER Rl SHR 5 3CPU  %MEM [ COMMAND ]

16.¢

‘ Wireshark - Pratocol Hierarchy Statistics - ippbx_w_ddos_1000cps.pcap

Pratocal Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v~ Frame 100.0 262720 100.0 155752342 10M 0O 0 o
~ Ethernet 1000 262720 24 3678080 245k 0 0 ]
v Internet Protocol Version 4 100.0 262720 34 5254400 350k O 0 o
v User Datagram Protocol 100.0 262720 1.3 2101760 140k 0O 0 0

Session Initiation Protoco 100.0 262713 929 144717976 9664 k 262713 144717976 9664 k I
Data 0.0 7 00 i 0 Tz 0

MNN 4.5 uaastoyanslininensves IPPBX SERVER A0oas1ms InsAwy

(Call rate) 13111 1,000 ASIA0IUIN

4.1.1.5 Yoyans 19nineInsues IPPBX SERVER @00@351n13 INTAWN (Call rate)
I g‘/ 1 A =
14 5,000 ATIABDIUIN
Y H 9
- UUASIN INIANI (Total call) 64,450 AT
Y
- 5zoznaluns INTAMMNanua (Total time) 61.25 2177
- wielszurananals (CPU) 77.5 1o i5ud (%)
1 ) S 3 4
- M128ANNT (Memory) 15.5 11o51%1A(%)

- 8A51MSAIOYAUDI SIP Protocol 29 1Nz UARDIUIN (Mbps)
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PR NI RES SHR S %CPU 3%MEM

77.5 15.5

1.24 s

1.004 s period

(limit 1 a)
‘ Wireshark - Protocal Hierarchy Statistics - ippbx_w_ddos_5000cps.pcap - o X
Protocol N Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s

v Frame 1000 549697 100.0 338131572 1M 0 0 0

v Ethernet 1000 549697 23 7695758 723k 0O 0 0

v Internet Protacol Version 4 1000 549697 33 10993940 1033k 0 0 0

~_\ser Datagram Pratacal 1000 540/97 12 430757 413k () 0 0

Session Initiation Protoco 100.0 549692 93.2 315044208 29 M 549692 315044208 29 M
l — Daa B U0 5 U0 10 1 S T U

M 4.6 uanaveyans 19ninensves IPPBX SERVER @ooa351n15 INsfny (Call rate)

I g’; 1 A =
101 5,000 ATIADIUIN

4.1.1.6 Yo3an13 145 nen5v0e IPPBX SERVER A08A51N5 INTFANI (Call rate)

I g‘; 1A =
111 10,000 ATIABIUIN

- MUATIN TNIANA (Total call) 140,744 A5

- 5221721 1um 3 INTANANAHUA (Total time) 66.27 LN

- wielszurananald (CPU) 91.1 1103 15U (%)

' o L 4
- HU2UAINT (Memory) 19.1 11o51BUA(%)

- 63 1M3a9903aUe3 SIP Protocol 33 tnziiAaaIu1ii (Mbps)



[N - elkieebeel ekt
@ phuwish@dpulab02-fs-ippbx-52: ~ — O X

PR NI

‘ Wireshark - Protocol Hierarchy Statistics - ippbx_w_ddos_10000cps.pcap - m] X
Protocol N Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 1074896 100.0 650773770 36 M O 0 0 i
v Ethernet 100.0 1074896 23 15048544 837k 0 0 0
v Internet Protocol Version 4 100.0 107489 33 21497920 119%k 0 0 0
~ User Datagram Protocol 100.0 1074896 13 8599168 478k O 0 0
| Session Initiation Protocol 100.0 1074887 93.1 605627976 33 M 1074887 605627976 33M |
i Data 0.0 9 0.0 18 1 9 18 1 I

MWA 4.7 udatoyans1dnineInsves IPPBX SERVER A9NIINT INTANA (Call rate)
v
@1 10,000 ASIABIUN

[

Y
4.1.2 aydeyamslemineinsves IPPBX SERVER iiudsil

M1 4.1 uaasveyansweINIVee IPPBX SERVER @ooai1n15 InsANI (Call Rate)

Yy
v A o

luuaazasanmvuea

2 4

& s s O o . o . s P .
Bﬂ'i'lﬂ'lﬁ'l‘\‘]'iﬁw‘ﬁ 011—&31—&?1'5\111!1‘13’?{1’“‘{ L'Jﬁﬂ‘l‘l‘iﬁ‘l'l‘i‘{‘i‘ﬁ‘l"l’l]ﬂ Bﬂ‘ﬂﬂﬁ'l%ﬂu’aﬂ Bﬂi1ﬂ151§ﬂu?ﬂﬂﬂiﬂ1 Bﬂﬂﬂﬁ'ﬁﬁ{fﬂ&q{'ﬁﬂﬂﬁsﬂ’

i

o s =y s [ o o o =t
(ATeADIMIN) (A39) Guiy Wszanananand (%) Wan (%) Protocol (A lada/Rui)

100 6,124 61.24 31.60 9.80 1,406
500 31,124 62.25 41.90 11.20 8,150
1,000 28,689 55.21 34.20 16.80 9,664
5,000 64,450 61.25 77.50 15.50 29,000

10,000 140,774 66.27 91.10 19.10 33,000




- o 2 = LA @ o
Tnsfmi(asa) Fuuaien nsdnn
150000 140,774
100000
64,450
50000
31,124 28,689
6,124
0 \ [
0 100 500 1,000 5,000 10,000
N ar o s i o= =t
9A313 InsFmn(aemaIunmn)
d' o g’l A @ 4
NNN 4.8 ﬂiTNLLﬁﬂQﬂTN?NﬂiQVIIVIiﬁWﬂ
1@a1(3u) a1 InsAmnarue
70 a0 ol W 66.27
61.24 62.25 61.25
60 55.21
50
40
30
20
10
0
0
0 100 500 1,000 5,000 10,000

£
AT INTANN(ATIADIUIN)

d‘ 1Y 'L =3
MNN 4.9 nsuaasszeznalunInaao InsANT laua
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cpu usage (%) a31m3 1 Fvaetlszunananais
100.00 o1 10
T77.50
80.00
60.00
41.90
40.00 31,60 34.20
20.00
270
- I
0 100 500 1,000 5,000 10,000
N o o o :.4 . = =
aﬁi'lﬂ"lﬂmﬁwﬂ(ﬂima'mm)
a Y
NNN 4.10 ﬂiTWLLﬁﬂQﬂWii%ﬂH’Jﬂﬂi%ﬂ’mNﬁﬂﬁN
wr 3 [ o o
memory usage (%) 8513 1M 2ea T man
25.00 — - A A U W =
19.10
20.00 .
16.80
15.50
15.00
11.20
9.40 9.80
10.00
5.00 I
0.00
0 100 500 1,0 5,0 10,000

ar o o 5 - =
RTINS INIFANN(ATIADININ)

M 4.11 nsluaaamslgniiennusvan
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anuGEAA TadaAui) 8731M30999av0a SIP Protocol

35,000 33,000

29,000
30,000 ’

25,000
20,000

15,000

9,664
10,000 8,150

3,000 1,406
102
0 —
500

0 100 1,000 5,000 10,000

am‘1ﬂ1‘ﬂ'ﬂ‘5P‘f'wﬁ(ﬂ%wfa%u“lﬁ)
MWA 4.12 n3liaasdnsIMsdioyauo SIP Protocol

4 H < 1 1] 4
INAITIN 4.1 uagMni 48 99 412 aziiu 1d1mslgnsne1nsased
a 4 (DR 1% 3 @ [ 4
ADNNUAD IOV 11 5UHH (Process) IPPBX SERVER 10A51g9UUAW0ATINT INTANY
o g’l { [ 4 y A 3 @ I'd
(Call rate) HAZTIUIUATININTANN (Total call) MinvuTaslszeziarlums InsAnng
Y
NANUA (Total time) IndiAsary Tagmmiznslgsnuielszuiananald (CPU) ,11I8ANNN
) Ty ) 9 A 2 1 IS
(Memory) tag tag 93 1NTA9U9Yav0d SIP Protocol  UONTIMI IHMNNIUDE 1T Y
o 1 v Y awv g o o T o v Y A l
dadaIu MInNAaed luri119981ilun13 INTANN lagn15a9m1a95 09U ¥ouAe (SIP INVITE)
= Y a y £ A 1 A Y J o o Jd
EINTUATIAIAUTANI T FONADIND IIHUNANIT IFNTNOINTVDITE VU INTANNHIY
A < I 1 o v g ' @
uABIIA (IPPBX SERVER) @9 1 fidaldainnialang onnalusiamsnaaaudnsinis
o 4 [ g}/ 1T A a3 9 1Y) g a S I
Tn3fNN (Call rate) 11AA 30 ASIA0ILN (Hudul1) szvvInsdnirudumesfia IPPBX
] o 9 ] 1 [ o Y v A
SERVER) 9z lianusaihalauaz luaeuauesaonis Insdun Tag lsigFasvanenielu
Y0952U 1ARIN A 4.15 1ag 4.16 FavzasanuguauiAves IPPBX SERVER N15095UM3

A 1 Yy 9 [ o
H)”é)iJﬂ’t]hlﬂWi’tliJﬂuq%jﬂ 30 A3
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@ phuwish@dpulab02-fs-ippbx-52: ~

r lab02-f >
Q phuwish@dpulab02-fs-ippbx-52: o X

MW 4.13 uaawadoyansaisiuau InsdwiinuauaIm15 IPPBX SERVER

& MicroSIP o0 X

Maximum Calls In Pragress
1002

a v o A v J1 A s
NNN 4.14 L!ﬁﬂ\‘]Wﬁﬂﬁlij‘ﬂﬁfﬁ'\l‘ﬂﬁ]”lﬂI‘lJﬁLLﬂﬁlJﬁ'ﬂﬁ']iIV]iﬁWV]N']“L!ﬂumﬂﬁlu@] (Softphone)

AstIUIU INIANIMAUAMNEINITD IPPBX SERVER

4.2 msnagevloudszuvuInsiwieiudineiiiia (IPPBX SERVER) 91nlisunsunagen
MselonA SIPP  euszumiyenaedaauInsAnid1udmaesiiin (SIP PROXY
SERVER)

msauiiuminagevsziilumsdemdeiosvonsi¥oude (SIP INVITE) 910

Tsunsunageumslon@ SIPP ruszuuFeunodyauinsdniriudumediiia (S

@ [ J a =] A Il
PROXY SERVER) lldsszuuInsdwiiiiudumediiia (IPPBX SERVER) 910105018

A 3 ¥ A = o A VW ~ X
DULADILUANDIDU (LAN) TﬂEJiJmiLLNuPNﬂﬁL“b”é]iJGlf]ﬂﬁﬂWW‘V] 4.17 U
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attacker SIP Proxy server

IPPBX Server IP Phone
Sip client

@ @ = i

register

200 OK

register

200 OK

Invite
Invite

Invite =
Invite

Invite B
Invite

Invite B
Invite

Invite n
Invite

MNN 4.15 LAAILHUAINTIFOUABNATDUNT 1aUA IPPBX SERVER W11 SIP PROXY

SERVER

o 1 o 3’, 1Y Jd1 A
Taemruan191uIuATlums InsAnNaoININ(Call rate) AL ILELIA1IUNIT

= <3| A = o ' . = ¥ 1w 9 =) 1
Ii]llﬁ uazu,ﬂumau”lmﬁlumimﬁau Nﬂ15ﬂ1ﬂu¢]ﬂ1ﬂu13\li§]a pike FINTTAIAIVNAUISUNOAAD

a =

§A31015 INTANYAD AR SIP PROXY SERVER Gl,ﬂ?'muaumi%)awamiﬁawia (SIP
INVITE) 11 1dsunsunaaenTaud SIPP a1
4.2.1 YoyanImsminadol
42.1.1 nageuuunii 1 Tassmuaduuluga pike R
- Sampling time unit 2 N
- Reqgs_density per unit 100 ﬂ%ﬂ

=1

- Remove latency 120 M

9 v
v A

42.1.1.1 WaMInNaaouAsIn 1 luaeoniin1s INsaAnn(Call rate) (I 10

v
=

%', [I=N =1 = 9J 9 1 A
A3390317 Tnelinadoyai la 2 drune
Yoyam3lsn3wensves IPPBX SERVER
Y H F)
- FUUASIN INTANA (Total call) 702 AT
Y

- szezna lums INsANNNGUa (Total time) 70.28 3111
- wihelszaananals (CPU) 13.0 1o tEua (%)

' o S I 4
- WU9AMUE (Memory) 16.4 11/0315UA(%)

- daTIM3aedoyaves SIP Protocol 221 filadiaanIunii (Kbps)



@ phuwish@dpulab02-fs-ippbx-52: ~

PID USER

‘ Wireshark - Protocol Hierarchy Statistics -

52

, 0.3
1301.4 buf
1

ippbx_w_proxy_ddos_10cps.pcap — [m] X

Protocol N Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v~ Frame 100.0 5230 100.0 3484604 236k 0O 0 0
~ Ethernet 1000 5230 21 73220 4959 0 0 0
~ Internet Protocol Version 4 100.0 5230 30 104600 7084 0 o 0
~ User Datagram Protocol 100.0 5230 12 41840 2833 0 0 0
Session Initiation Protocol | 99.8 5222 937 3264800 221k 5222 3264800 221k
Data 0.2 8 0.0 16 1 8 16 1

v v Y v
NT 4.16 LLﬁﬂﬁﬂij@Nﬂaﬂﬁﬁl%}ﬂiwmﬂiﬂlﬂﬁ IPPBX SERVER HUUN 1 ATIN 1

Yoyam3lyn3ne1nsvae SIP PROXY SERVER

wie1szrananald (CPU) 910 1susanavua 1.80 wlosidud(%)
' ° & s 2 o
NUIWANTT (Memory) 110 JUSHFANIHUA 4.20 1WOSIFUA(%)
9A31N3A990Yaves SIP Protocol 324 N laillnAv 31N (Kbps)
MIaamduFauae (SIP Invite) 310 Tlsunsunaaen Taua siep 11/

IPPBX SERVER W1 SIP PROXY SERVER 4% 191UATUAINNINN

4.18



‘ Wireshark -

Ethernet - 3
Address
192.168.1.51

192.168.1.52
192.168.1.54

Protocol

v Frame
v Ethernet

Endpoints - sipproxy_ddos_1

Ocps.pcap

IPv4 - 3 IPv6 TCP UpF - 3
Packets Bytes TxPackets TxBytes RxPackets RxBytes Country
6,377 3960 k 3644 2145k 2,733 1814 k —
2,733 1873 k 911 881k 1,822 992 k —
3644 2086 k 1,822 933k 1,822 1153k —
‘ Wireshark - Protocol Hierarchy Statistics - sipproxy_ddos_10cps.pcap

N Percent Packets Packets Percent Bytes
1000 6377 100.0

1000 6377 23

~ Internet Protocol Version 4 100.0 6377 32
~_User Datagram Protocol 100.0 6377 1.3
Session Initiation Protocol 100.0 6377 93.2

- a X
City  AS Number AS Organization
- [m] X
Bytes Bits/s End Packets End Bytes End Bits/s
3960525 348k 0 0 0
89278 7848 0O 0 0
127540 11k O 0 0
51016 4484 0 0 0

3692691 324 k

MWA 4.17 udaiioyams1¥nine1ns SIP PROXY SERVER

| ‘ Wireshark - Flow - sipproxy_ddos_10cps.pcap

|
Time

0.000000
0.000810
0.001003

0.003080

0.003514

0.003613
0.003983
0.100636
0.101323
0.101496
0.102975
0.103272
0.1033%6
0.103640
0.199789
0.200505

MW 4.18 naastoyamsyounedy Uiz llsunsunaaeuns lauAny IPPBX

192.168.1.54

Request: INVITE sipiservice@192.168.1.51

soep SERtus: 100 trying = your call & important

192.168.1.51

ITE sipsservi

192.168.1.52

52.168.1.52

5060

enbication Reguired

5050 us: 4
5060
speg ZEtus: 407 Prozy Required |} oo
cpep (Request: ACK Spiservice@192.168.151:50. 1

5060

Request: INVITE sip:service@132.168.1.51:

tatus: 100 trying -- your callis important ...

us: 407 Proxy A

e Required

152.168.1.52:590).

Request: ACK sip:servics

5060

5060

5060
cpep Simtus: 407 Prosy Required || oo
cpeg {Request: ACK sipissrvics®192.168051:50.,} o
cpep Bequests INVITE =@152.1 =

- 'Status: 100 trving - vour call s important .| .

H 9 H
SERVER tag IPPBX SERVER tUU#N 1 ATaN 1

3692691

324k |

< =
HYUN 1 A33N 1

Comment

ce@152.168.1.5..

SIP/SDP: Request: INVITE sip:servi

SIP: Status: 100 trying - your call s important to u.
SIP/SDP: Request: INVITE sip:service@192.168.1.5.
SIP: Status: 407 Proxy Authentication Required
SIP: Request: ACK sip:service®192.168.1.52:5060 |

SIP; Status: 407 Proxy Authentication Required |

SIP: Request: ACK sip: 152.168.151:5060 |
SIP/SDP: Request: INVITE sip:service@192.168.1.5..
SIP: Status: 100 trying -- your call i important to u..
SIP/SDP: Request: INVITE sip:service@192.168.1.5__
SIP: Status: 407 Proxy Authentication Required |
SIP: Request: ACK sipiservice@192.168.1.52:5060 |
SIP: Status: 407 Proxy Authentication Required |
SIP: Request: ACK sip:service@192.168.1.51:5050 |
SIP/SDP: Request: TNVITE sip:service@192.168.1.5..

SIP: Status: 100 trying -- your call s important to u_.

53



54

] v
42.1.1.2 waminagounsan 2 Tudesas1ns Insany (Call rate) 191 20
g}/ 1 A = = 9 A 9 1 A
A39Ap T Tnelinadoyanla 2 aaune
Voyam3lEn3nennsved IPPBX SERVER
- SUASININTANA (Total call) 1,405 A5
- szeznanlums InsANNanua (Total time) 70.27 3419
- wueszuananald (CPU) 22.60 1103 15ud(%)
1 o ] 4
- 1{U9ANUI (Memory) 16.40 1103 1HUA(%)

- 9AIMIAIToYaved SIP Protocol 347 NlalinavIu1i (Kbps)

9 c C , 24 .. 382. ava v
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND |

£ =2 =11 1 16.4 73 T o £ h

(1 7 Peak

M Wireshark - Protocol Hierarchy Statistics - ippbx_w_proxy_ddos_20cps.pcap = O x
Protocol - Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 7152 100.0 4812818 370k 0 0 0 | |
~ Ethernet 100.0 7152 2.1 100128 7701 0 0 0
v Internet Protocol Version 4 100.0 7152 30 143040 11k 0O 0 0
~ User Datagram Protocol 100.0 7152 12 57216 4400 0 0 0
| Session Initiation Protocol 99.9 7145 93.8 4512308 347k 7145 4512308 347k |
Data 0.1 7 0.0 14 1 ¥ 14 1

v v Y v
NT 4.19 Llﬁﬂ\‘l‘ﬁj@y‘ﬁﬂﬁﬂl%}ﬂiwmﬂﬁlﬂﬁ IPPBX SERVER {tUUN 1 ATIN 2

YoyamsliniInennsves SIP PROXY SERVER
- welszuiananals (CPU) nn s aava 3.30 oI FUA(%)
- MR (Memory) M0 Tsusasianua 5.00 oSIFuA%)
- 9ATIMsdItoyaved SIP Protocol 650 A lalianeIu1ii (Kbps)
- msdemdu¥euds (SIP Invite) 11nTalsunsunaaenTaud siep lids
IPPBX SERVER F11 SIP PROXY SERVER §a11911A5UAMAIMNG

4.21



4 \wireshark - Endpoints -

EB phuwish@dpulab01-km-sbec-51: ~

sipproxy_ddos_20cps.pcap

TCP

Ethernet - 3 Pwsd - 3 IPvE
Address Port Packets Bytes
192.168.1.51 5060 11,557 7192 k
192.168.1.52 5060 4,953 3401 k

192.168.1.54 5060

‘ Wireshark - Protocol Hierarchy Statistics - sipproxy_ddos_20cps.pcap

Protoco! -

~ Frame
v Ethernet
v Internet Protocol Version 4

Percent Packets

~ User Datagram Protocol

Session Initiation Protoco

6,604 3790 k

100.0
100.0
100.0
100.0
100.0

Tx Packets

— O ><
UDP - 3
Tx Bytes Rx Packets Rx Bytes

5,604 3897 k 4,952 2295 k I
1,651 1599 k 3,302 1802 k
3,302 1695 k 3,302 2095 k

- [m] X
Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
11557 100.0 7192532 697k 0O 0 0
11557 22 161798 15k 0 0 0
11557 32 231140 22k O 0 0
1557 13 92456 8964 0 0 0
11557 933 6707138 650k 11557 6707138 630k

v 9
[

MW 4.20 naastoyans l4ninens SIP PROXY SERVER Huufl 1 A590 2

‘ereshark Flow - sipproxy_ddos_20cps.pcap

102.168.1.54

Time
82.353460
82.353678
82.353768
82.354007
82.403537
82.404033
82.404181
82.405829
82.406052
82.406100 on
82.406442 080
82.452511 00
82.453040 060
82.453181

82.454736

82.454957

82.455045 080
82.455344 00
82.504486 060
82.505034 060
82.505172

82.506785

82.507034

82.507125 060

Ml 4.21 udasdoyamaiFouasdyuszrin llsunsunaaeuns lawAny IPPBX

v ) 1
SERVER 1taz IPPBX SERVER HUUN 1 59N 2

Status: 407 Pre

Requirsd

Request: ACK sip:ser.

Request: INVITE sipsser,

atus: 100 trying

sour call s important to u

5080
0601, 5060
506} oo

Status: 407 Pre

5060

5060

5060

Required

Request: ACK sip:ser.

1.51:5060

Request: INVITE siprsery

1.51:508.

tatus: 100 trying

jeur call it impertznt to u

Status: 407 Pre

5060

sogp Requests INVITE sipisen

s080

s080

Required

102.168.1.52

Status: 407 Pre

Required

Request: ACK sip:ser

1

1

5060

s080

Comment

SIP: Status: 407 Praxy Authentication Required

SIP: Request: ACK sipiservice@152.165.1.52:5050

SIP: Status: 407 Proxy Auth

ication Required

SIP: Request: ACK sip:ser

SIP/SDP: Request: INVITE sipx:

SIP: Status: 100 tryin

SIP/SDP: Request

SIP: Request: ACK sip:se:

S19: Status: 407 Proxy Authentication Required |

SIP: Request: ACK sip:servics@192.168.1.51:5060 |

SIP/SDP: Requast: INVITE Sprservice@192.168.15...

SIP: Status: 100 trying — your cal & important fo u..

SIP/SDP: Request: INVITE sip:service@152.168.15
519 Status: 407 Proxy Authentication Required |
SIP: Request: ACK sip:service@152.168.1.52:5080 |
SIP: Status: 407 Prasy Authentication Required |
SIP: Requasti ACK sipiservice@192,168.1.51:5060 |

S1P/SDP: Request: INVITE sipiservice@152.468.1.5

SIP: Status: 100 trying -~ your cal s important to u..

SIP/SDP: Request: INVITE sipiseryice@192.168.1.5.
S1P: Status: 407 Presy Authentication Required |
SIP: Request: ACK sipiservice®152.168.1.52:5060 |

SIP: Status: 407 Proxy Authenticabon Required |

ur sl & important to U

55
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] v
42.1.1.3 wamsnaaeunsan 3 Tuaesas1ns Insdwn (Call rate) 1114 30
9
AFIADIUIN
Voyam3lEn3nennsved IPPBX SERVER
- SUASININTANI (Total call) 245 A5
- szeznanlums InsAMNanua (Total time) 62.25 319
- wieszuananald (CPU) 1.30 o3 idud(%)
1 o < 3 4
- HUEANUIT (Memory) 16.30 110315 UA(%)

- 9AIMIAIToYaved SIP Protocol 117 flalinaaIuiii (Kbps)

[| PID USER PR NI VIRT RES SHR S %CPU  3MEM TIME+ COMMEN ]
4 2 -10 1 1.3 44 ch I
0 ] D

‘ Wireshark - Protocol Hierarchy Statistics - ippbx_w_proxy_ddos_30cps.pcap — [m] X
Protocol N Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 2457 100.0 1588021 125k 0 0 0

v Ethernet 100.0 2457 2.2 34398 2720 O 0 0
v Internet Protocol Version 4 100.0 2457 3.1 49140 3887 0O v} 0
v User Datagram Protocol 100.0 2457 1.2 19656 1554 0 0 0
| Session Initiation Protocol 2451  [NGEE 1484719 117k 2451 1484719 117k
Data 0. b 0.0 12 U [ 1 4]

v v Y v
MNA 4.22 Llﬁﬂ\‘l‘ﬁj@gﬁﬂﬁﬂl%ﬂiwmﬂiﬂlﬂﬁ IPPBX SERVER {tUUN 1 A33IN 3

Yoyamsl¥nInennsves SIP PROXY SERVER

9
wieszurananald (CPU) 90 lisuaananua 1.20 1losidud(%)
' o o s3I &
- WUIwANT (Memory) 910 TUSUFaNIvua 2.70 1Wo5iFUA(%)
- 9ATIMsdItoyaved SIP Protocol 132 AlalianeIu1ii (Kbps)
- msdamdurenae (SIP Invite) 910 1sunsunaaeouTand sipp Tilda

IPPBX SERVER #1U SIP PROXY SERVER &M 191UATUAINNINN



57

424 18z 4.25 99zlH90 SIP PROXY SERVER 1{iasmsifouso

9110 IP Address v 1fifiuniimsngadedds 116 IPPBX SERVER

22 phuwish@dpulab01-km-sbe-51: ~ — m] X

‘ Wireshark - Endpoints - sipproxy_ddos_30cps.pcap — a X

Ethernet - 3 IPv4 - 3 IPvE TCP UDF - 3

Address Port  Packets Bytes TxPackets TxBytes RxPackets Rx Bytes

192.168.1.51 5060 2,338 1383k 463 271k 1875
192.168.1.52 5060 345 235k 115 110k 230
33

192.168.1.54 5060 1993 1147 k 1760 1001k 233

M Wireshark - Protacol Hierarchy Statistics - sipproxy_ddos_30cps.pcap i m] X
Protocol Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 2338 100.0 1383393 143k 0 0 0

v Ethernet 100.0 2338 24 32732 3384 0O 0 0
v Internet Protacol Version 4 100.0 2338 34 46760 4834 0 0 0
v _User Datagram Protocol 100.0 2338 14 18704 1933 0 o 0
| Session Initiation Protoco! 100.0 2338 92.9 1285197 132k 2338 1285197 132k
' P
o

MW 4.23 naasdoyams 15nsnens SIP PROXY SERVER tuUfl 1 A590 3

&P phuwish@dpulab01-km-sbc-51: ~ _ o x|

MW 4.24 uaastoyaain SIP PROXY SERVER neanumslfiasmaiiousonin Ip

< ¥ 4
Address HUUN 1 ATIN 3
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M \Wireshark - Flow - sipproxy_ddos_30cps.pcap — a x
192.168.1.54 192.168.1.52 ‘
192.168.1.51

3.766861 sopp _Request: ACK si L 165.1.51:5060 | i ooy SIP: Request: ACK sipiservice@192.168.1.51:5060 |
3.799592 sog (Request: INVITE si L 168.1.51:506.. ) cney SIP/SDP: Request: INVITE sipiservice@192.168.1.5._.
3.800056 sogp ttus: 100 trying — your call i importent to v goo SIP: Status: 100 trying -~ your call is important to u._
3.800219 soso Reguest: INVITE sip:servi 165.1.52: 5060 SIP/SDP: Request: INVITE spiservice@152.168.L5..
3.801612 Spap e StEtUS: 407 Prosoy ticstion Required | | g0 SIP: Status: 407 Prosy ticstion Required |
3.801855 spgp LRequest: ACK sipiservice@192.168.1.52:5080 | ) gy SIP: Request: ACK sip:service®152.165.1.52:5060 |
3.801845 5050 | St2tUS: 907 Proxy son Required | _{ opep SIP: Status: 407 Proxy Authentication Required |
3.802195 sogo |Request: ACK sip:servi 168.1.51:5060 |} opep SIP: Request: ACK Spisenvicegtsz a5z ||
3.831887 spsp (Reguest: INVITE spiser. 506! spep SIP/SDP: Request: TNVITE sip:service®152.165.L5..
3.863481 spsp (Reguest: INVITE spiser. 506! spep SIP/SDP: Request: TNVITE sip:service®152.165.L5..
3.889430 spsp (Reguest: INVITE spiser: 506! spep SIP/SDP: Request: TNVITE sip:service®152.165.L5..
3.932068 spsp (Reguest: INVITE spiser. 506! spep SIP/SDP: Request: TNVITE sip:service®152.165.L5..

| 3.963775 5060 [Request: INVITE si 506 SIP/SDP: Request: INVITE ©152.168.L5..

| 3.999187 sogo [Request: INVITE si 506 SIP/SDP: Request: INVITE ©152.168.L.5..

| 4.031839 sogo (Request: INVITE si 506 SIP/SDP: Request: INVITE ©152.168.L.5..

; 4.067781 sogo [Request: INVITE si 506 SIP/SDP: Request: INVITE ©152.168.L.5..
4.099458 sogo [Request: INVITE sip:sery 168.L51:506., ! opep SIP/SDP: Request: INVITE ©152.168.L.5..
4.131189 sogo [Request: INVITE sip:sery 064! cpen SIP/SDP: Request: INVITE ©152.168.L.5..
4.167236 sos0 (Reguest INVITE spiser: 506! cocp SIP/SDP: Request: INVITE Spiservice@192.168.L5..

| 4.199386 sogp (Request: INVITE sip:serv 5050 cocp SIP/SDP: Request: INVITE sip:service@152.168.1.5...
4.231300 sogo (Reguests INVITE sipisers 06} coen SIP/SDP: Request: INVITE
4.267063 sosp (Reguests INVITE sipisers 06} coen SIP/SDP: Request: INVITE
4.271177 500 - StEtUs: 407 Procoy Required sos0 SIP: Status: 407 Proxy Auth Required |

| 4.299640 sogp (Request: INVITE sip:ser 166.1.51:506 ) cop SIP/SDP: Request: INVITE spiservice@192.168.15..

Ml 4.25 udasdoyanisouaodyauszriellsunsunaaeums lauAny IPPBX
v ] v
SERVER tag IPPBX SERVER tUUf 1 AN 3
4.2.1.2 nadouuuui 2 Tnemuuaniunluga pike A9l
- Sampling time unit 2 M
9
- Regs density per unit 200 A3
- Remove latency 120 N
9 [
42.12.1 HamInaaouaTIn 1 luaesnsns InsAnm (Call rate) 111 20
AFINDIUIN
Yoyamsl¥ninennsves IPPBX SERVER
o g’/ A [ 4 g}l
- PIUIUATIN INTANN(Total call) 1,244 AT
- 522721 1um 3 INTANTNAHUA (Total time) 62.24 I
- wiaedszarananad (CPU) 23.60 1)ofidud(%)
1 o J 3 4
- 1U8AUT (Memory) 7.90 1Uo5IFUA(%)

- 93 IM3AIY0YaVeI SIP Protocol 371 AlalinneIu1fi (Kbps)
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| W U

@ phuwish@dpulab04-sipp-54: ~ — m] X

‘ Wireshark - Protocol Hierarchy Statistics - ippbx_w_proxy_ddos_20cps_2.pcap — a X
Protoco 4 Percent Packets Packets Percent Bytes Bytes  Bits/s End Packets End Bytes End Bits/s
v~ Frame 100.0 8495 100.0 5727270 396k 0 0 o

v Ethernet 100.0 8495 2.1 118930 8232 0 0 0

~ Internet Protocol Version 4 100.0 8495 30 169900 11k 0 0 0

v User Datagram Protoco 100.0 8495 1.2 67960 4704 O 0 0
Session Initiation Protocol | 99.9 8488 93.8 5370354 371k 8488 5370354 371k |

Data | 0.1 7 0.0 4 0 7 14 ]

MW 4.26 naastoyans lEnsnensves IPPBX SERVER DU 2 AA0 1

Yoyan 3153 neNN3Va3 SIP PROXY SERVER

- vieilszuiananaie (CPU) 0 Tsusarianan 3.10
odiFua(%)

- HUI8AUDT (Memory) 0 Tsum g 8.80 osIEudA(%)

- 9A31M3AOYAVD SIP Protocol 650 N 1alaAvIUIN (Kbps)

_msdamdauieuse (SIP INVITE) 90 TdsunsumaaenTond
SIPP 11/649 IPPBX SERVER W11 SIP PROXY SERVER &4

MUATUAINN TN 4.28



j ,@ phuwish@dpulab01-km-sbc-51: ~ - [m] X

I e R e B e Tl e Bl e e Rl

Ethernet - 3 IPv4 - 3 PV TCP UDP - 3

Address Port  Packets Bytes TxPackets TxBytes RxPackets R Bytes

192.168.1.51 5060 14,140 8804 k 8,080 4770k 6,060 4033 k
192.168.1.52 5060 6,060 4164 k 2,020 1957 k 4,040 2206 k
192.168.1.54 5060 8,080 4640 k 4,040 2075k 4,040 2564 k
A
Protocol N Percent Packets Packets 3ercent_ Bytes Bytes Bits/s End jack; Endges _End Bits/s
v Frame 100.0 14140 100.0 8804807 697k 0O 0 0
v Ethernet 100.0 14140 2.2 197960 15k O 0 0
v Internet Protocal Version 4 100.0 14140 32 282800 22k 0 0 0
v User Datagram Protoco 1000 14140 13 113120 89%4 0 0 0
Session Initiation Protocol 1000 14140 933 8210927 650k 14140 8210927 650k |

v 1 Y 1
MW 4.27 naastoyams l5n5nens SIP PROXY SERVER LUUH 2 A590 1
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‘ Wireshark - Flow - sipproxy_ddos_20cps_2.pcap — O X
3 192.168.1.54 192.168.1.52 4§
192.168.1.51

100.805403 5050 e tEtus: 407 Provy bication Required | | cpc) SIP: Ststus: 407 Praxy Authenticstion Required |
100.805608 50 LReguest: ACK sipiservice@192.168.1.62:6060 | | coey SIP: Request: ACK sipiservice®192,168.1.52:5060 |
100.805693 5050 e tEtus: 407 Proxy Authentication Required | | o) SIP: Status: 407 Prascy Authentication Required |
100.805920 spgp Reguest ACK sipiservice@152,168.1.51:5080 | | oo SIP: Request: ACK sip:service®132.168.1.51:5060 |
100.851511 sppp Feguests INVITE sip:servico@92. 168.1.51:506 . oo SIP/SDP: Request: INVITE sip:service@152,168.1.5...
100.851996 spgp pEtus: 100 trying - your callis important to .y o) SIP: Status: 100 trying - your call s important to u...
100.852125 5050 Reguest: INVITE sipiservice@152.188.1.52:508 ) o SIP/SDP: Request: INVITE sipiservice®152,168,1.5...
100.853580 5050 2tztus: 407 Proxy Authenbicabon Required | | ppey SIP: Ststus: 407 Praxy Authenticstion Required |
100.853793 5ogo LReguest ACK sipiservice@ 192168 LE2I508D | oo SIP: Request: ACK sip:service®192.168.1.52:5060 |
100.853880 spgp wistus: 407 Prowy Authenticston Required | | o0y SIP: Ststus: 407 Praxy Authenticstion Required |
100.854090 spep Reguest ACK sipiservice@192,168. 1515080 | ) o SIP: Request: ACK sipiservice@152.168.1.51:5060 |
100.904445 spgp Request: INVITE sipiservice®152. 168 LELS0E ) oy SIP/SDP: Request: INVITE sip:service@152.168. 1.5
100.904980 spgp pEtus: 100 trying - your call s important to .| o) SIP: Stetus: 100 trying - your call is important to u...

! 100.905112 ) e L e e e R T B oy SIP/SDP: Request: INVITE sip:service@152.168.1.5...

| 100.906300 5pgg weStatus: 307 Proxy on Required | | ooy SIP: Status: 407 Proxy Authenticstion Required |

| 100.006525 sogp 1Request: ACK sipiservice@ 192,166 LEZS060 | ey SIP: Request: ACK sip:service®132.168.1.52:5060 |

| 100906612 sog0 e StEtE: 407 Prozy Required | | goey SIP: Status: 407 Praxy Authentication Required |
100.906827 pgp Request: ACK sipservice@192.168.1.5L:5080 | ) o SIP: Request: ACK sip:service@192.168.1.51:5060 |
100.951499 B Fouest: INVITE specervicogh . 168.1.51:506 ) o) SIP/SDP: Request: INVITE sip:service@152.168.15...
100.952092 cpgp pEtus: 100 trying -~ your call s importantto ooy SIP: Ststus: 100 trying - your call is important to U
100.952226 5050 SIP/SDP: Request: INVITE sip:service@132.168. 1.5
100.953327 £pon etatus: 407 Proxy Requirsd | | cpop SIP: Status: 407 Proxy Authentication Required |
100.953540 sogp equest: ACK sip:service@192.168.L52:5060 || o SIP: Request: ACK sipiservice@192.168.1,52:5060 |
100.053632 S0gp motEtLS: 407 Procy ication Required | | ey SIP: Status: 407 Proxy Authentication Required |
100.953900 5pep Request: ACK sip:service@192.168.1.51:5080 |} oy SIP: Request: ACK sipiservice®192,168,1,51:5060 | I

. 9 4 1 [ U %
MW 4.28 udaatoyamaFoudodyyiuszningllsunsunageuns lauany IPPBX

SERVER itaz IPPBX SERVER LU 2 ATIN 1

9 '
42.122 waminagounsdn 2 luaesas1ns Insdng (Call rate) 11l 30

ASINDIUIN

Uo3an 319 n3neN3ve3 IPPBX SERVER

o 3’, d' [ 4 gll
- UIUATIN INTANR (Total call) 1,897 A34
Y
- 5zzna UM INTANTINInua(Total time) 63.24 U1
- weszurananals (CPU) 31.90 1o 1dua(%)
[} o S 3 4
- HUIBANTT (Memory) 9.30 1Wo3IFHUA(%)

- 9A5IMSAITOYAUDI SIP Protocol 484 N ladnAv U1 (Kbps)
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‘ Wireshark - Protocol Hierarchy Statistics - ippbx_w_proxy_ddos_30cps_2.pcap — O X
Protoco! A Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
~ Frame 100.0 12508 100.0 8471211 516k 0 0 0

v Ethernet 100.0 12508 2.1 175112 10k 0 0 0
v Internet Protocol Version 4 100.0 12508 3.0 250160 15k O 0 0
v User Datagram 3rotoco|_ 100.0 12508 1.2 100064 6099 O 0 0
lEs on Initiation Protocol 99.9 12499 938 7945713 484 k12499 7945713 484k |
Data 0.1 9 0.0 18 1 9 18 1

MW 4.29 naastoyams 9N neInsved IPPBX SERVER DU 2 AN 2

Yoam3lEn3nenn3uea SIP PROXY SERVER

- vie1lszuiananals (CPU) nnTsumanavua 3.60 oS iFud(%)

- HUIBANNDT (Memory) nnTlsusanavua 6.10 nloSIFua(%)

- 913 1M3a9903av09 SIP Protocol 972 A lalinnoINTd (Kbps)

- Msdefduiouds (SIP INVITE) 1nTulsunsunaaenTaud sipp
&1 IPPBX SERVER A1 SIP PROXY SERVER §011011n5 uamamii

4.31



M Wireshark - Endpoints - sipproxy_ddos_30cps_2.pcap

Ethernet - 3 Pv4 - 3 IPva EP UDP - 3
— L
Address Port  Packets Bytes TxPackets TxBytes Rx Packets
192.168.151 5060 23254 14M 13288 7801k 9,966
192.168.1.52 5060 9,966 6841k 3322 3210k 6,644
192.168.1.54 5060 13,288 7591k 6644 3421k 6,644
L A
‘ Wireshark - Protocol Hierarchy Statistics - sipproxy_ddos_30cps_2.pcap
Protocol - Percent Packets Packets Percent Bytes
v~ Frame 100.0 23254 100.0
~ Ethernet 100.0 23254 23
v Internet Protocol Version 4 100.0 23254 3.2
v User Datagram Protocol 100.0 23254 1.3
| Session Initiation Protoco 1000 23254 93.2

MW 4.30 naaadoyans 19nsnens SIP PROXY SERVER LU1H 2 A5

Rx Bytes

Bytes Bits/s End Packets

14433632 1043 k 0
325556 23k 0
465080 33k O
186032 13k 0

13456964 972 k 23254

R S —

- O X
6631k
3631k
470k

- [m] X
?d Bytes End Bits/s
0 o
0 o
0 0
0 0

13456964 972 k.

H Y
[%

n2
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‘ Wireshark - Flow - sipproxy_ddos_30cps_2.pcap

110.598173
110.598395
110.598473
110.598676
110.632506
110.633237
110.633529
110.634934
110.635135
110.635215
110.635597
110.664038
110.664566

110.664695

110.666047
110.666255

110.666343
110.666707
110.696110
110.696569
110.696696
110.698443
110.698637
110.698713
110.698913

192.168.1.54

5060
5060
5060

5060

5060

5060

5060

5060

5060

5060

5060

5060

5060

5060

192.168.1.52
102.168.1.51

spen eStetus: 407 Proxy Required | | oo

spgy LReguests ACK sipicervice@192.168.0.63:5060 |} o)
Status: 407 Proy A Required | | g0
Request: ACK sip:service®192.168.1SL:S060 || oo 0
Request: INVITE sipiservics@192.168.LELIS05..! oo
tatus: 100 trying — your call i importantto .. oo

sogy Bequest: INVITE sipiservice@152.168.1.52:506. 1 oo

soe0 LeStatust 407 Proxy Required | | ..o

cpeq (Reguests ACK spiservice@192.168.1.52:5060 |} o0
Status: 407 Prosy Requirsd | | coo
Request: ACK sipiservice®152.168.LSL:5060 || o
Request: TNVITE siprservice@152.168. LELSS06 | (o
tatus: 100 trying - your call s importantio .| o

coeg Fequests INVITE siprservice@152.168.1.52:506 ) o)

Spen StEtus: 407 Proxy Required | ! o0

spey Request: ACK sipiservics@192.168.1.52:5060 | 1 o0
Status: 407 Proxy Authentication Required | | (oo
Request: ACK sip:service@132,168.1.51:5060 || o
Request: TNVITE sip:service@152.168. LEL:S06 | (oo
tatis: 100 trying -- your call i importantio .| oo

speg Bequests INVITE sipiserviceI192.168.1.52:506. ) o

spen eStetus: 407 Proxy Required | | oo

sogy (Reguest: ACK sip:service@192.160.0.52:5060 1 ! oo
Status: 407 Proxy Authentication Required | | o0
Request: ACK sip:service@192,168.151:5060 || oo

SIP: Status: 407 Proxy Authentication Required |
SIP: Request: ACK sip:service@152.168.1.52:5060 |
SIP: Status: 407 Proxy Authentication Required |

SIP: Request: ACK sipiservice@152.168.1.51:5060 |

SIP/SDP: Request: INVITE sip:service@132.168.1.5...

SIP: Status: 100 trying - your call is important to u...

SIP/SDP: Request: INVITE sip:service@192.166.1.5...

SIP: Status: 407 Proxy Authentication Required |
SIP: Request: ACK sip:service@152.168.1.52:5060 |
SIP: Status: 407 Proxy Authentication Required |

SIP: Request: ACK sip:service@192.168.1.51:5060 |

SIP/SDP: Request: INVITE sip:service@132.168.1.5...

SIP: Status: 100 trying - your cal is important to u...

SIP/SDP: Request: INVITE sip:service@152.168.1.5...
SIP: Status: 407 Proxy Authentication Required |
SIP: Request: ACK sipiservice@152,168,1,52:5060 |
SIP: Status: 407 Proxy Authentication Required |

SIP: Request: ACK sipsservice@192.168.1,51:5060 |

SIP/SDP: Request: INVITE sip:service@192.166.1.5...

SIP: Status: 100 trying - your cal is important to u...

SIP/SDP: Request: INVITE sipiservice@152.168.1.5...
SIP: Status: 407 Proxy Authentication Required |
SIP: Request: ACK sip:service@192.168,1.52:5060 |
SIP: Status: 407 Proxy Authentication Required |

SIP: Request: ACK sipiservice@152.168.1.51:5060 |

MNN 4.31 naastoyamsyenasdyIusznI Tsunsunaaeuns laud nu IPPBX

9
AIINBDIUIN

SERVER i@z IPPBX SERVER UUUN 2 AFIN 2

42.123 waminaaeunsan 3 luaednsins Insdwi (Call rate) 1311 50

Uoyan319n3neNn3ved IPPBX SERVER

o 3’, d' @ 4 3’,
- IUIUATIN INTANN(Total call) 429 34

Y
- szzna UM INsANINInua(Total time) 64.25 U1

- wieszurananals (CPU) 3.00 1o 15ud (%)

' ° J 3 4
- HUYAIN(Memory) 9.10 L‘].]’E)ﬁl“]ﬂ!@](%)

- 6A51MIAITOYAUDI SIP Protocol 116 N ladnAvIu1f (Kbps)



‘ Wireshark - Protocol Hierarchy Statistics - ippbx_w_proxy_ddos_50cps_2.pcap

Protoco

v Frame
~ Ethernet

L

v Internet Protocol Version 4
~ User Datagram Protocol

Session Initiation Protocol

Data

Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
100.0 3304 100.0 2134289 124k 0 0 0
100.0 3304 2.2 46256 2690 0O o] 0
100.0 3304 31 66080 3843 0 0 0
100.0 3304 1.2 26432 1537 _ 0 1] 0
99.7 3295 93.5 1995359 116k 3295 1995359 116k I
0.3 9 0.0 18 1 9 18 1

65

MW 4,32 vaastoyams1Eninensves IPPBX SERVER HUUA 2 A590 3

Yoyan31sn5nen3vea SIP PROXY SERVER

- ve1lszulananale (CPU) 0 T 0raann 0.60
WodiFua(%)

- HU28AUDT (Memory) 0 T 0maianan 0.80 oSIF (%)

- 9A31M389903aU0a SIP Protocol 150 A ladinAvIu#i (Kbps)

- MydefduFoude (SIP INVITE) 110 Talsunsumageu Toud
SIPP 11/69 IPPBX SERVER W11 SIP PROXY SERVER &4
WA 4.35 H90259299 SIP PROXY SERVER
Ui smsiFoudein 1P Address Amnnii 4.34 v ldifiugd
mangadas1da Tds IPPBX SERVER udrluvaizifendums
Founeneluved IPPBX SERVER davitam ldnuilndTae'ly)

INanTZNUAININD 4.36 1Az 4.37
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‘ Wireshark - Endpoints - sipproxy_ddos_50cps_2.pcap — (] x

Ethernet - 3 P - 3 IPv6 TCP UDF - 3

Address Port  Packets Bytes TxPackets T Bytes RxPackets Rx Bytes

192.168.1.51 5060 4.5122_6g k 516 283 k 3,996 2338 k
192.168.1.52 5060 387 260k 129 120 k 258 140 k
192.168.1.54 5060 4,125 2361k 3867 2218k 258 142 k
‘ Wireshark - Protocol Hierarchy Statistics - sipproxy_ddos_50cps_2.pcap - m} X
Protocol - Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
~ Frame 100.0 4512 100.0 2621775 162k 0 0 0
~ Ethernet 100.0 4512 24 63168 3920 O 0 0
~ Internet Protocol Version 4 100.0 4512 34 90240 5600 O 0 0
~ User Datagram Protocol 100.0 4512 1.4 36096 2240 0 0 0
Session Initiation Protocol 100.0 4512 92.8 2432271 150k 4512 2432271 150 k—l

MW 4.33 uaastoyanslEninens SIP PROXY SERVER uiuil 2 A5an 3

2P phuwish@dpulab01-km-sbc-51: ~ — O X

A H Y H
MW 4.34 uaasdoyams 15n5wens SIP PROXY SERVER LUUH 2 A590 3
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M Wireshark - Flow - sipproxy_ddos_50cps_2.pcap — [m] x
Time 192.168.1.54 192.168.1.52 Comment
2.540180 5060 WEm sy g e }—9—2—'}68;;5},51 SIP: Status: 100 trying — your call is important 8o u__
2.540309 Fry R L e s e TR R 5060 SIR{SDP: Request: INVITE sip:service@192.168.1.5_
2.541511 spgo gHEtus: 407 Pr Required | | g0 SIP: Status: 307 Proxy Authenticaion Required |
2.541831 spgp Reguest: ACK sipiservice@152.188.L52:506. ooy SIP: Request: ACK sipiservice@192,168.1,52: 5060 |
2.541027 sogp Sietus: 407 Pr fon Reguired | | cpen SIP: Status: 407 Proxy Authentication Required | I
2.542225 sogp Reguest: ACK sipaservics 188, LEL:E0E . oo SIP: Request: ACK sipiservice@192,168.1,51: 5060 |
2.559684 soo Request: INVITE sipase 68,1510} o0 SIP/SDP: Request: INVITE Sipiservice@192.168.L5...
2.560204 soo GEtUS: 100 trying - = SIP: Status: 100 trying — your call is important 1o ...
2.560352 LT S L e s e e R IE ) SIP{SDP: Requast: INVITE sipiservice@192.168.1.5._
2.561676 tatus: 407 Pr Required | | g0 SIP: Status: 307 Proxy Authenticaion Required |
2.561935 Request: ACK siprservice@192.168.1.52:506..) (.0 SIP: Request: ACK sip:service@192.168.1.52:5050 |
2.562030 SIP: Status: 407 Proxy Authentication Required |
2.562287 SIP: Request: ACK sipiservice®192. 168.1.51:5060 |
2.579872 SIP/SDP: Request: NVITE sipiservice@192.168.L5...
| 2.599766 SIP{SDP: Request: INVITE sip:service@192.168.1.5_
{ 2.619709 SIP{SDP: Request: INVITE sip:service@192.168.1.5_
2.640501 SIP{SDP: Request: INVITE sip:service@192.168.1.5._
2.660209 SIP{SDP: Request: INVITE sip:service@192.168.1.5...
2.680165 SIP{SDP: Request: INVITE sip:service@192.168.1.5...
2.699758 SIP/SDP: Request: NVITE sipiservice@192.168.L5...
2.720439 SIP/SDP: Request: INVITE sip:service@192. 168,
2.740147 SIP/SDP: Request: NVITE sipiservice@192.168.L5...
2.760108 SIP{SDP: Request: INVITE sip:service@192.168.1.5_
I 2779017 SIP/SDP: Request: INVITE Sprservics@152.168.L5..
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