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ABSTRACT

In civil law system, it is the principle of criminal law that a person cannot or should
not face criminal punishment except for a conduct that was criminalized by law before he/she
commits that act. This principle is known as Nullum crimen sine lege ("no crime without law").
This is because criminal punishment is the most critical penalty that directly affects people’s lives
and liberty. However, Thailand, a country which also applies civil law system, legislates Cyber
Crime Act separately from criminal code.

On the other hand, Germany and France, civil law system countries, legislated cyber
crime in their criminal code. Therefore, any conducts related to cyber crime which can apply to
the existing criminal code is not necessary to legislate a new one. While, the additional legislation
in criminal code is needed when such a conduct has not already criminalized by law.

In conclusion, the study found that it is more beneficial for Thailand to combine
Cyber Crime Act into its criminal code. In order to avoid any complicated problems due to the
redundancy of the laws. While other issues of the law that are not criminal law, namely the used

of the power of officers can be legislated in cyber crime act apart from criminal code.
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* Section 202a StGB
Data espionage
(1) Whosoever unlawfully obtains data for himself or another that were not intended for him and
were especially protected against unauthorised access, if he has circumvented the protection, shall be liable to
imprisonment not exceeding three years or a fine.
(2) Within the meaning of subsection (1) above data shall only be those stored or transmitted
electronically or magnetically or otherwise in a manner not immediately perceivable.
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* Section 202b StGB
Phishing
Whosoever unlawfully intercepts data (section 202a(2)) not intended for him, for himself or another
by technical means from a non-public data processing facility or from the electromagnetic broadcast of a data
processing facility, shall be liable to imprisonment not exceeding two years or a fine, unless the offence incurs a
more severe penalty under other provisions.
* w103 ques, 81uda (Feesail 29, 1. 510.
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* Section 202¢ StGB
Acts preparatory to data espionage and phishing
(1) Whosoever prepares the commission of an offence under section 202a or section 202b by
producing, acquiring for himself or another, selling, supplying to another, disseminating or making otherwise
accessible
1. passwords or other security codes enabling access to data (section 202a(2)), or
2. software for the purpose of the commission of such an offence, shall be liable to
imprisonment not exceeding one year or a fine.

(2) Section 149(2) and (3) shall apply mutatis mutandis.
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* Section 263a StGB

Computer fraud

(1) Whosoever with the intent of obtaining for himself or a third person an unlawful material
benefit damages the property of another by influencing the result of a data processing operation through
incorrect configuration of a program, use of incorrect or incomplete data, unauthorised use of data or other
unauthorised influence on the course of the processing shall be liable to imprisonment not exceeding five years
or a fine.

(2) Section 263(2) to (7) shall apply mutatis mutandis.

(3) Whosoever prepares an offence under subsection (1) above by writing computer programs the
purpose of which is to commit such an act, or procures them for himself or another, offers them for sale, or
holds or supplies them to another shall be liable to imprisonment not exceeding three years or a fine.

(4) In cases under subsection (3) above section 149(2) and (3) shall apply mutatis mutandis.
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** Bettina Weisser. (2013) .Cyber Crime — The Information Society and Related Crimes. National
Report on Germany. Muenster. p. 53.
© adia a1 uAs, S1UA (F995707 32, 1. 510.
* Section 269 StGB
Forgery of data intended to provide proof
(1) Whosoever for the purposes of deception in legal commerce stores or modifies data intended to
provide proof in such a way that a counterfeit or falsified document would be created upon their retrieval, or
uses data stored or modified in such a manner, shall be liable to imprisonment not exceeding five years or a
fine.
(2) The attempt shall be punishable.

(3) Section 267(3) and (4) shall apply mutatis mutandis.
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 adin 21 uAs, SR (F9e5507 32, 1. 510,
* @103 ques, 8 1ua? 159055071 29, U. 515-516,
* Section 303a StGB
Data tampering
(1) Whosoever unlawfully deletes, suppresses, renders unusable or alters data (section 202a (2))
shall be liable to imprisonment not exceeding two years or a fine.

(2) The attempt shall be punishable.
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* adin 0 UAS, 81UAD (F903507 32, 11, 510,
¥ @103 ques, 9 1ua? (Fa05707 29, 1. 512,
* Section 303b StGB
Computer sabotage
(1) Whosoever interferes with data processing operations which are of substantial importance to
another by
1. committing an offence under section303a(1); or
2. entering or transmitting data (section 202a(2)) with the intention of causing damage to
another; or
3. destroying, damaging, rendering unusable, removing or altering a data processing system or a
data carrier, shall be liable to imprisonment not exceeding three years or a fine.
(2) If the data processing operation is of substantial importance for another’s business, enterprise or
a public authority, the penalty shall be imprisonment not exceeding five years or a fine.
(3) The attempt shall be punishable.
(4) In especially serious cases under subsection (2) above the penalty shall be imprisonment from
six months to ten years. An especially serious case typically occurs if the offender

1. causes major financial loss,
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2. acts on a commercial basis or as a member of a gang whose purpose is the continued
commission of computer sabotage, or
3. through the offence jeopardises the population’s supply with vital goods or services or the
national security of the Federal Republic of Germany.
(5) Section 202c shall apply mutatis mutandis to acts preparatory to an offence under subsection (1)
above.
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* Eric Hilgendorf/Thomas Frank/Brain Valerius. Computer- und Internetstrafrecht. Berlin. (2005).
p. 204.
> Section 86 StGB
Dissemination of propaganda material of unconstitutional organisations
(1) Whosoever within Germany disseminates or produces, stocks, imports or exports or makes
publicly accessible through data storage media for dissemination within Germany or abroad, propaganda
material
1. of a political party which has been declared unconstitutional by the Federal Constitutional
Court or a political party or organisation which has been held by final decision to be a surrogate organisation of
such a party;
2. of an organisation which has been banned by final decision because it is directed against the
constitutional order or against the idea of the comity of nations or which has been held by final decision to be a
surrogate organisation of such a banned organisation;
3. of a government, organisation or institution outside the Federal Republic of Germany active
in pursuing the objectives of one of the parties or organisations indicated in Nos 1 and 2 above; or
4. propaganda materials the contents of which are intended to further the aims of a former
National Socialist organisation, shall be liable to imprisonment not exceeding three years or a fine.
(2) Propaganda materials within the meaning of subsection (1) above shall only be written materials
(section 11(3)) the content of which is directed against the free, democratic constitutional order or the idea of

the comity of nations.
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(3) Subsection (1) above shall not apply if the propaganda materials or the act is meant to serve
civil education, to avert unconstitutional movements, to promote art or science, research or teaching, the
reporting about current or historical events or similar purposes.

(4) If the guilt is of a minor nature, the court may order a discharge under this provision.
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* Section 130 StGB
Incitement to hatred
(1) Whosoever, in a manner capable of disturbing the public peace
1. incites hatred against segments of the population or calls for violent or arbitrary measures
against them; or
2. assaults the human dignity of others by insulting, maliciously maligning, or defaming
segments of the population, shall be liable to imprisonment from three months to five years.
(2) Whosoever
1. with respect to written materials (section 11(3)) which incite hatred against segments of the
population or a national, racial or religious group, or one characterised by its ethnic customs, which call for
violent or arbitrary measures against them, or which assault the human dignity of others by insulting,
maliciously maligning or defaming segments of the population or a previously indicated group
(a) disseminates such written materials;
(b) publicly displays, posts, presents, or otherwise makes them accessible;
(c) offers, supplies or makes them accessible to a person under eighteen years; or
(d) produces, obtains, supplies, stocks, offers, announces, commends, undertakes to import or
export them, in order to use them or copies obtained from them within the meaning of Nos (a) to (c) or facilitate
such use by another; or
2. disseminates a presentation of the content indicated in No 1 above by radio, media services,

or telecommunication services shall be liable to imprisonment not exceeding three years or a fine. ...
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* Section 131 StGB
Dissemination of depictions of violence
(1) Whosoever
1. disseminates written materials (section 11(3)), which describe cruel or otherwise inhuman
acts of violence against humans or humanoid beings in a manner expressing glorification or which downplays
such acts of violence or which represents the cruel or inhuman aspects of the event in a manner which violates
human dignity;
2. publicly displays, posts, presents, or otherwise makes them accessible;
3. offers, supplies or makes them accessible to a person under eighteen years; or
4. produces, obtains, supplies, stocks, offers, announces, commends, undertakes to import or
export them, in order to use them or copies obtained from them within the meaning of numbers 1 to 3 above or
facilitate such use by another, shall be liable to imprisonment not exceeding one year or a fine.
(2) Whosoever disseminates a presentation with a content indicated in subsection (1) above by
radio, media services, or telecommunication services shall incur the same penalty.
(3) Subsections (1) and (2) above shall not apply in cases of reporting about current or historical
events.
(4) Subsection (1) No 3 above shall not apply if the person authorised to care for another person
acts; this shall not apply if that person grossly neglects his duty of education by offering, giving, or making

them accessible.
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* Section 317 StGB

Disruption of telecommunications facilities

(1) Whosoever prevents or endangers the operation of a telecommunications facility which serves
public purposes by destroying, damaging, removing, altering or rendering unusable an object which serves its
operation, or taps electrical power intended for its operation shall be liable to imprisonment not exceeding five
years or a fine.

(2) The attempt shall be punishable.

(3) Whosoever commits the offence negligently shall be liable to imprisonment not exceeding one
year or a fine.
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** The Universal Declaration of Human Rights
Article 29 (2) In the exercise of his rights and freedoms, everyone shall be subject only to such
limitations as are determined by law solely for the purpose of securing due recognition and respect for the rights
and freedoms of others and of meeting the just requirements of morality, public order and the general welfare in

a democratic society.
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" Le Code Pénal, Article 323-1
Fraudulently accessing or remaining within all or part of an automated data processing system is
punished by two year's imprisonment and a fine of €30,000.
Where this behaviour causes the suppression or modification of data contained in that system, or
any alteration of the functioning of that system, the sentence is three years' imprisonment and a fine of €45,000.
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" Le Code Pénal, Article 323-2
Obstructing or interfering with the functioning of an automated data processing system is punished
by five years' imprisonment and a fine of €75,000.
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AMUN W UAT, DNWNUAIT 1IWNOTTON 32, U. 510.
" Le Code Pénal, Article 323-3
The fraudulent introduction of data into an automated data processing system or the fraudulent
deletion or modification of the data that it contains is punished by five years' imprisonment and a fine of

€75,000.
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" Le Code Pénal, Article 323-3-1
A person who, without lawful authority, imports, possesses, offers, transfers or makes available any
equipment, instrument, computer programme or information created or specially adapted to commit one or
more of the offences prohibited by articles 323-1 to 323-3, is punished by the penalties prescribed for the

offence itself, or the one that carries the heaviest penalty
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* Le Code Pénal, Article 323-4
Participating in a group or conspiracy established with a view to the preparation of one or more
offences set out under articles 323-1 to 323-3-1, and demonstrated by one or more material actions, is punished
by the penalties prescribed for offence in preparation, or the one that carries the heaviest penalty.
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* Le Code Pénal, Article 323-5

Natural persons convicted of any of the offences provided for under the present Chapter also incur
the following additional penalties:

1° forfeiture of civic, civil and family rights, pursuant to the conditions set out under article
131-26;

2° prohibition to hold public office or to undertake the social or professional activity in the course
of which or on the occasion of the performance of which the offence was committed, for a maximum period of
five years;

3° confiscation of the thing which was used or intended for the commission of the offence, or of
the thing which is the product of it, with the exception of articles subject to restitution;

4° mandatory closure, for a maximum period of five years of the business premises or of one or
more of the premises of the undertaking used to commit the offences;

5¢ disqualification from public tenders for a maximum period of five years;

6° prohibition to draw cheques, except those allowing the withdrawal of funds by the drawer from
the drawee or certified cheques, for a maximum period of five years;

7° public display or dissemination of the decision ...
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* Le Code Pénal, Article 226-8
A sentence of one year's imprisonment and a fine of €15,000 apply to the publication by any means
of any montage made that uses the words or the image of a person without the latter's consent, unless it is
obvious that it is a montage, or this fact is expressly indicated.
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* Le Code Pénal, Article 411-9

Destroying, defacing or misappropriating any document, equipment, construction, equipment,
installation, apparatus, technical device or computerised system, or rendering them defective, where this is
liable to prejudice the fundamental interests of the nation is punished by fifteen years' criminal detention and a
225,000 €fine.

Where it is committed with a view to serving the interests of a foreign power, a foreign undertaking
or organization or an undertaking or organisation under foreign control, or that of their agents, this offence is
punished by twenty years' criminal detention and a fine of €300,000.
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* Le Code Pénal, Article 413-10

A penalty of seven years' imprisonment and a fine of €100,000 applies to the destruction,
misappropriation, theft or duplication, as well as to the communication to the public or to an unauthorised
person, by any person holding such a confidential information because of his position or occupation or any
permanent or temporary mission, of any information, process, article, document, or computerised data or file
which is a national defence secret.

The same penalties apply to the holder who permits the destruction, misappropriation, removal,
duplication or revelation of any information, process, article, document, computerised data or file referred to
under the previous paragraph.

Where the holder has behaved negligently or recklessly, the offence is punished by three years'

imprisonment and afine of €45,000.
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4. 1031 413-11%

* Le Code Pénal, Article 413-11

A penalty of five years' imprisonment and a fine of €75,000 applies to any person not covered by
article 413-10 who:

1° acquires possession of any information, process, article, document, computerised data or file
which is in the nature of a national defence secret;

2° destroys, removes or duplicates in any manner any such information, process, article, document,
computerized data or file;

3° brings to the knowledge of the public or of an unauthorised person any such information,

process, article, document, computerised data or file
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¥ Le Code Pénal, Article 442-5
The unauthorised manufacture, use or possession of raw materials, equipment, computer programs
or any otherobject specially designed for the manufacture of coins and banknotes, or for the protection of
banknotes or coins againstcounterfeiting, is punished by two years' imprisonment and a fine of €30,000.
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