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ABSTRACT

Issues regarding the protection of personal data and the trade of data have been
around for a long time. Currently, Thailand has the Personal Data Protection Act, B.E. 2562
(2019), or PDPA, to ensure the effectiveness of data protection and provide remedies for
individuéls whose rights have been violated. However, in Thailand, the protection of personal
data regarding data brokers is not yet included in the act, and there are no laws specifically
regulating the protection of personal data relating to data brokers. In addition to that, countries
that have legal systems similar to Thailand, such as Japan who has the Act on the Protection
of Personal Information (APPI), or even international organizations, such as the European Union
or the Organization for Economic Cooperation and Development (OECD), do not regulate the
laws specifically relating to data brokers either.

This study found that in foreign countries such as the United States, the state of
California has enacted a definition of data brokers in the California Consumer Privacy Act
(CCPA), which is a state-wide law (California Civil Code §1798.99.88), and has established
conditions within the framework of CCPA. Vermont also has regulations about data brokers
and has defined the definition of a personal data broker in the Vermont Data Broker Regulation
(VDBR) and has provided guidelines or regulations of data brokers in the Guidance on
Vermont’s Act 171 of 2018 Data Broker Regulation. This has enabled the buying and selling of
data to be conducted within legal boundaries, making it easier to verify the source of
purchased data. Although Singapore uses the same legal system as the United States,
Singapore has not enacted any specific regulations about data brokers, similar to Thailand.

Hence, there should be amendments to the laws in Thailand regarding data brokers,
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specifying practices for data brokers to operate within legal frameworks and punishments that

can be enforced to fairly protect data owners.
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Collection Précis 2011. 91909lu uum%%mmsqaﬂqmé DYDY 1N SULH MY — ANYULUIENI
(Furindedl @ Tssusiuminendusssumans 2564) 198.

8 U55130 A9PTLUR, wa”nﬁugmﬁmn”vﬁw?m?ﬂ7w44azﬁ’n§ﬂ§mmﬁwywﬁ (fuiadadt 3 ey 2552) 88.

’ Universal Declaration of Human Rights 1948

Article 1 Free and equal

All human beings are born free and equal and should be treated the same way.

All human beings are born free and equal in dignity and rights. They are endowed with reason
and conscience and should act towards one another in a spirit of brotherhood.,

Article 29 Duty to your community

You have duties toward the community within which your personality can fully develop. The law
should guarantee human rights. It should allow everyone to respect others and to be respected....

(2) In the exercise of his rights and freedoms, everyone shall be subject only to such limitations
as are determined by law solely for the purpose of securing due recognition and respect for the rights
and freedoms of others and of meeting the just requirements of morality, public order and the general
welfare in a democratic society.”

Y ups @3ing, ‘wmsgiuanalunisduasesdeyadiuyana: nansenusieUsenAlny’

<https://www.fpps.or.th/news.php?detail=n1588215051.news.> dudule 14 N3NHIAU 2565.
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1 Albert blackmann, StaatsrechDie Grundrechte, 4 Autl.,1997,5.543.
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UININITVBINY WY Personal Data Protection Act siae Fedndudesasernudilangndedli

ARTU>
11 PERSONAL DATA PROTECTION ACT 2012 lalvinaumanevestoyadiuyanaliin
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(v) MnTeyatuazdoyadu o Nesnsivseluuildunasiinnale®
lneiliinansdoya “Finansdeya” vanens asAnsNUszuIanadayadiuyAnaluLINYed
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osdns wilinudminnuesesdnsdug? WufUssananadoyadinyana Aldsudeyadiuynnaun
Tne33n1suil Personal Data Protection Act 2012 fwuadall “nslésudeyaduyana”
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2 Andned nuasssnaed, ‘UssaunisalvesngrineAuasesloyadiuyanalulsvinaasnsaussienius .
uniseudmsulsemdlng’ (2563) 2 1sasdrnideuasiam 2, 19.

“ PERSONAL DATA PROTECTION ACT 2012 2. (1) : “personal data” means data, whether true or
not, about an individual who can be identified

(a) from that data; or

(b) from that data and other information to which the organisation has or is likely to have access;

*" PERSONAL DATA PROTECTION ACT 2012 2. (1) : ‘data intermediary’ means an organisation
which processes personal data on behalf of another organisation but does not include an employee of
that other organisation;

?® PERSONAL DATA PROTECTION ACT 2012 2. (1) : “derived personal data” —
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(n) nsdudn;

(v) Toans;

(A) p3RnT MsUSURSensWasuLUas:

(9) NNSAUAL:

(3) MIWAUNAY;

(2) NTEINIL;

(%) aunseyinany;®

“M3ANIUAR” B MTANTUARNIILIG 1190107 WTaN1IUNATEY Laraniose
wihea arnavsemhesnuifuguaiifedesiudendimuss —

(n) NMsazidntannas;

(¥) M3tEungranevieasseussmsinIniedeimundu q Admuslaevuiam
miuaua Tunisldgrunaneldngmneans wie

(A) ANEAVSENTAZEANTN AN ENTasRvaLsenINngruele 9

(a) means personal data about an individual that is derived by an organisation in the course of
business from other personal data, about the individual or another individual, in the possession or under
the control of the organisation; but

(b) does not include personal data derived by the organisation using any prescribed means or
method;

# PERSONAL DATA PROTECTION ACT 2012 2. (1) : “processing”, in relation to personal data,
means the carrying out of any operation or set of operations in relation to the personal data, and
includes any of the following:

(a) recording;

(b) holding;

(c) organization, adaptation or alteration;

(d) retrieval;

(e) combination;

(f) transmission;

(g) erasure or destruction;

** PERSONAL DATA PROTECTION ACT 2012 2. (1) : “proceedings” means any civil, criminal or
administrative proceedings by or before a court, tribunal or regulatory authority that is related to the

allegation of —
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o
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wanaNtl Useimnadealusdalin1sdnsiadinunnenssunsAuATestoyaduyAnaves
AsAlUs 39 Personal Data Protection Commission &siiatudnuilsdafvainisii Personal Data

Protection Act 2012 v1u1U9AUlY Tae Personal Data Protection Commission a€140150UNUN

(a) a breach of an agreement;

(b) a contravention of any written law or any rule of professional conduct or other requirement
imposed by any regulatory authority in exercise of its powers under any written law; or

(c) a wrong or a breach of a duty for which a remedy is claimed under any law;

* waduila fen,wszaitussistn Yyaln, Unsdns leainy,nssumdesue ygund (30350 23), 133-134.
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California Civil Code

CIVIL CODE - ClV

DIVISION 3. OBLIGATIONS [1427 - 3273.55] ( Heading of Division 3 amended by Stats. 1988, Ch. 160,
Sec. 14.)

PART 4. OBLIGATIONS ARISING FROM PARTICULAR TRANSACTIONS [1738 - 3273.55] ( Part 4 enacted
1872.)

TITLE 1.81.48. Data Broker Registration [1798.99.80 - 1798.99.88] ( Title 1.81.48 added by Stats. 2019,
Ch. 753, Sec. 2.)

1798.99.80.
For purposes of this title:

(@) “Business” has the meaning provided in subdivision (d) of Section 1798.140.

(b) “Collects” and “collection” have the meaning provided in subdivision (f) of Section
1798.140.

(0) “Consumer” has the meaning provided in subdivision (i) of Section 1798.140.

(d) “Data broker” means a business that knowingly collects and sells to third parties the
personal information of a consumer with whom the business does not have a direct relationship.
“Data broker” does not include any of the following:

(1) A consumer reporting agency to the extent that it is covered by the federal Fair Credit
Reporting Act (15 U.S.C. Sec. 1681 et seq.).

(2) A financial institution to the extent that it is covered by the Gramm-Leach-Bliley Act
(Public Law 106-102) and implementing regulations.

(3) An entity to the extent that it is covered by the Insurance Information and Privacy
Protection Act (Article 6.6 (commencing with Section 791) of Chapter 1 of Part 2 of Division 1 of the
Insurance Code).

(e) “Personal information” has the meaning provided in subdivision (v) of Section 1798.140.

(f) “Sell” has the meaning provided in subdivision (ad) of Section 1798.140.

() “Third party” has the meaning provided in subdivision (ai) of Section 1798.140.

(Amended by Stats. 2022, Ch. 420, Sec. 10. (AB 2960) Effective January 1, 2023.)
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1798.99.81.
A fund to be known as the “Data Brokers’ Registry Fund” is hereby created within the State
Treasury. All registration fees received pursuant to paragraph (1) of subdivision (b) of Section 1798.99.82
shall be deposited into the Data Brokers’ Registry Fund, to be available for expenditure by the
Department of Justice, upon appropriation by the Legislature, to offset costs of establishing and
maintaining the informational internet website described in Section 1798.99.84.

(Added by Stats. 2020, Ch. 14, Sec. 3. (AB 82) Effective June 29, 2020.)

1798.99.82.

(@) On or before January 31 following each year in which a business meets the definition
of data broker as provided in this title, the business shall register with the Attorney General pursuant
to the requirements of this section.

(b) In registering with the Attorney General, as described in subdivision (a), a data broker
shall do all of the following:

(1) Pay a registration fee in an amount determined by the Attorney General, not to exceed
the reasonable costs of establishing and maintaining the informational internet website described in
Section 1798.99.84. Registration fees shall be deposited in the Data Brokers’ Registry Fund, created
within the State Treasury pursuant to Section 1798.99.81, and used for the purposes outlined in this
paragraph.

(2) Provide the following information:

(A) The name of the data broker and its primary physical, email, and interet website
addresses.

(B) Any additional information or explanation the data broker chooses to provide
concerning its data collection practices.

(c) A data broker that fails to register as required by this section is subject to injunction and
is liable for civil penalties, fees, and costs in an action brought in the name of the people of the State
of California by the Attorney General as follows:

(1) A civil penalty of one hundred dollars (§100) for each day the data broker fails to register
as required by this section.

(2) An amount equal to the fees that were due during the period it failed to register.
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(3) Expenses incurred by the Attorney General in the investigation and prosecution of the
action as the court deems appropriate.
(d) Any penalties, fees, and expenses recovered in an action prosecuted under subdivision
(c) shall be deposited in the Consumer Privacy Fund, created within the General Fund pursuant to
subdivision (a) of Section 1798.160, with the intent that they be used to fully offset costs incurred by
the state courts and the Attorney General in connection with this title.

(Amended by Stats. 2020, Ch. 14, Sec. 4. (AB 82) Effective June 29, 2020.)

1798.99.84.

The Attorney General shall create a page on its interet website where the information
provided by data brokers under this title shall be accessible to the public.
(Added by Stats. 2019, Ch. 753, Sec. 2. (AB 1202) Effective January 1, 2020.)

1798.99.88.
Nothing in this title shall be construed to supersede or interfere with the operation of the

California Consumer Privacy Act of 2018 (Title 1.81.5 (commencing with Section 1798.100)).

The Vermont Data Broker Regulation (Act 171 of 2018)
Title 9: Commerce And Trade
Chapter 62: Protection Of Personal Information
Subchapter 1: General Provisions
§ 2430. Definitions
As used in this chapter:
(1XA) “Brokered personal information” means one or more of the following computerized
data elements about a consumer, if categorized or organized for dissemination to third parties:
() name;
(i) address;
(iii) date of birth;
(iv) place of birth;

(v) mother’s maiden name;
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(Vi) unique biometric data generated from measurements or technical analysis of human
body characteristics used by the owner or licensee of the data to identify or authenticate the
consumer, such as a fingerprint, retina or iris image, or other unique physical representation or digital
representation of biometric data;

(vii) name or address of a member of the consumer’s immediate family or household,

(viii) Social Security number or other government-issued identification number; or

(ix) other information that, alone or in combination with the other information sold or
licensed, would allow a reasonable person to identify the consumer with reasonable certainty.

(B) “Brokered personal information” does not include publicly available information to the
extent that it is related to a consumer’s business or profession.

(2) “Business” means a commercial entity, including a sole proprietorship, partnership,
corporation, association, limited liability company, or other group, however organized and whether or
not organized to operate at a profit, including a financial institution organized, chartered, or holding a
license or authorization certificate under the laws of this State, any other state, the United States, or
any other country, or the parent, affiliate, or subsidiary of a financial institution, but does not include
the State, a State agency, any political subdivision of the State, or a vendor acting solely on behalf of,
and at the direction of, the State.

(3) “Consumer” means an individual residing in this State.

(4)XA) “Data broker” means a business, or unit or units of a business, separately or together,
that knowingly collects and sells or licenses to third parties the brokered personal information of a
consumer with whom the business does not have a direct relationship.

(B) Examples of a direct relationship with a business include if the consumer is a past or
present:

(i) customer, client, subscriber, user, or registered user of the business’s goods or services;

(i) employee, contractor, or agent of the business;

(iii) investor in the business; or

(iv) donor to the business.

(O The following activities conducted by a business, and the collection and sale or licensing
of brokered personal information incidental to conducting these activities, do not qualify the business
as a data broker:

(i) developing or maintaining third-party e-commerce or application platforms;
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(i) providing 411 directory assistance or directory information services, including name,
address, and telephone number, on behalf of or as a function of a telecommunications carrier,

(i) providing publicly available information related to a consumer’s business or profession;
or

(iv) providing publicly available information via real-time or near-real-time alert services for
health or safety purposes.

(D) The phrase “sells or licenses” does not include:

(i) a one-time or occasional sale of assets of a business as part of a transfer of control of
those assets that is not part of the ordinary conduct of the business; or

(i) a sale or license of data that is merely incidental to the business.

(5XA) “Data broker security breach” means an unauthorized acquisition or a reasonable
belief of an unauthorized acquisition of more than one element of brokered personal information
maintained by a data broker when the brokered personal information is not encrypted, redacted, or
protected by another method that renders the information unreadable or unusable by an
unauthorized person.

(B) “Data broker security breach” does not include good faith but unauthorized acquisition
of brokered personal information by an employee or agent of the data broker for a legitimate purpose
of the data broker, provided that the brokered personal information is not used for a purpose
unrelated to the data broker’s business or subject to further unauthorized disclosure.

(@ In determining whether brokered personal information has been acquired or is
reasonably believed to have been acquired by a person without valid authorization, a data broker
may consider the following factors, among others:

(i) indications that the brokered personal information is in the physical possession and
control of a person without valid authorization, such as a lost or stolen computer or other device
containing brokered personal information;

(ii) indications that the brokered personal information has been downloaded or copied;

(i) indications that the brokered personal information was used by an unauthorized person,
such as fraudulent accounts opened or instances of identity theft reported; or

(iv) that the brokered personal information has been made public.

(6) “Data collector” means a person who, for any purpose, whether by automated

collection or otherwise, handles, collects, disseminates, or otherwise deals with personally identifiable
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information, and includes the State, State agencies, political subdivisions of the State, public and
private universities, privately and publicly held corporations, limited liability companies, financial
institutions, and retail operators.

(7) “Encryption” means use of an algorithmic process to transform data into a form in
which the data is rendered unreadable or unusable without use of a confidential process or key.

(8) “License” means a grant of access to, or distribution of, data by one person to another
in exchange for consideration. A use of data for the sole benefit of the data provider, where the data
provider maintains control over the use of the data, is not a license.

(9) “Login credentials” means a consumer’s user name or e-mail address, in combination
with a password or an answer to a security question, that together permit access to an online account.

(10XA) “Personally identifiable information” means a consumer’s first name or first initial
and last name in combination with one or more of the following digital data elements, when the data
elements are not encrypted, redacted, or protected by another method that renders them unreadable
or unusable by unauthorized persons:

(i) a Social Security number;

(i) a driver license or nondriver State identification card number, individual taxpayer
identification number, passport number, military identification card number, or other identification
number that originates from a government identification document that is commonly used to verify
identity for a commercial transaction,

(iii) a financial account number or credit or debit card number, if the number could be
used without additional identifying information, access codes, or passwords;

(iv) a password, personal identification number, or other access code for a financial account;

(V) unique biometric data generated from measurements or technical analysis of human
body characteristics used by the owner or licensee of the data to identify or authenticate the
consumer, such as a fingerprint, retina or iris image, or other unique physical representation or digital
representation of biometric data;

(Vi) genetic information; and

(viiXl) health records or records of a wellness program or similar program of health
promotion or disease prevention;

(I) a health care professional’s medical diagnosis or treatment of the consumer; or

() a health insurance policy number.
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(B) “Personally identifiable information” does not mean publicly available information that
is lawfully made available to the general public from federal, State, or local government records.

(11) “Record” means any material on which written, drawn, spoken, visual, or
electromagnetic information is recorded or preserved, regardless of physical form or characteristics.

(12) “Redaction” means the rendering of data so that the data are unreadable or are
truncated so that no more than the last four digits of the identification number are accessible as part
of the data.

(13XA) “Security breach” means unauthorized acquisition of electronic data, or a
reasonable belief of an unauthorized acquisition of electronic data, that compromises the security,
confidentiality, or integrity of a consumer’s personally identifiable information or login credentials
maintained by a data collector.

(B) “Security breach” does not include good faith but unauthorized acquisition of
personally identifiable information or login credentials by an employee or agent of the data collector
for a legitimate purpose of the data collector, provided that the personally identifiable information or
login credentials are not used for a purpose unrelated to the data collector’s business or subject to
further unauthorized disclosure.

(© In determining whether personally identifiable information or login credentials have
been acquired or is reasonably believed to have been acquired by a person without valid
authorization, a data collector may consider the following factors, among others:

(i) indications that the information is in the physical possession and control of a person
without valid authorization, such as a lost or stolen computer or other device containing information;

(ii) indications that the information has been downloaded or copied,

(iii) indications that the information was used by an unauthorized person, such as fraudulent
accounts opened or instances of identity theft reported; or

(iv) that the information has been made public. (Added 2005, No. 162 (Adj. Sess.), § 1, ff.
Jan. 1, 2007; amended 2011, No. 109 (Adj. Sess.), § 4, eff. May 8, 2012; 2017, No. 171 (Adj. Sess.), § 2,
eff. Jan. 1, 2019; 2019, No. 89 (Adj. Sess.), § 2.)

§ 2431. Acquisition of brokered personal information; prohibitions

(a) Prohibited acquisition and use.

(1) A person shall not acquire brokered personal information through fraudulent means.

(2) A person shall not acquire or use brokered personal information for the purpose of:
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(A) stalking or harassing another person;

(B) committing a fraud, including identity theft, financial fraud, or e-mail fraud; or

(O engaging in unlawful discrimination, including employment discrimination and housing
discrimination.

(b) Enforcement.

(1) A person who violates a provision of this section commits an unfair and deceptive act
in commerce in violation of section 2453 of this title.

(2) The Attorney General has the same authority to adopt rules to implement the
provisions of this section and to conduct civil investigations, enter into assurances of discontinuance,
bring civil actions, and take other enforcement actions as provided under chapter 63, subchapter 1 of

this title. (Added 2017, No. 171 (Adj. Sess.), § 2, eff. Jan. 1, 2019.)

Subchapter 2: Security Breach Notice Act
§ 2435, Notice of security breaches

(a) This section shall be known as the Security Breach Notice Act.

(b) Notice of breach.

(1) Except as otherwise provided in subsection (d) of this section, any data collector that
owns or licenses computerized personally identifiable information or login credentials shall notify the
consumer that there has been a security breach following discovery or notification to the data collector
of the breach. Notice of the security breach shall be made in the most expedient time possible and
without unreasonable delay, but not later than 45 days after the discovery or notification, consistent
with the legitimate needs of the law enforcement agency, as provided in subdivisions (3) and (4) of
this subsection, or with any measures necessary to determine the scope of the security breach and
restore the reasonable integrity, security, and confidentiality of the data system.

(2) Any data collector that maintains or possesses computerized data containing personally
identifiable information or login credentials that the data collector does not own or license or any
data collector that acts or conducts business in Vermont that maintains or possesses records or data
containing personally identifiable information or login credentials that the data collector does not own
or license shall notify the owner or licensee of the information of any security breach immediately
following discovery of the breach, consistent with the legitimate needs of law enforcement as provided

in subdivisions (3) and (4) of this subsection.
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(3) A data collector or other entity subject to this subchapter shall provide notice of a
breach to the Attorney General or to the Department of Financial Regulation, as applicable, as follows:

(A) A data collector or other entity regulated by the Department of Financial Regulation
under Title 8 or this title shall provide notice of a breach to the Department. All other data collectors
or other entities subject to this subchapter shall provide notice of a breach to the Attorney General.

(BXi) The data collector shall notify the Attorney General or the Department, as applicable,
of the date of the security breach and the date of discovery of the breach and shall provide a
preliminary description of the breach within 14 business days, consistent with the legitimate needs of
the law enforcement agency as provided in this subdivision (3) and subdivision (4) of this subsection
(b), of the data collector’s discovery of the security breach or when the data collector provides notice
to consumers pursuant to this section, whichever is sooner.

(i) Notwithstanding subdivision (BXi) of this subdivision (b)3), a data collector who, prior to
the date of the breach, on a form and in a manner prescribed by the Attorney General, had sworn in
writing to the Attorney General that it maintains written policies and procedures to maintain the
security of personally identifiable information or login credentials and respond to a breach in a manner
consistent with Vermont law shall notify the Attorney General of the date of the security breach and
the date of discovery of the breach and shall provide a description of the breach prior to providing
notice of the breach to consumers pursuant to subdivision (1) of this subsection (b).

(iii) I the date of the breach is unknown at the time notice is sent to the Attorney General
or to the Department, the data collector shall send the Attorney General or the Department the date
of the breach as soon as it is known.

(iv) Unless otherwise ordered by a court of this State for good cause shown, a notice
provided under this subdivision (3)B) shall not be disclosed to any person other than the Department,
the authorized agent or representative of the Attorney General, a State’s Attorney, or another law
enforcement officer engaged in legitimate law enforcement activities without the consent of the data
collector.

(CXi) When the data collector provides notice of the breach pursuant to subdivision (1) of
this subsection (b), the data collector shall notify the Attorney General or the Department, as
applicable, of the number of Vermont consumers affected, if known to the data collector, and shall

provide a copy of the notice provided to consumers under subdivision (1) of this subsection (b).
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(i) The data collector may send to the Attorney General or the Department, as applicable,
a second copy of the consumer notice, from which is redacted the type of personally identifiable
information or login credentials that was subject to the breach, and which the Attorney General or the
Department shall use for any public disclosure of the breach.

(D) I a security breach is limited to an unauthorized acquisition of login credentials, a data
collector is only required to provide notice of the security breach to the Attorney General or
Department of Financial Regulation, as applicable, if the login credentials were acquired directly from
the data collector or its agent.

(4)XA) The notice to a consumer required by this subsection shall be delayed upon request
of a law enforcement agency. A law enforcement agency may request the delay if it believes that
notification may impede a law enforcement investigation, or a national or Homeland Security
investigation, or jeopardize public safety or national or Homeland Security interests. In the event law
enforcement makes the request for a delay in a manner other than in writing, the data collector shall
document such request contemporaneously in writing, including the name of the law enforcement
officer making the request and the officer’s law enforcement agency engaged in the investigation. A
law enforcement agency shall promptly notify the data collector in writing when the law enforcement
agency no longer believes that notification may impede a law enforcement investigation, or a national
or Homeland Security investigation, or jeopardize public safety or national or Homeland Security
interests. The data collector shall provide notice required by this section without unreasonable delay
upon receipt of a written communication, which includes facsimile or electronic coommunication, from
the law enforcement agency withdrawing its request for delay.

(B) A Vermont law enforcement agency with a reasonable belief that a security breach has
or may have occurred at a specific business shall notify the business in writing of its belief. The agency
shall also notify the business that additional information on the security breach may need to be
furnished to the Office of the Attorney General or the Department of Financial Regulation and shall
include the website and telephone number for the Office and the Department in the notice required
by this subdivision (4)XB). Nothing in this subdivision (4)B) shall alter the responsibilities of a data
collector under this section or provide a cause of action against a law enforcement agency that fails,

without bad faith, to provide the notice required by this subdivision (4)B).
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(5) The notice to a consumer required in subdivision (1) of this subsection shall be clear
and conspicuous. A notice to a consumer of a security breach involving personally identifiable
information shall include a description of each of the following, if known to the data collector:

(A) the incident in general terms;

(B) the type of personally identifiable information that was subject to the security breach;

(O) the general acts of the data collector to protect the personally identifiable information
from further security breach;

(D) a telephone number, toll-free if available, that the consumer may call for further
information and assistance;

(E) advice that directs the consumer to remain vigilant by reviewing account statements
and monitoring free credit reports; and

(F) the approximate date of the security breach.

(6) A data collector may provide notice of a security breach involving personally identifiable
information to a consumer by one or more of the following methods:

(A) Direct notice, which may be by one of the following methods:

(i) written notice mailed to the consumer’s residence;

(ii) electronic notice, for those consumers for whom the data collector has a valid e-mail
address, if:

() the data collector’s primary method of communication with the consumer is by
electronic means, the electronic notice does not request or contain a hypertext link to a request that
the consumer provide personal information, and the electronic notice conspicuously warmns consumers
not to provide personal information in response to electronic communications regarding security
breaches; or

(I the notice is consistent with the provisions regarding electronic records and signatures
for notices in 15 US.C. § 7001; or

(iii) telephonic notice, provided that telephonic contact is made directly with each affected
consumer and not through a prerecorded message.

(B)i) Substitute notice, if:

() the data collector demonstrates that the lowest cost of providing notice to affected
consumers pursuant to subdivision (6)XA) of this subsection among written, e-mail, or telephonic notice

would exceed $10,000.00; or
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(I the data collector does not have sufficient contact information.

(i) A data collector shall provide substitute notice by:

(I) conspicuously posting the notice on the data collector’s website if the data collector
maintains one; and

(I) notifying major statewide and regional media.

(0) In the event a data collector provides notice to more than 1,000 consumers at one
time pursuant to this section, the data collector shall notify, without unreasonable delay, all consumer
reporting agencies that compile and maintain files on consumers on a nationwide basis, as defined in
15 U.S.C. § 1681a(p), of the timing, distribution, and content of the notice. This subsection shall not
apply to a person who is licensed or registered under Title 8 by the Department of Financial Regulation.

(dX1) Notice of a security breach pursuant to subsection (b) of this section is not required
if the data collector establishes that misuse of personally identifiable information or login credentials
is not reasonably possible and the data collector provides notice of the determination that the misuse
of the personally identifiable information or login credentials is not reasonably possible pursuant to
the requirements of this subsection. If the data collector establishes that misuse of the personally
identifiable information or login credentials is not reasonably possible, the data collector shall provide
notice of its determination that misuse of the personally identifiable information or login credentials is
not reasonably possible and a detailed explanation for said determination to the Vermont Attorney
General or to the Department of Financial Regulation in the event that the data collector is a person
or entity licensed or registered with the Department under Title 8 or this title. The data collector may
designate its notice and detailed explanation to the Vermont Attorey General or the Department of
Financial Regulation as “trade secret” if the notice and detailed explanation meet the definition of
trade secret contained in 1 V.S.A. § 317(c)9).

(2) If a data collector established that misuse of personally identifiable information or login
credentials was not reasonably possible under subdivision (1) of this subsection, and subsequently
obtains facts indicating that misuse of the personally identifiable information or login credentials has
occurred or is occurring, the data collector shall provide notice of the security breach pursuant to
subsection (b) of this section.

(3) If a security breach is limited to an unauthorized acquisition of login credentials for an
online account other than an e-mail account the data collector shall provide notice of the security

breach to the consumer electronically or through one or more of the methods specified in subdivision
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(bX6) of this section and shall advise the consumer to take steps necessary to protect the online
account, including to change his or her login credentials for the account and for any other account for
which the consumer uses the same login credentials.

(4) If a security breach is limited to an unauthorized acquisition of login credentials for an
email account:

(A) the data collector shall not provide notice of the security breach through the email
account; and

(B) the data collector shall provide notice of the security breach through one or more of
the methods specified in subdivision (b)X6) of this section or by clear and conspicuous notice delivered
to the consumer online when the consumer is connected to the online account from an Intemet
protocol address or online location from which the data collector knows the consumer customarily
accesses the account.

(e) A data collector that is subject to the privacy, security, and breach notification rules
adopted in 45 C.F.R. Part 164 pursuant to the federal Health Insurance Portability and Accountability
Act, P.L. 104-191 (1996) is deemed to be in compliance with this subchapter if:

(1) the data collector experiences a security breach that is limited to personally identifiable
information specified in 2430(10)(AXvil); and

(2) the data collector provides notice to affected consumers pursuant to the requirements
of the breach notification rule in 45 CF.R. Part 164, Subpart D.

(f) Any waiver of the provisions of this subchapter is contrary to public policy and is void
and unenforceable.

(¢) Except as provided in subdivision (3) of this subsection, a financial institution that is
subject to the following guidances, and any revisions, additions, or substitutions relating to an
interagency guidance, shall be exempt from this section:

(1) The Federal Interagency Guidance Response Programs for Unauthorized Access to
Consumer Information and Customer Notice, issued on March 7, 2005, by the Board of Governors of
the Federal Reserve System, the Federal Deposit Insurance Corporation, the Office of the Comptroller
of the Currency, and the Office of Thrift Supervision.

(2) Final Guidance on Response Programs for Unauthorized Access to Member Information

and Member Notice, issued on April 14, 2005, by the National Credit Union Administration.
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(3) A financial institution regulated by the Department of Financial Regulation that is subject
to subdivision (1) or (2) of this subsection shall notify the Department as soon as possible after it
becomes aware of an incident involving unauthorized access to or use of personally identifiable
information.

(h) Enforcement.

(1) With respect to all data collectors and other entities subject to this subchapter, other
than a person or entity licensed or registered with the Department of Financial Regulation under Title
8 or this title, the Attorney General and State’s Attorney shall have sole and full authority to investigate
potential violations of this subchapter and to enforce, prosecute, obtain, and impose remedies for a
violation of this subchapter or any rules or regulations made pursuant to this chapter as the Attorney
General and State’s Attorney have under chapter 63 of this title. The Attorney General may refer the
matter to the State’s Attorney in an appropriate case. The Superior Courts shall have jurisdiction over
any enforcement matter brought by the Attorney General or a State’s Attorney under this subsection.

(2) With respect to a data collector that is a person or entity licensed or registered with the
Department of Financial Regulation under Title 8 or this title, the Department of Financial Regulation
shall have the full authority to investigate potential violations of this subchapter and to prosecute,
obtain, and impose remedies for a violation of this subchapter or any rules or regulations adopted
pursuant to this subchapter, as the Department has under Title 8 or this title or any other applicable
law or regulation.

(i) [Repealed.] (Added 2005, No. 162 (Adj. Sess.), § 1, eff. Jan. 1, 2007; amended 2011, No.
109 (Adj. Sess.), § 4, eff. May 8, 2012; 2013, No. 29, §§ 10, 11, eff. May 13, 2013; 2013, No. 199 (Adj.
Sess.), § 67; 2015, No. 55, § 8; 2019, No. 89 (Adj. Sess.), § 3.)

Subchapter 3: Social Security Number Protection Act

§ 2440. Social Security number protection

(a) This section shall be known as the Social Security Number Protection Act.

(b) Except as provided in subsection (c) of this section, a business may not do any of the
following:

(1) intentionally communicate or otherwise make available to the general public an

individual’s Social Security number;
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(2) intentionally print or imbed an individual’s Social Security number on any card required
for the individual to access products or services provided by the person or entity;,

(3) require an individual to transmit his or her Social Security number over the Internet
unless the connection is secure or the Social Security number is encrypted,

(4) require an individual to use his or her Social Security number to access an Intemnet
website, unless a password or unique personal identification number or other authentication device is
also required to access the internet website;

(5) print an individual’s Social Security number on any materials that are mailed to the
individual, unless State or federal law requires the Social Security number to be on the document to
be mailed;

(6) sell, lease, lend, trade, rent, or otherwise intentionally disclose an individual’s Social
Security number to a third party without written consent to the disclosure from the individual, when
the party making the disclosure knows or in the exercise of reasonable diligence would have reason
to believe that the third party lacks a legitimate purpose for obtaining the individual’s Social Security
number.

() Subsection (b) of this section shall not apply:

(1) When a Social Security number is included in an application or in documents related
to an enrollment process, or to establish, amend, or terminate an account, contract, or policy; or to
confirm the accuracy of the Social Security number for the purpose of obtaining a credit report
pursuant to 15 U.S.C. § 1681(bX2). A Social Security number that is permitted to be mailed under this
section may not be printed, in whole or in part, on a postcard or other mailer not requiring an
envelope, or visible on an envelope without the envelope having been opened.

(2) To the collection, use, or release of a Social Security number reasonably necessary for
administrative purposes or internal verification.

(3) To the opening of an account or the provision of or payment for a product or service
authorized by an individual.

(4) To the collection, use, or release of a Social Security number to investigate or prevent
fraud; conduct backeround checks; conduct social or scientific research; collect a debt; obtain a credit
report from or fumnish data to a consumer reporting agency pursuant to the Fair Credit Reporting Act,

15 U.S.C. § 1681, et seq.,; undertake a permissible purpose enumerated under Gramm Leach Bliley, 12
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CF.R. § 216.13-15; or locate an individual who is missing, is a lost relative, or is due a benefit, such as
a pension, insurance, or unclaimed property benefit.

(5) To a business acting pursuant to a court order, warrant, subpoena, or when otherwise
required by law, or in response to a facially valid discovery request pursuant to rules applicable to a
court or administrative body that has jurisdiction over the disclosing entity.

(6) To a business providing the Social Security number to a federal, State, or local
government entity, including a law enforcement agency, the Department of Public Safety, and a court,
or their agents or assigns.

(7) To a Social Security number that has been redacted.

(8)XA) To a business that has used, prior to January 1, 2007, an individual’s Social Security
number in a manner inconsistent with subsection (b) of this section, which may continue using that
individual’s Social Security number in that manner on or after January 1, 2007, if all of the following
conditions are met:

(i) The use of the Social Security number is continuous. If the use is stopped for any reason,
subsection (b) of this section shall apply.

(i) The individual is provided an annual disclosure that informs the individual that he or
she has the right to stop the use of his or her Social Security number in @ manner prohibited by
subsection (b) of this section.

(iii) A written request by an individual to stop the use of his or her Social Security number
in a manner prohibited by subsection (b) of this section is implemented within 30 days of the receipt
of the request. There shall not be a fee or charge for implementing the request.

(iv) The person or entity does not deny services to an individual because the individual
makes a written request pursuant to this subsection.

(B) Nothing in this subdivision (8) is intended to apply to the collection, use, or
dissemination of Social Security numbers collected prior to January 1, 2007 and exempted from the
provisions of subsection (b) of this section pursuant to subdivisions (1) through (7) or (9) and (10) of this
subsection.

(9) To information obtained from a recorded document in the official records of the town
clerk or municipality.

(10) To information obtained from a document filed in the official records of the courts.
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(d) Except as provided in subsection (e) of this section, the State and any State agency,
political subdivision of the State, or an agent or employee of the State, may not do any of the
following:

(1) Collect a Social Security number from an individual unless authorized or required by
law, State or federal regulation, or grant agreement to do so or unless the collection of the Social
Security number or records containing the Social Security number is related to the performance of
that agency’s duties and responsibilities as prescribed by law.

(2) Fail, when collecting a Social Security number from an individual in a hard copy format,
to segregate that number on a separate page from the rest of the record, or as otherwise appropriate,
in order that the Social Security number can be more easily redacted pursuant to a valid public records
request.

(3) Fail, when collecting a Social Security number from an individual, to provide, at the time
of or prior to the actual collection of the Social Security number by that agency, that individual, upon
request, with a statement of the purpose or purposes for which the Social Security number is being
collected and used.

(4) Use the Social Security number for any purpose other than the purpose set forth in the
statement required under subdivision (3) of this subsection.

(5) Intentionally communicate or otherwise make available to the general public a person’s
Social Security number.

(6) Intentionally print or imbed an individual’s Social Security number on any card required
for the individual to access government services.

(7) Require an individual to transmit the individual’s Social Security number over the
Internet, unless the connection is secure or the Social Security number is encrypted.

(8) Require an individual to use the individual’s Social Security number to access an Internet
website, unless a password or unique personal identification number or other authentication device is
also required to access the Internet website.

(9) Print an individual’s Social Security number on any materials that are mailed to the
individual, unless a State or federal law, regulation, or grant agreement requires that the Social Security
number be on the document to be mailed. A Social Security number that is permitted to be mailed
under this subdivision may not be printed, in whole or in part, on a postcard or other mailer not

requiring an envelope, or visible on an envelope, without the envelope having been opened.



126

(e) Subsection (d) of this section does not apply to:

(1) Social Security numbers disclosed to another governmental entity or its agents,
employees, contractors, grantees, or grantors of a governmental entity if disclosure is necessary for the
receiving entity to perform its duties and responsibilities. The receiving sovernmental entity and its
agents, employees, and contractors shall maintain the confidential and exempt status of such
numbers. As used in this subsection, “necessary” means reasonably needed to promote the efficient,
accurate, or economical conduct of an entity’s duties and responsibilities.

(2) Social Security numbers disclosed pursuant to a court order, warrant, or subpoena, or
in response to a facially valid discovery request pursuant to rules applicable to a court or administrative
body that has jurisdiction over the disclosing entity.

(3) Social Security numbers disclosed for public health purposes pursuant to and in
compliance with requirements of the Department of Health under Title 18.

(4) The collection, use, or release of a Social Security number reasonably necessary for
administrative purposes or internal verification. Internal verification includes the sharing of information
for internal verification between and among governmental entities and their agents, employees,
contractors, grantees, and grantors.

(5) Social Security numbers that have been redacted.

(6)A) A State agency or State political subdivision that has used, prior to January 1, 2007,
an individual’s Social Security number in a manner inconsistent with subsection (d) of this section,
which may continue using that individual’s Social Security number in that manner on or after January
1, 2007, if all of the following conditions are met:

(i) The use of the Social Security number is continuous. If the use is stopped for any reason,
subsection (d) of this section shall apply.

(i) The individual is provided an annual disclosure that informs the individual that he or
she has the right to stop the use of his or her Social Security number in @ manner prohibited by
subsection (d) of this section.

(iif) A written request by an individual to stop the use of his or her Social Security number
in a manner prohibited by subsection (d) of this section is implemented within 30 days of the receipt
of the request. There shall not be a fee or charge for implementing the request.

(iv) The State agency or State political subdivision does not deny services to an individual

because the individual makes a written request pursuant to this subdivision.
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(B) Nothing in this subdivision (e)6) is intended to apply to the collection, use, or
dissemination of Social Security numbers collected prior to January 1, 2007 and exempted from the
provisions of subsection (d) of this section pursuant to subdivisions (1) through (5) or (7) through (11)
of this subsection.

(7) Certified copies of vital records issued by the Department of Health and other
authorized officials pursuant to 18 V.S.A. part 6.

(8) A recorded document in the official records of the town clerk or municipality.

(9) A document filed in the official records of the courts.

(10) The collection, use, or dissemination of Social Security numbers by law enforcement
agencies and the Department of Public Safety in the execution of their duties and responsibilities.

(11) The collection, use, or release of a Social Security number to investigate or prevent
fraud; conduct background checks; conduct social or scientific research; collect a debt; obtain a credit
report from or furnish data to a consumer reporting agency pursuant to the Fair Credit Reporting Act,
15 US.C. § 1681 et seq,; undertake a permissible purpose enumerated under Gramsnm Leach Bliley, 12
CF.R. § 216.13-15; or locate an individual who is missing, is a lost relative, or is due a benefit, such as
a pension, insurance, or unclaimed property benefit.

(f) Any person has the right to request that a town clerk or clerk of court remove from an
image or copy of an official record placed on a town’s or court’s Internet website available to the
general public or an Internet website available to the general public to display public records by the
town clerk or clerk of court, the person’s Social Security number, employer taxpayer identification
number, driver’s license number, State identification number, passport number, checking account
number, savings account number, credit card or debit card number, or personal identification number
(PIN) code or passwords contained in that official record. A town clerk or clerk of court is authorized
to redact the personal information identified in a request submitted under this section. The request
must be made in writing, legibly signed by the requester, and delivered by mail, facsimile, or electronic
transmission, or delivered in person to the town clerk or clerk of court. The request must specify the
personal information to be redacted, information that identifies the document that contains the
personal information and unique information that identifies the location within the document that
contains the Social Security number, employer taxpayer identification number, driver’s license
number, State identification number, passport number, checking account number, savings account

number, credit card number, or debit card number, or personal identification number (PIN) code or
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passwords to be redacted. The request for redaction shall be considered a public record with access
restricted to the town clerk, the clerk of court, their staff, or upon order of the court. The town clerk
or clerk of court shall have no duty to inquire beyond the written request to verify the identity of a
person requesting redaction and shall have no duty to remove redaction for any reason upon
subsequent request by an individual or by order of the court, if impossible to do so. No fee will be
charged for the redaction pursuant to such request. Any person who requests a redaction without
proper authority to do so shall be guilty of an infraction, punishable by a fine not to exceed $500.00
for each violation.

(¢) Enforcement.

(1) With respect to businesses, the State, State agencies, political subdivisions of the State,
and agents or employees of the State, a State agency, or a political subdivision of the State, subject
to this subchapter, other than a person or entity licensed or registered with the Department of Financial
Regulation under Title 8 or this title, the Attorney General and State’s Attorney shall have sole and
full authority to investigate potential violations of this subchapter, to enforce, prosecute, obtain, and
impose remedies for a violation of this subchapter, or any rules made pursuant to this subchapter,
and to adopt rules under this subchapter, as the Attorney General and State’s Attorney have under
chapter 63 of this title. The Attorney General may refer the matter to the State’s Attorney in an
appropriate case. The Superior Courts shall have jurisdiction over any enforcement matter brought by
the Attorney General or a State’s Attorney under this subsection.

(2) With respect to a person or entity licensed or registered with the Department of
Financial Regulation under Title 8 or this title, the Department shall have full authority to investigate
potential violations of this subchapter, and to prosecute, obtain, and impose remedies for a violation
of this subchapter or any rules adopted pursuant to this subchapter as the Department has under
Title 8 or this title, or any other applicable law or regulation.

(3) With respect to the information provided by the Vermont Department of Public Safety
and law enforcement agencies, and any agent or employee thereof, to the Vermont Attorney General
or State’s Attorney pursuant to subdivision (1) of this subsection, the information provided or made
available by the agency or Department to the Attorney General may be designated by the agency or
Department as confidential, and shall not be released under the provisions of 1 V.S.A. § 317. (Added
2005, No. 162 (Adj. Sess.), § 1, eff. July 1, 2007.)
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Subchapter 3A: Student Privacy

§ 2443, Definitions

As used in this subchapter:

(1) “Covered information” means personal information or material, or information that is
linked to personal information or material, in any media or format that is:

(AXi) not publicly available; or

(i) made publicly available pursuant to the federal Family Educational and Rights and
Privacy Act; and

(BXi) created by or provided to an operator by a student or the student’s parent or legal
guardian in the course of the student’s, parent’s, or legal guardian’s use of the operator’s site, service,
or application for PreK-12 school purposes;

(ii) created by or provided to an operator by an employee or agent of a school or school
district for PreK-12 school purposes; or

(iii) gathered by an operator through the operation of its site, service, or application for PreK-
12 school purposes and personally identifies a student, including information in the student’s
education record or electronic mail, first and last name, home address, telephone number, electronic
mail address or other information that allows physical or online contact, discipline records, test results,
special education data, juvenile dependency records, grades, evaluations, criminal records, medical
records, health records, Social Security number, biometric information, disability status, socioeconomic
information, food purchases, political affiliations, religious information, text messages, documents,
student identifiers, search activity, photos, voice recordings, or geolocation information.

(2) “Operator” means, to the extent that an entity is operating in this capacity, the operator
of an Internet website, online service, online application, or mobile application with actual knowledge
that the site, service, or application is used primarily for PreK-12 school purposes and was designed
and marketed for PreK-12 school purposes.

(3) “PreK-12 school purposes” means purposes that are directed by or that customarily
take place at the direction of a school, teacher, or school district; aid in the administration of school
activities, including instruction in the classroom or at home, administrative activities, and collaboration
between students, school personnel, or parents; or are otherwise for the use and benefit of the school.

(4) “School” means:
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(A) a public or private preschool, kindergarten, elementary or secondary educational
institution, vocational school, special educational agency or institution; and

(B) a person, agency, or institution that maintains school student records from more than
one of the entities described in subdivision (6XA) of this section.

(5) “Targeted advertising” means presenting advertisements to a student where the
advertisement is selected based on information obtained or inferred over time from that student’s
online behavior, usage of applications, or covered information. The term does not include advertising
to a student at an online location based upon that student’s current visit to that location or in
response to that student’s request for information or feedback, without the retention of that student’s
online activities or requests over time for the purpose in whole or in part of targeting subsequent ads.

(Added 2019, No. 89 (Adj. Sess.), § 4.)

§ 2443a. Operator prohibitions

(@) An operator shall not knowingly do any of the following with respect to its site, service,
or application:

(1) Engage in targeted advertising on the operator’s site, service, or application or target
advertising on any other site, service, or application if the targeting of the advertising is based on any
information, including covered information and persistent unique identifiers, that the operator has
acquired because of the use of that operator’s site, service, or application for PreK-12 school purposes.

(2) Use information, including a persistent unique identifier, that is created or gathered by
the operator’s site, service, or application to amass a profile about a student, except in furtherance of
PreK-12 school purposes. “Amass a profile” does not include the collection and retention of account
information that remains under the control of the student, the student’s parent or legal guardian, or
the school.

(3) Sell, barter, or rent a student’s information, including covered information. This
subdivision (3) does not apply to the purchase, merger, or other type of acquisition of an operator by
another entity if the operator or successor entity complies with this subchapter regarding previously
acquired student information.

(4) Except as otherwise provided in section 2443c of this title, disclose covered information,
unless the disclosure is made for one or more of the following purposes and is proportionate to the

identifiable information necessary to accomplish the purpose:
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(A) to further the PreK-12 school purposes of the site, service, or application, provided:

(i) the recipient of the covered information does not further disclose the information except
to allow or improve operability and functionality of the operator’s site, service, or application; and

(i) the covered information is not used for a purpose inconsistent with this subchapter;

(B) to ensure legal and regulatory compliance or take precautions against liability,

(O to respond to judicial process;

(D) to protect the safety or integrity of users of the site or others or the security of the site,
service, or application;

(E) for a school, educational, or employment purpose requested by the student or the
student’s parent or legal guardian, provided that the information is not used or further disclosed for
any other purpose; or

(F) to a third party if the operator contractually prohibits the third party from using any
covered information for any purpose other than providing the contracted service to or on behalf of
the operator, prohibits the third party from disclosing any covered information provided by the
operator to subsequent third parties, and requires the third party to implement and maintain
reasonable security procedures and practices.

(b) This section does not prohibit an operator’s use of information for maintaining,
developing, supporting, improving, or diagnosing the operator’s site, service, or application. (Added

2019, No. 89 (Adj. Sess.), § 4.)

§ 2443b. Operator duties

An operator shall:

(1) implement and maintain reasonable security procedures and practices appropriate to
the nature of the covered information and designed to protect that covered information from
unauthorized access, destruction, use, modification, or disclosure;

(2) delete, within a reasonable time period and to the extent practicable, a student’s
covered information if the school or school district requests deletion of covered information under
the control of the school or school district, unless a student or his or her parent or legal guardian

consents to the maintenance of the covered information; and
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(3) publicly disclose and provide the school with material information about its collection,
use, and disclosure of covered information, including publishing a term of service agreement, privacy

policy, or similar document. (Added 2019, No. 89 (Adj. Sess.), § 4.)

§ 2443c. Permissive use or disclosure
An operator may use or disclose covered information of a student under the following

circumstances:

(1) if other provisions of federal or State law require the operator to disclose the information
and the operator complies with the requirements of federal and State law in protecting and disclosing
that information;

(2) for legitimate research purposes as required by State or federal law and subject to the
restrictions under applicable State and federal law or as allowed by State or federal law and under
the direction of a school, school district, or the State Board of Education if the covered information is
not used for advertising or to amass a profile on the student for purposes other than for PreK-12 school
purposes; and

(3) disclosure to a State or local educational agency, including schools and school districts,

for PreK-12 school purposes as permitted by State or federal law. (Added 2019, No. 89 (Adj. Sess.), § 4.)

§ 2443d. Operator actions that are not prohibited

This subchapter does not prohibit an operator from doing any of the following:

(1) using covered information to improve educational products if that information is not
associated with an identified student within the operator’s site, service, or application or other sites,
services, or applications owned by the operator;

(2) using covered information that is not associated with an identified student to
demonstrate the effectiveness of the operator’s products or services, including in their marketing;

(3) sharing covered information that is not associated with an identified student for the
development and improvement of educational sites, services, or applications;

(4) using recommendation engines to recommend to a student either of the following:
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(A) additional content relating to an educational, other learning, or employment
opportunity purpose within an online site, service, or application if the recommmendation is not
determined in whole or in part by payment or other consideration from a third party; or
(B) additional services relating to an educational, other leaming, or employment
opportunity purpose within an online site, service, or application if the recommmendation is not
determined in whole or in part by payment or other consideration from a third party; and
(5) responding to a student’s request for information or for feedback without the
information or response being determined in whole or in part by payment or other consideration from

a third party. (Added 2019, No. 89 (Adj. Sess.), § 4.)

§ 2443e. Applicability

This subchapter does not:

(1) limit the authority of a law enforcement agency to obtain any content or information
from an operator as authorized by law or under a court order;

(2) limit the ability of an operator to use student data, including covered information, for
adaptive learning or customized student learming purposes;

(3) apply to general audience Internet websites, general audience online services, general
audience online applications, or general audience mobile applications, even if login credentials created
for an operator’s site, service, or application may be used to access those general audience sites,
services, or applications;

(@) limit service providers from providing Internet connectivity to schools or students and
their families;

(5) prohibit an operator of an Internet website, online service, online application, or mobile
application from marketing educational products directly to parents if the marketing did not result
from the use of covered information obtained by the operator through the provision of services
covered under this subchapter;

(6) impose a duty upon a provider of an electronic store, gateway, marketplace, or other
means of purchasing or downloading software or applications to review or enforce compliance with
this subchapter on those applications or software;

(7) impose a duty upon a provider of an interactive computer service, as defined in 47

U.S.C. § 230, to review or enforce compliance with this subchapter by third-party content providers;
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(8) prohibit students from downloading, exporting, transferring, saving, or maintaining their
own student-created data or documents; or
(9) supersede the federal Family Educational Rights and Privacy Act or rules adopted
pursuant to that Act. (Added 2019, No. 89 (Ad. Sess.), § 4.)

§ 2443f. Enforcement
A person who violates a provision of this chapter commmits an unfair and deceptive act in

commerce in violation of section 2453 of this title. (Added 2019, No. 89 (Adj. Sess.), § 4.)

Subchapter 4: Document Safe Destruction Act
§ 2445, Safe destruction of documents containing personal information

(@) As used in this section:

(1) “Business” means sole proprietorship, partnership, corporation, association, limited
liability company, or other group, however organized and whether or not organized to operate at a
profit, including a financial institution organized, chartered, or holding a license or authorization
certificate under the laws of this State, any other state, the United States, or any other country, or the
parent, affiliate, or subsidiary of a financial institution, but in no case shall it include the State, a State
agency, or any political subdivision of the State. The term includes an entity that destroys records.

(2) “Customer” means an individual who provides personal information to a business for
the purpose of purchasing or leasing a product or obtaining a service from the business.

(3) “Personal information” means the following information that identifies, relates to,
describes, or is capable of being associated with a particular individual: his or her signature, Social
Security number, physical characteristics or description, passport number, driver’s license or State
identification card number, insurance policy number, bank account number, credit card number, debit
card number, or any other financial information.

(4)A) “Record” means any material, regardless of the physical form, on which information
is recorded or preserved by any means, including in written or spoken words, graphically depicted,

printed, or electromagnetically transmitted.
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(B) “Record” does not include publicly available directories containing information an
individual has voluntarily consented to have publicly disseminated or listed, such as name, address,
or telephone number.

(b) A business shall take all reasonable steps to destroy or arrange for the destruction of a
customer’s records within its custody or control containing personal information that is no longer to
be retained by the business by shredding, erasing, or otherwise modifying the personal information in
those records to make it unreadable or indecipherable through any means for the purpose of:

(1) ensuring the security and confidentiality of customer personal information;

(2) protecting against any anticipated threats or hazards to the security or integrity of
customer personal information; and

(3) protecting against unauthorized access to or use of customer personal information that
could result in substantial harm or inconvenience to any customer.

(0) An entity that is in the business of disposing of personal financial information that
conducts business in Vermont or disposes of personal information of residents of Vermont must take
all reasonable measures to dispose of records containing personal information by implementing and
monitoring compliance with policies and procedures that protect against unauthorized access to or
use of personal information during or after the collection and transportation and disposing of such
information.

(d) This section does not apply to any of the following:

(1) any bank, credit union, or financial institution as defined under the federal Gramm Leach
Bliley law that is subject to the regulation of the Office of the Comptroller of the Currency, the Federal
Reserve, the National Credit Union Administration, the Securities and Exchange Commission, the
Federal Deposit Insurance Corporation, the Office of Thrift Supervision of the U.S. Department of the
Treasury, or the Department of Financial Regulation and is subject to the privacy and security provisions
of the Gramm Leach Bliley Act, 15 U.S.C. § 6801 et seq;

(2) any health insurer or health care facility that is subject to and in compliance with the
standards for privacy of individually identifiable health information and the security standards for the
protection of electronic health information of the Health Insurance Portability and Accountability Act
of 1996; or

(3) any consumer reporting agency that is subject to and in compliance with the Federal

Credit Reporting Act, 15 U.S.C. § 1681 et seq., as amended.
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(e) Enforcement.

(1) With respect to all businesses subject to this section, other than a person or entity
licensed or registered with the Department of Financial Regulation under Title 8 or this title, the
Attorney General and State’s Attorney shall have sole and full authority to investigate potential
violations of this section, and to prosecute, obtain, and impose remedies for a violation of this section,
or any rules adopted pursuant to this section, and to adopt rules under this chapter, as the Attomey
General and State’s Attorney have under chapter 63 of this title. The Superior Courts shall have
jurisdiction over any enforcement matter brought by the Attorney General or a State’s Attorney under
this subsection.

(2) With respect to a person or entity licensed or registered with the Department of
Financial Regulation under Title 8 or this title to do business in this State, the Department of Financial
Regulation shall have full authority to investigate potential violations of this chapter, and to prosecute,
obtain, and impose remedies for a violation of this chapter, or any rules or regulations made pursuant
to this chapter, as the Department has under Title 8 and this title, or any other applicable law or
regulation. (Added 2005, No. 162 (Adj. Sess.), § 1, eff. Jan. 1, 2007.)

Subchapter 5: Data Brokers

§ 2446. Annual registration

(@ Annually, on or before January 31 following a year in which a person meets the
definition of data broker as provided in section 2430 of this title, a data broker shall:

(1) register with the Secretary of State;

(2) pay a registration fee of $100.00; and

(3) provide the following information:

(A) the name and primary physical, e-mail, and Interet addresses of the data broker;

(B) if the data broker permits a consumer to opt out of the data broker’s collection of
brokered personal information, opt out of its databases, or opt out of certain sales of data:

(i) the method for requesting an opt-out;

(il) if the opt-out applies to only certain activities or sales, which ones; and

(iii) whether the data broker permits a consumer to authorize a third party to perform the

opt-out on the consumer’s behalf;
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(O a statement specifying the data collection, databases, or sales activities from which a
consumer may not opt out;

(D) a statement whether the data broker implements a purchaser credentialing process;

(E) the number of data broker security breaches that the data broker has experienced
during the prior year, and if known, the total number of consumers affected by the breaches;

(F) where the data broker has actual knowledge that it possesses the brokered personal
information of minors, a separate statement detailing the data collection practices, databases, sales
activities, and opt-out policies that are applicable to the brokered personal information of minors; and

(G) any additional information or explanation the data broker chooses to provide
concerning its data collection practices.

(b) A data broker that fails to register pursuant to subsection (a) of this section is liable to
the State for:

(1) a civil penalty of $50.00 for each day, not to exceed a total of $10,000.00 for each year,
it fails to register pursuant to this section;

(2) an amount equal to the fees due under this section during the period it failed to register
pursuant to this section; and

(3) other penalties imposed by law.

(c) The Attorney General may maintain an action in the Civil Division of the Superior Court
to collect the penalties imposed in this section and to seek appropriate injunctive relief. (Added 2017,
No. 171 (Adj. Sess.), § 2, eff. Jan. 1, 2019.)

§ 2447. Data broker duty to protect information; standards; technical requirements

(a) Duty to protect personally identifiable information.

(1) A data broker shall develop, implement, and maintain a comprehensive information
security program that is written in one or more readily accessible parts and contains administrative,
technical, and physical safeguards that are appropriate to:

(A) the size, scope, and type of business of the data broker obligated to safeguard the
personally identifiable information under such comprehensive information security program;

(B) the amount of resources available to the data broker;

(©) the amount of stored data; and

(D) the need for security and confidentiality of personally identifiable information.
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(2) A data broker subject to this subsection shall adopt safeguards in the comprehensive
security program that are consistent with the safeguards for protection of personally identifiable
information and information of a similar character set forth in other State rules or federal regulations
applicable to the data broker.

(b) Information security program; minimum features. A comprehensive information security
program shall at minimum have the following features:

(1) designation of one or more employees to maintain the program;

(2) identification and assessment of reasonably foreseeable internal and external risks to
the security, confidentiality, and integrity of any electronic, paper, or other records containing
personally identifiable information, and a process for evaluating and improving, where necessary, the
effectiveness of the current safeguards for limiting such risks, including:

(A) ongoing employee training, including training for temporary and contract employees;

(B) employee compliance with policies and procedures; and

(©) means for detecting and preventing security system failures;

(3) security policies for employees relating to the storage, access, and transportation of
records containing personally identifiable information outside business premises;

(4) disciplinary measures for violations of the comprehensive information security program
rules;

(5) measures that prevent terminated employees from accessing records containing
personally identifiable information;

(6) supervision of service providers, by:

(A) taking reasonable steps to select and retain third-party service providers that are
capable of maintaining appropriate security measures to protect personally identifiable information
consistent with applicable law; and

(B) requiring third-party service providers by contract to implement and maintain
appropriate security measures for personally identifiable information;

(7) reasonable restrictions upon physical access to records containing personally
identifiable information and storage of the records and data in locked facilities, storage areas, or

containers;
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(8)(A) regular monitoring to ensure that the comprehensive information security program is
operating in a manner reasonably calculated to prevent unauthorized access to or unauthorized use
of personally identifiable information; and

(B) upgrading information safeguards as necessary to limit risks;

(9) regular review of the scope of the security measures:

(A) at least annually; or

(B) whenever there is a material change in business practices that may reasonably implicate
the security or integrity of records containing personally identifiable information; and

(10XA) documentation of responsive actions taken in connection with any incident
involving a breach of security; and

(B) mandatory post-incident review of events and actions taken, if any, to make changes in
business practices relating to protection of personally identifiable information.

(0) Information security program; computer system security requirements. A comprehensive
information security program required by this section shall at minimum, and to the extent technically
feasible, have the following elements:

(1) secure user authentication protocols, as follows:

(A) an authentication protocol that has the following features:

(i) control of user IDs and other identifiers;

(i) a reasonably secure method of assigning and selecting passwords or use of unique
identifier technologies, such as biometrics or token devices;

(iii) control of data security passwords to ensure that such passwords are kept in a location
and format that do not compromise the security of the data they protect;

(iv) restricting access to only active users and active user accounts; and

(V) blocking access to user identification after multiple unsuccessful attempts to gain access;
or

(B) an authentication protocol that provides a higher level of security than the features
specified in subdivision (A) of this subdivision (cX1);

(2) secure access control measures that:

(A) restrict access to records and files containing personally identifiable information to those

who need such information to perform their job duties; and



140

(B) assign to each person with computer access unique identifications plus passwords,
which are not vendor-supplied default passwords, that are reasonably designed to maintain the
integrity of the security of the access controls or a protocol that provides a higher degree of security;

(3) encryption of all transmitted records and files containing personally identifiable
information that will travel across public networks and encryption of all data containing personally
identifiable information to be transmitted wirelessly or a protocol that provides a higher degree of
security;

(4) reasonable monitoring of systems for unauthorized use of or access to personally
identifiable information;

(5) encryption of all personally identifiable information stored on laptops or other portable
devices or a protocol that provides a higher degree of security;

(6) for files containing personally identifiable information on a system that is connected to
the Internet, reasonably up-to-date firewall protection and operating system security patches that are
reasonably designed to maintain the integrity of the personally identifiable information or a protocol
that provides a higher degree of security;

(7) reasonably up-to-date versions of system security agent software that must include
malware protection and reasonably up-to-date patches and virus definitions, or a version of such
software that can still be supported with up-to-date patches and virus definitions and is set to receive
the most current security updates on a regular basis or a protocol that provides a higher degree of
security; and

(8) education and training of employees on the proper use of the computer security system
and the importance of personally identifiable information security.

(d) Enforcement.

(1) A person who violates a provision of this section commits an unfair and deceptive act
in commerce in violation of section 2453 of this title.

(2) The Attorney General has the same authority to adopt rules to implement the
provisions of this chapter and to conduct civil investigations, enter into assurances of discontinuance,
and bring civil actions as provided under chapter 63, subchapter 1 of this title. (Added 2017, No. 171
(Adj. Sess.), § 2, eff. Jan. 1, 2019.)
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