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ABSTRACT

Thesis of this research was to investigate the legal measures on medical technology and
patient personal data, as current legal measures on the protection of patient personal data cannot
provide protection of patient personal data specifically, especially when patient data collection
technology was involved. This research studied, analyzed, and compared between foreign laws
including the European Union, Federal Republic of Germany, Commonwealth of Australia, the
United Kingdom and United States of America, and the laws of Thailand to determine legal measures
for the protection of patient personal data appropriately and efficiently.

Today, advances in technology have dramatically changed the way the personal data of
patients are collected. The personal data of patients attending public health services that are provided
to healthcare professionals includes the following important data useful for diagnosis and for health
promotion, disease prevention, diagnosis, medical treatment, and rehabilitation. Personal data is
recorded and stored in an electronic medical record (EMR) format, which is convenient and fast in
querying patient data and sending data between hospitals for continuity of treatment of patients.
Protecting patient's personal data in electronic medical records is very important because there is a
risk that patient data will be disclosed due to the actions of medical staff or third parties who have a
bad intention by destroying the security of data protection systems known as “hackers”, releasing the
virus computer, etc. This causes patient personal data to be disclosed or damaged that adversely
affects the owner of the data, whether in reputation, safety, or property. At present, Thai laws relating

to the protection of personal data appear in the Constitution of the Kingdom of Thailand, Buddhist



Era 2560 (2017), Chapter 3, Section 32, which provides protection for personal data, but does not
cover patient personal data in electronic form and the Personal Data Protection Act, 2562 B.E. (2019).
The controller of personal data must establish measures for the security of personal data. However,
medical and public health businesses are not compulsory, so there is no electronic protection of
patient personal data, no provision to protect patient personal data in electronic medical records, and
there is no liability limit if patients' personal data is disclosed without their consent. There is also a
lack of staff and departments responsible for the protection of patient personal information in
electronic medical records. As a result, there are no legal measures to properly protect patient
personal data in electronic medical records.

Based on the study of the above problems, the student has the idea to define legal
measures as follows : 1. Enact laws specific to medical communication technology and personal data
of Patients. 2. Specify the patient's personal data protection explicitly. 3. Establish criteria for
determining liability in the case of patient personal data being interrupted and damaged. 4. Establish a
body responsible for the protection of patient personal data in electronic medical records. 5.

Amending other relevant laws.
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*! An electronic health record (EHR), or electronic medical record (EMR), is the systematized
collection of patient and population electronically-stored health information in a digital format

“ Gunter, Tracy D; Terry, Nicolas P (2005). “The Emergence of National Electronic Health Record
Architectures in the United States and Australia: Models, Costs, and Questions,” Journal of Medical Internet
Research. 7 (1): e3.

* These records can be shared across different health care settings. Records are shared through
network-connected, enterprise-wide information systems or other information networks and exchanges. EHRs may
include a range of data, including demographics, medical history, medication and allergies, immunization status,
laboratory test results, radiology images, vital signs, personal statistics like age and weight, and billing information.

* “Mobile Tech Contributions to Healthcare and Patient Experience”
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* An electronic medical record (EMR) is a digital version of a paper chart that contains all of a

patient’s medical history from one practice. An EMR is mostly used by providers for diagnosis and treatment.
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29763195 (https://www.ncbi.nlm.nih.gov/pubmed/29763195), retrieved 2018-12-03
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“ In response to the lack of medical privacy, there was a movement to create better medical privacy
protection, but nothing has been officially passed. The Medical Information Bureau was thus created to prevent
insurance fraud, yet it has since become a significant source of medical information for over 750 life insurance
companies; thus, it is very dangerous as it is a target of privacy breachers. Although the electronic filing system of
medical information has increased efficiency and administration costs have been reduced, there are negative aspects
to consider. The electronic filing system allows for individual's information to be more susceptible to outsiders;
even though their information is stored on a singular card. Therefore, the medical card serves as a false sense of
security as it does not protect their information completely.

" The three goals of information security, including electronic information security, are
confidentiality, integrity, and availability. Organizations are attempting to meet these goals, referred to as the C.L.A.

Triad, which is the “practice of defending information from unauthorized access, use, disclosure, disruption,

modification, inspection, recording or destruction,”
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 In a 2004 editorial in the Washington Post, U.S. Senators Bill Frist and Hillary Clinton supported
this observation, stating” [patients] need...information, including access to their own health records... At the same
time, we must ensure the privacy of the systems, or they will undermine the trust they are designed to create,” A
2005 report by the California Health Care Foundation found that "67 percent of national respondents felt 'somewhat'
or 'very concerned' about the privacy of their personal medical records".

* The importance of privacy in electronic health records became prominent with the passage of the
American Recovery and Reinvestment Act ( ARRA) in 2009. One of the provisions ( known as the Health
Information Technology for Economic and Clinical Health [HITECH] Act) of the ARRA mandated incentives to
clinicians for the implementation of electronic health records by 201 5.Privacy advocates in the United States have
raised concerns about unauthorized access to personal data as more medical practices switch from paper to
electronic medical records. The Office of the National Coordinator for Health Information Technology ( ONC)
explained that some of the safety measures that EHR systems can utilize are passwords and pin numbers that control

access to such systems, encryption of information, and an audit trail to keep track of the changes made to records.
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* Article 8—Right to respect for private and family life1. Everyone has the right to respect for his
private and family life, his home and his correspondence. 2. There shall be no interference by a public authority with
the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the country, for the prevention of disorder
or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. (Article 8

ECHR)
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* The new EU Regulation on the protection of personal data: what does it mean for patients?

" In May 201 6, the European Union adopted a new Regulation (EU) 2016/679 on the protection of
personal data. The European Patients’ Forum has actively advocated for a balanced approach to protect patients’
privacy while ensuring patient’s data can be shared for healthcare and research purposes since the publication of the
proposal for a regulation in 2012. The final Regulation provides more rights to citizens to be better informed about
the use made of their personal data, and gives clearer responsibilities to people and entities using personal data.

™" This document outlines what this new legislation means from a patients’ perspective and how
patients’ organisations can contribute to ensuring that patients’ rights to privacy, data sharing, and accessing their
health data are implemented optimally.

" Personal data is information about a particular natural person that allows, or could allow identifying
the person. It is important to distinguish between identifiable data (even if it is key coded) and data that is rendered
completely anonymous, as the Regulation applies to the former, and not the later (Recital 3 6 ). It may be any
information relating to an individual, whether it relates to his or her private, professional or public life. To be

covered by the Regulation the data need to be collected and used by someone else (a person or legal entity).
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" The new regulation seeks to empower citizens with rights to be informed and puts them more in
control of their personal data. These rights apply to patients in healthcare. They also apply in research, though in this
case there may be some proportionate exemptions defined by the European Union or Member States, as for example

withdrawing a patients’ data could have consequences on the research results and quality.
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” Federal Data Protection Act 2018 (BDSG), Section 5 Designation

(1) Public bodies shall designate a data protection officer. This shall also apply to public bodies
as defined in Section 2 (5) which take part in competition.

(2) A single data protection officer may be designated for several public bodies, taking account
of their organizational structure and size.

(3) The data protection officer shall be designated on the basis of professional qualities and, in
particular, expert knowledge of data protection law and practices and the ability to fulfil the tasks referred
to in Section 7.

(4) The data protection officer may be a staff member of the public body, or fulfil the tasks on the basis of
a service contract.
(5) The public body shall publish the contact details of the data protection officer and communicate them

to the Federal Commissioner for Data Protection and Freedom of Information.
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” Federal Data Protection Act (BDSG), Section 7 Tasks

(1) In addition to the tasks listed in Regulation (EU) 2016/679, the data protection officer shall have at
least the following tasks:

1 . to inform and advise the public body and the employees who carry out processing of their
obligations pursuant to this Act and other data protection legislation, including legislation enacted to implement
Directive (EU) 2016/680;

2 . to monitor compliance with this Act and other data protection legislation, including legislation
enacted to implement Directive (EU) 2016/680, and with the policies of the public body in relation to the protection
of personal data, including the assignment of responsibilities, awareness-raising and training of staff involved in
processing operations, and the related audits;

3. to provide advice as regards the data protection impact assessment and monitor its implementation
pursuant to Section 67 of this Act;

4. to cooperate with the supervisory authority;

5. to act as the contact point for the supervisory authority on issues relating to processing, including
the prior consultation referred to in Section 69 of this Act, and to consult, where appropriate, with regard to any

other matter.



86

~ A A P} ' a v v o W 7 o w
3, leJQW@V]lﬂfJ'J"U@QLLaguluil']ﬂlﬂuulﬂﬁluﬂj']uﬁuwu'ﬁ U @lqﬂixﬁﬂﬂﬂWQﬂ!ﬁlﬂmm
Aulumsg
v Ao & Y o 1 o A 9
4.Qﬂﬂ@\1 Llazﬂﬁmmlﬂuclﬁuﬂﬁ@mﬂﬂ@gmu@;nﬂﬂlu@lﬂum‘ﬁNWﬁM%xﬂ@Q
o Aa A Y ] "9 U A 1 9 0o R KR w L
ﬂuuuﬂ'lile)GlﬁlluGlﬂ'l']ﬂl@yaﬁquuﬂﬂa‘ﬂulllgﬂﬁﬂ\jiﬂElﬂ']uQﬂQ'Jﬁf!ﬂ5$ﬁ\1ﬂ1uﬂ15ﬂﬁzmqawa%$

gnavwsoud lu Taglia;

'
a o

< { Y Y a 9 o [ 1 a I I ) o
5.0 B lugduuuieygaldszydveddmdeyadmsy lumuiludsuiludmsy
[ J
Togiszasalumsilszuiana;
o Aa Y] A Y @ = [ 9 1 A
6. aniiums luanvae Ny Iviuladeanuilasansvestoyadiuyanaitminzau
= [} 1 Yo A A 1 9 =) o
sawdamstlesnumsdszuianalaslildsveynranseAangninonazaedumsgydoiiaie
[ 3’.; a 4 4
wioanudevelag lildaalalasldunasnmsmanatinniessdnsnmunzan™
a 1 9
1131 67 M3szluransznAeNIANATEITYA
(1) Tupsainszanveamsiszuiranalasmnizediaganis lasma Tuladlvinas
o =R <K a a [ 4 =\ 9 d' 1 Y Aa
MIIDIFITUTIAVO VIRV UNIA T szasaveanisdszuranalinu Tdunvzdanalviing

~ 1 ! s Yo v a 9 9 £
mmmmammmmwaﬂiﬂwuﬂmumiﬂmimmmgwmwmwwaya@ﬂ’mﬂmwm

o A a o A ! ] A @ 4
mmumi‘ﬂizmuNaﬂizm‘ummmimmumsﬂizmawaﬁmmmummﬂuﬁm%ua

U

* Federal Data Protection Act (BDSG), Section 47 General principles for processing personal data

Personal data shall be

1. processed lawfully and fairly;

2 . collected for specified, explicit and legitimate purposes and not processed in a manner that is
incompatible with those purposes;

3. adequate, relevant and not excessive in relation to the purposes for which they are processed,;

4. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified
without delay;

5. kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which they are processed,

6. processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorized or unlawful processing and against accidental loss, destruction or damage, using appropriate

technical or organizational measures.
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*' Federal Data Protection Act (BDSG), Section 67 Conducting a data protection impact assessment

(1) Where a type of processing in particular using new technologies, and taking into account the
nature, scope, context and purposes of the processing, is likely to result in a substantial risk to the legally protected
interests of data subjects, the controller shall, prior to the processing, carry out an assessment of the impact of the
envisaged processing operations on the data subjects.

(2) A joint assessment may address a set of similar processing operations that present similar
substantial risks.

(3) The controller shall involve the Federal Commissioner in carrying out the impact assessment.

(4) The impact assessment shall take the rights of the data subjects affected by the processing into
account and shall contain at least the following:

1. a systematic description of the envisaged processing operations and the purposes of the processing;

2. an assessment of the necessity and proportionality of the processing operations in relation to their
purposes;

3. an assessment of the risks to the legally protected interests of the data subjects; and
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4. the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with the law.

(5) Where necessary, the controller shall carry out a review to assess whether processing is performed
in accordance with the data protection impact assessment.

* Federal Data Protection Act 2018 (BDSG), Section 83 Compensation

(1) If a controller has caused a data subject to suffer damage by processing personal data in violation
of this Act or other law applicable to this processing, the controller or its legal entity shall be obligated to provide
compensation to the data subject. This obligation to provide compensation shall not apply if, in the case of non-
automated processing, the damage was not the result of fault by the controller.

(2) The data subject may request appropriate financial compensation for non-material damage.

(3) If, in the case of automated processing of personal data, it is not possible to determine which of
several controllers caused the damage, each controller or its legal entity shall be liable.

(4) Section 254 of the Civil Code shall apply to contributory negligence on the part of the data subject.

(5) The limitation provisions stipulated for tortious acts in the Civil Code shall apply accordingly with

regard to statutory limitation.
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3.4.1 E-Health

A v A [ =Y = Y a %
WOIUN 1 NINYIAN A.A. 2012 (W.f1. 2555) ﬁjﬂ;‘iﬂ’dLﬂﬁ@iﬁﬂ@ﬁl@imﬂqmﬂﬂ@]’lﬁzﬂﬂ

a e’d‘ 9 @

@ ad 4 o A 1
°]J°Llﬁﬂﬁ“UﬂTWi’)Laﬂﬂﬁi’)uﬂﬁﬂﬂﬂﬂﬂN@'JEJ@]'JL?N (PCEHR) (E-Health)84 Lﬁeszuummumﬁ@mq

a q

A »

% 9 ad Y a Y =2 9 Yo
ﬁhuimigﬂﬂ%53’lelallf]yﬁﬁ";iﬂﬂ%‘i’E)Lﬁﬂ‘l/]i’E')’L!ﬂﬁ‘ﬂ%ﬂﬂ11@8§ﬁﬁﬂiﬂ15ﬂ1uﬂ1i§"]!lﬁq"Uﬂ1WG]Nulﬂ'i‘u

% The World Health Organisation defines E-Health as ‘the combined use of electronic communication
and information technology in the health sector.” In more practical terms, E-Health is the means of ensuring that the
right health information is provided to the right person at the right place and time in a secure, electronic form for the
purpose of optimising the quality and efficiency of health care delivery. E-Health should be viewed as both the
essential infrastructure underpinning information exchange between all participants in the Australian health care
system and as a key enabler and driver of improved health outcomes for all Australians. ; National E-Health
Strategy SUMMARY December 2008. Australian Health Ministers' Conference, website www.ahmac.gov.au, p.1.

* «Australian Government - Department of Health and Ageing,”
(http://www.yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/pcehr-governance#. UZbkq5SUWFFEJ).

PCEHR Governance. Retrieved 18 May 2013.
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% “National E-Health Transition Authority (NEHTA),” (http://www.nehta. gov.au/our-work/pcehr).
Our Work - PCEHR. Retrieved 18 May 2013.

% «Australian Government - Department of Health and Ageing,”
(http://www.yourhealth.gov.au/internet/yourhealth/publishing.nsf/Content/pcehr-benefits#. UZcW8pUWHEFJ).
Expected benefits of the national PCEHR system. Retrieved 18 May 2013.

¥ «Australian Government — ComLaw,” ( http: // www. comlaw. gov. au/ Details/ C201 2A00063) .
Personally Controlled Electronic Health Records Act 2012. Retrieved 18 May 2013.

% « Australian Government - Office of the Australian Information Commissioner,”
(http://www.privacy.gov.au/material s/types/infosheets/view/6541). Information Privacy Principles under the

Privacy Act 1988. Retrieved 18 May 2013.
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% «Australian Government - Department of Health and Ageing,”
(http://www.ehealth.gov.au/internet/ehealth/publishin g.nsf/Content/ehealth_privacy). Privacy. Retrieved 18 May
2013.

* Medicare L‘fJusS‘U‘umi@,uaqmmwmmaaﬁmi1,%‘%ﬂ‘ﬁ“lﬁ'u‘%mﬂﬂwmmammwmﬁmxﬁ’ﬁumm
unseemasidennaulae liiFem 1T eus edunue meiﬂwﬁ‘ﬁﬂm%z”lﬁ’%u%z%uagﬁuﬁmﬁmﬁﬂuﬁ
fmualassguiasemaside luvasiimauasdnsdidaimssnent lugmedisassas lulsameuia
Y0357 uanueunsodendsznugunimenyu 1S,
https://www.comparingexpert.com.au/health-insurance/medicare/

*' “Australian Government - Department of Health and Ageing,”
(http://www.ehealth.gov.au/internet/ehealth/publishin g.nsf/Content/ehealth_privacy). Privacy. Retrieved 18 May
2013.

” Showell, CM, “Citizens, patients and policy: a challenge for Australia's national electronic health
record,” Health Information Management Journal. 40 (2): 39-43. doi:10.1177/183335831104000206 (https://doi.
org/10.11 77%2F183335831104000206). PMID 28683627, (2011),
(https://www.ncbi.nlm.nih.gov/pubmed/28683627). http://www.himaa.org.au/members/journal
(http://www.himaa.org.au/members/journal/HIMJ 40 2 2011/HIMJ%?2 040-
2%20Showell%20Challenge%20for%20national %2 0e-health%20record.pdf)
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% Anonymous, “e-Health,” Australian Nursing Journal. 20 (2): 20(2012).

. Spriggs, Merle; Arnold, Michael V; Pearce, Christopher M; Fry, Craig (2012). “Ethical questions
must be considered for electronic health records,” (http://vuir.vu.edu.au/10529/) (Submitted manuscript). Journal of
Medical Ethics. 38 (9): 535-539. doi:10.1136/medethics-2011-100413 (https://doi.org/10.1136%2Fmedethics-201
1-100413). PMID 22573881 (https://www.ncbi.nlm.nih.gov/pubmed/22573881).

* Liaw, S. T; Hannan, T, “Can we trust the PCEHR not to leak?,” (2011),
(https://www.mja.com.au/public/issues/195 04 150811/1ia10586 _letter fm.html). The Medical Journal of
Australia. 195 (4): 222. doi:10.5694/j.13265377.2011.tb03287.x (https://doi.org/10.5694%2F;j.1326-
5377.2011.tb03287.x). PMID 21843131 (https://www.nc bi.nlm.nih.gov/pubmed/21843131).
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% Showell, CM, “Citizens, patients and policy: a challenge for Australia's national electronic health
record,” Health Information Management Journal. 40 (2): 39—43. doi:10.1177/183335831104000206, (2011),
(https://doi.org/10.11 77%2F183335831104000206). PMID 28683627
(https://www.ncbi.nlm.nih.gov/pubmed/28683627). http://www.himaa.org.au/members/journal
(http://www.himaa.org.au/members/journal/HIMJ 40 2 2011/HIMJ%?2 040-
2%20Showell%20Challenge%20for%20national %2 0e-health%20record.pdf)

7 Amoore, Louise & Ball, Kirstie & Graham, Stephen & Green, Nicola & Lyon, David & Murakami
Wood, David & Norris, Clive & Pridmore, Jason & Raab, Charles & Rudinow Saetnan, Ann. (2006). A Report on
the Surveillance Society.

(https://www.researchgate.net/publication/241917099 A Report on_the Surveillance Society)
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% “Paperless NHS supplement: Data protection — it's a breach of trust,”
(http://www.hsj.co.uk/resource-centre/supple ments/paperless-nhs-supplement-data-protection-its-a-breach-of-
trust/5083120.article#.VT -Zog4_eM). Health Service Journal. 13 March 2015. Retrieved 28 April 2015.

* CRIS stands for the Clinical Record Interactive Search system. It is a software solution that removes
information from an electronic medical record that might identify an individual. It then produces a de-identified
database that an NHS organisation can use for research.

"% Anonymous or de-identified data from medical records can be very useful for research. Significant
amounts of information are recorded in these records, particularly the free text notes, and can help organisations

better understand how care is being delivered, the causes of disease and the effectiveness of interventions and

medications. This de-identified data can help answer all these questions.
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"' For some research face to face meetings are required and CRIS can help in this process too. If for

example an NHS Trust wants to speak to patients with schizophrenia who are female and between the ages of 25-45
they can use CRIS to search the anonymous database and find out how many people they have who fit this criteria.
If these people have given their consent to be contacted about relevant research projects, a special process can be
carried out to allow the researchers to get in contact with these (and only these) individuals. To find out more about
this process and/or about being contacted about relevant research work, get in touch with your local NHS Trust. The
home page has a list of all the Trusts involved with links to their websites and where you can find details of how to
get in touch.

' This is data which has had information removed, masked or modified to protect patient privacy.

Items such as name, surname, telephone numbers, addresses and NHS numbers will all be removed or masked to

minimise any chance a patient could be identified from the data.
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"% Bach NHS organisation running CRIS will have a strict process in place to control who can access
the database. All end users will need to register to use CRIS, providing any appropriate evidence of contracts and
training completed as defined by the host NHS organisation. They will also need to have a project application
approved to gain access to any data.

'% A local CRIS administrator will oversee the day to day running of the system. The system captures
all actions carried out on CRIS via an audit log. This enables the CRIS administrator and the organisation to know
exactly how CRIS users are using the system. Additionally, a local oversight committee made up of patient and staff
representatives will monitor the use of CRIS, review project applications (you cannot access any data without an
approved project) and ensure policies and practices are up to date with the latest legislative and organisational
security policies.
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All the Trusts that are part of the CRIS network are also part of a national governance group. The

group is in place to oversee the safe running of CRIS and determine the processes and procedures for how federated
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search works (find out more about federation below). These terms are captured in the UK-CRIS Data Sharing

Agreement and each member NHS Trust have signed a copy of the agreement. The group will provide ongoing

review of the standard operating procedures for CRIS and the privacy impact assessment (a privacy risk assessment)

of the platform to ensure it is kept up to date with developing information governance policies and security

standards. You can find out more about this group and the documents mentioned through the contact page on this

website.


https://crisnetwork.co/
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The patient medical record as a database ; B. E. Jones and M. A. Ould ; King's College Hospital
Computer Centre, 97 Denmark Hill, London SES9RS

"% An early real-time filing system for medical records at King's College Hospital soon demonstrated a
need for planning patient-based information on a grand scale. The filing system was adequate for the early real-time
applications but soon all kinds of patient-based batch systems began to appear, and even real-time applications
acquired their own archive files. This fragmentation of related data sets suggests a database solution. Computerised
patient records may be a 'natural' for database technology since there is so much replication of data across the
information systems in the health care services. The content of a referral letter, say, from General Practitioner to
Clinic, or vice versa, should largely be recorded somewhere already. There are numerous examples of this kind both
within the units of health care—hospitals, health centres, etc.—and across them.
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1. A day-to-day, patient-based medical information system gradually to replace much of the paper-

based medical records, and to speed the flow of information throughout the health care services.
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" The day-to-day information system

""" This is by far the most important area of design because it is where the bulk of the database is
gathered and distributed. Here the quality of the database is established and so is its value.
" The day-to-day information system is already well understood in the sense that computers have
already made some impact, particularly in hospital laboratories. Here we are concerned with a larger pattern and less
with the detailed systems in wards, clinics, surgeries, etc.
oA longer-term information storage system supporting the patient medical record for life and
interfacing with all forms of medical care.

" The long-term information system

"> The intention is to build up a computer-based medical recordfor - life for each patient. Superficially
this is an obvious strategy which becomes more feasible with the advent of computers. It should be possible to
derive valuable supplements to the traditional patient history, saving doctors' time or improving patient care or both.

The long term record should also add another dimension to the possibilities of clinical analysis of the database. In

practice, there are various problems and the kind of benefits expected must take many years to be realised
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" Our objective in this area must be to develop an additional patient data structure, within the

database, called the front end, which is to provide the essential data required of each life-long medical record but not
the detail. Of course, we have yet to establish more than a vague notion of what the essential data is but we do
expect to generate some of it via the day-today information system. Thus, for the time being, the structure and
content of the long-term information base will be mainly derived from the day-to-day system—although the latter is
logically a subset of the former.

""" Preservation of data for long periods—perhaps 70 years— introduces two further problems of
maintaining relevance and compatibility, which are beyond the scope of this paper.

""" 3. An information base suitable for various types of clinical and administrative analysis.

""" The statistical information system

" The challenge of clinical and administrative analysis requires careful consideration. The problem is
that an information system that supports rather than dictates to the medical record cannot ever be either wholly

accurate or complete. Computer techniques may compare favourably with paper systems in this respect, but that is

not saying much.
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2UIf the day-to-day information system integrates well with users, there will be two-way information

flow between the database and users and it is reasonable to suppose that the quality of information recorded will
improve dramatically. If the computer system collects data with no real feed-back to users, then the database cannot
be regarded as good for analysis. Whatever the quality of data the statistical techniques used on the database should
be more akin to census studies than direct counts of admissions, etc. Then, up to a point, the sheer volume of the
database can be expected to eliminate problems of data quality.

122 Analysis of the database does raise specific problems of the compatibility of data and whether data
should be coded as is sometimes argued, but we ignore these issues here.

"> The Younger Committee in England and the Department of Health, Education and Welfare in the
United States have both recently reported the findings of their respective investigations into the subject of database
privacy and the citizen.
*tisa telling comment on the ambiguity of the subject that the Younger Committee feels there is no
need for urgency in respect of detailed controls and have presented an advisory document full of 'shoulds' whilst the

Americans come to the opposite conclusion and arm their proposals with imperatives. In the final analysis, data will

only be as private as its users are prepared to make it.
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2 Many of the Younger Committee principles are matters for the Medical Profession with respect to

patient records, rather than requirements for database design. In particular, database content, how it is used, how
long it is kept, etc. are not easily defined as Younger would recommend. On the other hand, the database design can
ensure, at some cost, proper access controls and other mechanisms in support of Younger.
% Legal requirements

" This area is not well defined, either. For example, hospital inpatient and outpatient information
must be held for six years after the last attendance at the hospital by the patient. A medical record-for-life appears to
meet this kind of requirement almost by definition.

However, the legal problem is essentially one of providing evidence in cases of litigation. Then the database must

provide information with the legal status of 'notes taken at the time'. This implies the reconstruction of a patient's

record to the state it was in at a particular moment, and identification of the source of all the content.



104

Fotinanunaiia

TumsdfiasidesnumudmsuszuudoyassalunismuaniodisireTagly
maTuTagidaguiu'™

1. 9ANINBIHS)

[ v
Tutmafudiu ) bilgnesRudoyananua 13w Iddmsidhds Tasasawnuoeu lari

=) o

Y 1 91 E v I 9 9 =X =
ﬂ?ﬂlﬁ(ﬂwali@\‘lFl]’lﬂ')ﬂll’lﬂﬂ’li“lﬁ]’lﬂ a0 um1miimmueuau”aLL‘]J’ULGUmﬂﬂEJin]mJi1ﬂ1gﬂama$
a v @ 2 ' V9 o 13 I a ] ] U ]
uﬂlumﬂzWﬁmlWﬂﬂlucluﬁ)mﬂmﬂﬁmulummﬁmﬂ LlﬁﬂlﬂﬂUﬂglﬂuﬂj'llﬁ]i\‘lE]EJ’IQL!TJH@HT]ET'JHG]’N
4 @ I ] A o U o v a3 9 o '
iwnﬁllmi]zﬂﬁﬂﬂﬁ’agizW’meﬂuﬂmﬂm’mumii]mmmmgmmumgﬂ‘mmuaummﬂmmﬂ
1 < 9 2 v & 9 wa Y Aaa Y R I ax v & A o '

LHyman mﬂmqumﬁ]mﬂ‘uﬂlﬂyja‘1J585’m@ﬂ’st’muﬂ%ﬂimuaﬂmtﬂuaﬁmiimmmnﬂiz‘ﬂﬂﬂﬂ’n

S 9 & 129
ﬂﬁ‘W‘(’ﬂfJ'liJLﬂ‘]J"lJ@ﬂJ“ﬁVIQW?J@]LL“]J“]J@@‘L!“@‘L!

4 s ) =2 9 A o o o ) = PXl
G]fE]‘V\IG]LL’JiiTLJ"UE]lluafl]W]EJ\‘1ll’(,WE]TL!’JEJﬂ’JTlIﬁzﬂﬁﬂﬁ1ﬁiﬂﬂﬁﬂ1ﬂm%izmEJ‘L!"]J’ENQ{’]J’JEJ
9 @ o 9 A 3 v o A o 130

mﬂgmmeuﬁﬂi}i;uu"lﬂmgmmauﬂamﬂuanmaﬂumqﬂaUﬂummwmwu@

9y =
2. MIVIN

A o o Y Y o

] ) v ) o Yo v
fﬂi!,"llTﬂQﬁWHﬂlﬂyﬂﬁﬁ)\ﬂﬂﬂ'}ﬁnmgﬂﬁ‘WEﬂﬂﬁ‘ﬂ 1NN l,l,ﬁ%@60L%1ﬂ1ﬂ@ﬂﬂﬂ’)13ﬁ]ﬁ]\iﬂ1i

a o v 9 ] o A " A o Y X

all’t’NLL’E)‘IJWﬁLﬂGHu é’“l%gmmauuaaau”lamﬂuﬂaummamummﬂwamﬁuuwwqmwmm LU
v A o v y a 2 ! < o v

TﬂEJLTIWW’t’)fJNfNul‘ﬂfo@WuleﬂiJfﬁ]gﬂ@QLﬂWlIM’E)fJNi’JﬂLi’JNTﬂW?JVIﬂz@@ﬂﬁillﬂﬂﬂﬁ{l%ﬁuelu

QU

In practical terms, then, the database must record who makes additions and changes to the patient data and when.
Changes, comments, etc. must be effected without loss of the amended data so that the earlier state can be
reconstructed.

"% Technical constraints in practice, we must plan for a real information system on a simple
configuration using current technology.
""'1. Archives

It is not possible at present to hold all the data in on-line direct access files for reasons of bulk,
expense, etc. Although direct access storage will undoubtedly become cheaper and more compact in future it is
almost certainly true that a considerable price differential will still exist between such techniques and mass serial
storage such as magnetic tape. In view of this, the archival of low activity patient records is and will remain a more
economical approach to storage than attempting to hold all data on-line.
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The database software must therefore include facilities for moving patient medical records from the

current database to the archive database and vice versa as required.
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2. Accessibility

Access to the database takes finite time and resources, and this must be compatible with the needs of
the applications. On-line users of the database are the main problem since they compete for the resources. A
particular access to the database must take place quickly enough to satisfy the on-line user who instigated it; it must
also not tie up too much of the computer resources else it will interfere with other users of the computer. Of course,
the more common the type of access the more critical each of these factors becomes.
"2 This will affect the structure of the on-line database. Common modes of on-line access to the
database must operate efficiently and the structure can make all the difference. Only in an idealized hardware
situation is this just a mapping problem.

3, Recovery of the on-line database

Security of the archive database can be provided by grandfather father- son techniques but the back-up strategy for

the on-line database is inextricably related to other design considerations.

1 According to the requirements of security, at least two copies of each update to the database must

be filed, in addition to the update itself. This provides the two levels of back-up but places an additional burden on

the time and resources involved in database access. This influences considerations of internal structure.
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"> From another point of view, the speed of the recovery process must be taken into account. Thus if

the database is maintained entirely in duplicate, the operation of first level back-up is trivial but the duplication itself
may tie up excessive resources for normal access.
% 4. Control of access to on-line data

A system of access management is required to avoid certain types of overlapped access to the
database by independent users. The 'lockout' system adopted is also related to both access and recovery
considerations. Ideally the database structure should avoid logical dependencies across the actual data statements,
although this is quite impossible to achieve in practice. However, the less the logical relationships stretch across the
database the better. In the worst extreme, the entire database has to be 'locked' out from other users while each
online access is performed. This would presumably have a serious effect on a highly conversational system. Lock-

outs at patient level might also be impracticable on such a system. Ideally, we would like to work as low as segment

level.
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7 Software

The database discussed requires a great deal of software to support it in the following areas:

(a) housekeeping (archive interfacing, file reorganisation, etc.)

(b) archive maintenance (current database interfacing, statistical analysis)

(¢) batch access (input and output)

(d) on-line database recovery

(e) data manipulation.

Further discussion of these is outside the scope of this paper.
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1) Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless-

(a) at least one of the conditions in Schedule 2 is met, and

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met.

2) Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be
further processed in any manner incompatible with that purpose or those purposes

3) Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for
which they are processed

4) Personal data shall be accurate and, where necessary, kept up to date.

5) Personal data processed for any purpose or purposes shall not be kept for longer than is necessary
for that purpose or those purposes.

6) Personal data shall be processed in accordance with the rights of data subjects under this Act.

7) Appropriate technical and organisational measures shall be taken against unauthorised or unlawful

processing of personal data and against accidental loss or destruction of, or damage to, personal data.



109

1) doyadiuyanaszas Iasunslszuianand NgATITULATYOUR BN HIBLAY
o ' £y 1% o A ' ) = A A o )
m3ilszurananinandesdeandesnung immizizatedeioenilang (ngvuaue1915u 1%
(% 9 1 dld 1
nudeyadiuyananiinnuseu g

9 U Yo A o A Y- =
2) ﬂl@yaﬁjuuﬂﬂaﬂgulﬂﬁ‘ﬂlll@'lﬁQTJ33ﬁ'\‘]ﬂ1/]531!ll'JIﬂﬂlﬂWTgllaggﬂﬂgﬁNWﬂﬁuﬂ

v 9
A v v @ v

@ s A ] 1 A a @ P2
TagUszaen Wiennn uazaz ligniszuanamuanludnyazla o Nvanuiagilseaediu
A o SA
Wi@j@]@ﬂﬁgﬁﬂﬂﬂu 9
9 1 £y ~ = Y A a Aoy o o
3) m@%ﬁﬁ?uuﬂﬂﬁﬂgﬁ@QLWSQW@ AT DANAD Llazuﬂiu1mmﬁuwuﬁﬂu

Jagisvasala q wienareingiszasd lumsilszulana

EY J o & £y @ Y o @ '
) Yoyadiuynnaszaoignasaazmnsuiludeslimslsvlyaldiuadvodiane
9
) voyad

N

1 [

A 4 o ] <
uyananlszinanaiioinglizassviodnglszasdla q agligninyl3

Q

5

Y
) % %

a o X A v J Y
mumummmzﬂummmmqﬂigmﬂuuma’mqﬂizmﬂmmuu

9 ' 9

6) ToyadiuynnavzdesgnilszuianasdndoanasIn@nsueus vesteyany

U Q

wn A o

o 4
Wiy Inglizaen
7) wasmsnamatianmnzaugminnldaasiunsidszuranawivesdoyadiu
] Yo A A [ A o = d'
ynna Tagli ldsvougravseaangrne uaztesnumsgymevsomshateuazanuidenieh
S 9 1
uApvoyadIuYAAA
8) Yoyadruynnavy lugnoeTou ludvlszmanieauuauuenasygnog 1l
Y 1 A A gJ/ Yo Y [ d' S o v A a =)
Auuailszmanseauuaniu ldsumsquasosluszauimisaned s udnsuazainimues

Y 9 A A 9y @ 9 1
Lﬁ]"l%@\isllﬂﬂsljaﬂlﬂﬂ?"llﬂ\‘iﬂﬂﬂWSﬂigﬁJﬁawaﬂlﬂHﬂﬁ'}uuﬂﬂﬂ

8) Personal data shall not be transferred to a country or territory outside the European Economic Area
unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in

relation to the processing of personal data.
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Directive 95/46/EC of the European parliament and of the council of 24 October

1995 (2538)

915N AUM ﬁ (1) Whereas the objectives of the Community, as laid down in the
Treaty, as amended by the Treaty on European Union, include creating an ever closer union
among the peoples of Europe, fostering closer relations between the States belonging to the
Community, ensuring economic and social progress by common action to eliminate the barriers
which divide Europe, encouraging the constant improvement of the living conditions of its
peoples, preserving and strengthening peace and liberty and promoting democracy on the basis of
the fundamental rights recognized in the constitution and laws of the Member States and in the
European Convention for the Protection of Human Rights and Fundamental Freedoms;

015 1151‘1J‘I/I17i (2) Whereas data-processing systems are designed to serve man; whereas
they must, whatever the nationality or residence of natural persons, respect their fundamental
rights and freedoms, notably the right to privacy, and contribute to economic and social progress,
trade expansion and the well-being of individuals;

GRESTEIRIR] ﬁ (10) Whereas the object of the national laws on the processing of
personal data is to protect fundamental rights and freedoms, notably the right to privacy, which is
recognized both in Article 8 of the European Convention for the Protection of Human Rights and
Fundamental Freedoms and in the general principles of Community law; whereas, for that reason,
the approximation of those laws must not result in any lessening of the protection they afford but

must, on the contrary, seek to ensure a high level of protection in the Community;
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Article 2
Definitions

For the purposes of this Directive:

(a) 'personal data' shall mean any information relating to an identified or identifiable
natural person ('data subject'); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors specific
to his physical, physiological, mental, economic, cultural or social identity;

(b) 'processing of personal data' ("processing’) shall mean any operation or set of
operations which is performed upon personal data, whether or not by automatic means, such as
collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, blocking, erasure or destruction;

(c) 'personal data filing system' ('filing system') shall mean any structured set of
personal data which are accessible according to specific criteria, whether centralized,
decentralized or dispersed on a functional or geographical basis;

(d) 'controller' shall mean the natural or legal person, public authority, agency or any
other body which alone or jointly with others determines the purposes and means of the
processing of personal data; where the purposes and means of processing are determined by
national or Community laws or regulations, the controller or the specific criteria for his
nomination may be designated by national or Community law;

(e) 'processor' shall mean a natural or legal person, public authority, agency or any
other body which processes personal data on behalf of the controller;

(f) 'third party' shall mean any natural or legal person, public authority, agency or any
other body other than the data subject, the controller, the processor and the persons who, under
the direct authority of the controller or the processor, are authorized to process the data;

(g) 'recipient' shall mean a natural or legal person, public authority, agency or any
other body to whom data are disclosed, whether a third party or not; however, authorities which

may receive data in the framework of a particular inquiry shall not be regarded as recipients;
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(h) 'the data subject's consent' shall mean any freely given specific and informed
indication of his wishes by which the data subject signifies his agreement to personal data relating

to him being processed.

Article 3
Scope

1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of personal data
which form part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as
those provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the economic
well-being of the State when the processing operation relates to State security matters) and the
activities of the State in areas of criminal law,

- by a natural person in the course of a purely personal or household activity.

SECTION I
PRINCIPLES RELATING TO DATA QUALITY
Article 6

1. Member States shall provide that personal data must be:

(a) processed fairly and lawfully;

(b) collected for specified, explicit and legitimate purposes and not further processed
in a way incompatible with those purposes. Further processing of data for historical, statistical or
scientific purposes shall not be considered as incompatible provided that Member States provide
appropriate safeguards;

(c) adequate, relevant and not excessive in relation to the purposes for which they are

collected and/or further processed;
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(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that data which are inaccurate or incomplete, having regard to the purposes for
which they were collected or for which they are further processed, are erased or rectified;

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the data were collected or for which they are further
processed. Member States shall lay down appropriate safeguards for personal data stored for
longer periods for historical, statistical or scientific use.

2. It shall be for the controller to ensure that paragraph 1 is complied with.

SECTION II
CRITERIA FOR MAKING DATA PROCESSING LEGITIMATE
Article 7

Member States shall provide that personal data may be processed only if:

(a) the data subject has unambiguously given his consent; or

(b) processing is necessary for the performance of a contract to which the data subject
is party or in order to take steps at the request of the data subject prior to entering into a contract;
or

(¢) processing is necessary for compliance with a legal obligation to which the
controller is subject; or

(d) processing is necessary in order to protect the vital interests of the data subject; or

(e) processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller or in a third party to whom
the data are disclosed; or

(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by the third party or parties to whom the data are disclosed, except where such
interests are overridden by the interests for fundamental rights and freedoms of the data subject

which require protection under Article 1 (1).
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SECTION III
SPECIAL CATEGORIES OF PROCESSING
Article 8

The processing of special categories of data

1. Member States shall prohibit the processing of personal data revealing racial or
ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and
the processing of data concerning health or sex life.

2. Paragraph 1 shall not apply where:

(a) the data subject has given his explicit consent to the processing of those data,
except where the laws of the Member State provide that the prohibition referred to in paragraph 1
may not be lifted by the data subject's giving his consent; or

(b) processing is necessary for the purposes of carrying out the obligations and
specific rights of the controller in the field of employment law in so far as it is authorized by
national law providing for adequate safeguards; or

(c) processing is necessary to protect the vital interests of the data subject or of
another person where the data subject is physically or legally incapable of giving his consent; or

(d) processing is carried out in the course of its legitimate activities with appropriate
guarantees by a foundation, association or any other non-profit-seeking body with a political,
philosophical, religious or trade-union aim and on condition that the processing relates solely to
the members of the body or to persons who have regular contact with it in connection with its
purposes and that the data are not disclosed to a third party without the consent of the data
subjects; or

(e) the processing relates to data which are manifestly made public by the data subject
or is necessary for the establishment, exercise or defence of legal claims.

3. Paragraph 1 shall not apply where processing of the data is required for the
purposes of preventive medicine, medical diagnosis, the provision of care or treatment or the
management of health-care services, and where those data are processed by a health professional
subject under national law or rules established by national competent bodies to the obligation of

professional secrecy or by another person also subject to an equivalent obligation of secrecy.
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4. Subject to the provision of suitable safeguards, Member States may, for reasons of
substantial public interest, lay down exemptions in addition to those laid down in paragraph 2
either by national law or by decision of the supervisory authority.

5. Processing of data relating to offences, criminal convictions or security measures
may be carried out only under the control of official authority, or if suitable specific safeguards
are provided under national law, subject to derogations which may be granted by the Member
State under national provisions providing suitable specific safeguards. However, a complete
register of criminal convictions may be kept only under the control of official authority.

Member States may provide that data relating to administrative sanctions or
judgements in civil cases shall also be processed under the control of official authority.

6. Derogations from paragraph 1 provided for in paragraphs 4 and 5 shall be notified
to the Commission.

7. Member States shall determine the conditions under which a national identification

number or any other identifier of general application may be processed.

Article 9
Processing of personal data and freedom of expression
Member States shall provide for exemptions or derogations from the provisions of
this Chapter, Chapter IV and Chapter VI for the processing of personal data carried out solely for
journalistic purposes or the purpose of artistic or literary expression only if they are necessary to

reconcile the right to privacy with the rules governing freedom of expression.
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SECTION IV
INFORMATION TO BE GIVEN TO THE DATA SUBJECT
Article 10
Information in cases of collection of data from the data subject
Member States shall provide that the controller or his representative must provide a
data subject from whom data relating to himself are collected with at least the following
information, except where he already has it:
(a) the identity of the controller and of his representative, if any;
(b) the purposes of the processing for which the data are intended;
(c) any further information such as
- the recipients or categories of recipients of the data,
- whether replies to the questions are obligatory or voluntary, as well as the possible
consequences of failure to reply,
- the existence of the right of access to and the right to rectify the data concerning him
in so far as such further information is necessary, having regard to the specific
circumstances in which the data are collected, to guarantee fair processing in respect of the data

subject.

SECTION VIII
CONFIDENTIALITY AND SECURITY OF PROCESSING
Article 16
Confidentiality of processing
Any person acting under the authority of the controller or of the processor, including
the processor himself, who has access to personal data must not process them except on

instructions from the controller, unless he is required to do so by law.
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CHAPTER 111 JUDICIAL REMEDIES, LIABILITY AND SANCTIONS
Article 22
Remedies
Without prejudice to any administrative remedy for which provision may be made,
inter alia before the supervisory authority referred to in Article 28, prior to referral to the judicial
authority, Member States shall provide for the right of every person to a judicial remedy for any

breach of the rights guaranteed him by the national law applicable to the processing in question.

Article 23
Liability
1. Member States shall provide that any person who has suffered damage as a result
of an unlawful processing operation or of any act incompatible with the national provisions
adopted pursuant to this Directive is entitled to receive compensation from the controller for the
damage suffered.
2. The controller may be exempted from this liability, in whole or in part, if he proves

that he is not responsible for the event giving rise to the damage.

Article 24
Sanctions
The Member States shall adopt suitable measures to ensure the full implementation of
the provisions of this Directive and shall in particular lay down the sanctions to be imposed in

case of infringement of the provisions adopted pursuant to this Directive.

Article 26
Derogations
1. By way of derogation from Article 25 and save where otherwise provided by
domestic law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of protection
within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or
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(b) the transfer is necessary for the performance of a contract between the data subject
and the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded
in the interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds,
or for the establishment, exercise or defence of legal claims; or

(e) the transfer is necessary in order to protect the vital interests of the data subject; or

(f) the transfer is made from a register which according to laws or regulations is
intended to provide information to the public and which is open to consultation either by the
public in general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set
of transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate safeguards
with respect to the protection of the privacy and fundamental rights and freedoms of individuals
and as regards the exercise of the corresponding rights; such safeguards may in particular result
from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of
the authorizations it grants pursuant to paragraph 2.

If a Member State or the Commission objects on justified grounds involving the
protection of the privacy and fundamental rights and freedoms of individuals, the Commission
shall take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures to comply with the Commission's
decision.

4. Where the Commission decides, in accordance with the procedure referred to in
Article 31 (2), that certain standard contractual clauses offer sufficient safeguards as required by
paragraph 2, Member States shall take the necessary measures to comply with the Commission's

decision.
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Federal Data Protection Act (BDSG) 2018 (W.fl. 2561)

Section 3
Processing of personal data by public bodies
Public bodies shall be permitted to process personal data if such processing is
necessary to perform the task for which the controller is responsible or to exercise official

authority which has been vested in the controller.

Chapter 3
Data protection officers of public bodies
Section 5
Designation

(1) Public bodies shall designate a data protection officer. This shall also apply to
public bodies as defined in Section 2 (5) which take part in competition.

(2) A single data protection officer may be designated for several public bodies,
taking account of their organizational structure and size.

(3) The data protection officer shall be designated on the basis of professional
qualities and, in particular, expert knowledge of data protection law and practices and the ability
to fulfil the tasks referred to in Section 7.

(4) The data protection officer may be a staff member of the public body, or fulfil the
tasks on the basis of a service contract.

(5) The public body shall publish the contact details of the data protection officer and

communicate them to the Federal Commissioner for Data Protection and Freedom of Information.
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Section 6
Position

(1) The public body shall ensure that the data protection officer is involved, properly
and in a timely manner, in all issues which relate to the protection of personal data.

(2) The public body shall support the data protection officer in performing the tasks
referred to in Section 7 by providing resources necessary to carry out those tasks and access to
personal data and processing operations, and to maintain his or her expert knowledge.

(3) The public body shall ensure that the data protection officer does not receive any
instructions regarding the exercise of those tasks. The data protection officer shall directly report
to the highest management level of the public body. The data protection officer shall not be
dismissed or penalized by the public body for performing his or her tasks.

(4) The dismissal of the data protection officer shall be permitted only by applying
Section 626 of the Civil Code accordingly. The data protection officer’s employment shall not be
terminated unless there are facts which give the public body just cause to terminate without
notice. After the activity as data protection officer has ended, the data protection officer may not
be terminated for a year following the end of appointment, unless the public body has just cause
to terminate without notice.

(5) Data subjects may contact the data protection officer with regard to all issues
related to processing of their personal data and to the exercise of their rights under Regulation
(EU) 2016/679, this Act and other data protection legislation. The data protection officer shall be
bound by secrecy concerning the identity of data subjects and concerning circumstances enabling
data subjects to be identified, unless they are released from this obligation by the data subject.

(6) Where in the course of their activities data protection officers become aware of
data for which the head of a public body or a person employed by such a body has the right to
refuse to give evidence for employment-related reasons, this right shall also apply to the data
protection officer and his or her assistants. The person to whom the right to refuse to give
evidence applies for employment-related reasons shall decide whether to exercise this right unless
it is impossible to effect such a decision in the foreseeable future. Where the right of the data
protection officer to refuse to give evidence applies, his or her files and other documents shall not

be subject to seizure.
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Section 7
Tasks

(1) In addition to the tasks listed in Regulation (EU) 2016/679, the data protection
officer shall have at least the following tasks:

1. to inform and advise the public body and the employees who carry out processing
of their obligations pursuant to this Act and other data protection legislation, including legislation
enacted to implement Directive (EU) 2016/680;

2. to monitor compliance with this Act and other data protection legislation,
including legislation enacted to implement Directive (EU) 2016/680, and with the policies of the
public body in relation to the protection of personal data, including the assignment of
responsibilities, awareness-raising and training of staff involved in processing operations, and the
related audits;

3. to provide advice as regards the data protection impact assessment and monitor its
implementation pursuant to Section 67 of this Act;

4. to cooperate with the supervisory authority;

5. to act as the contact point for the supervisory authority on issues relating to
processing, including the prior consultation referred to in Section 69 of this Act, and to consult,
where appropriate, with regard to any other matter.

In the case of a data protection officer ordered by a court, these tasks shall not refer to
the action of the court acting in its judicial capacity.

(2) The data protection officer may perform other tasks and duties. The controller or
processor shall ensure that any such tasks and duties do not result in a conflict of interests.

(3) The data protection officer shall in the performance of his or her tasks give due
regard to the risk associated with processing operations, taking into account the nature, scope,

context and purposes of processing.
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Part 2
Implementing provisions for processing for purposes in accordance with Article 2 of
Regulation (EU) 2016/679
Chapter 1
Legal basis for processing personal data
Sub-chapter 1
Processing of special categories of personal data and processing for other purposes
Section 22
Processing of special categories of personal data

(1) By derogation from Article 9 (1) of Regulation (EU) 2016/679, the processing of
special categories of personal data as referred to in Article 9 (1) of Regulation (EU) 2016/679
shall be permitted

1. by public and private bodies if

a) processing is necessary to exercise the rights derived from the right of social
security and social protection and to meet the related obligations;

b) processing is necessary for the purposes of preventive medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of health or
social care or treatment or the management of health or social care systems and services or
pursuant to the data subject’s contract with a health professional and if these data are processed
by health professionals or other persons subject to the obligation of professional secrecy or under
their supervision;

¢) processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high standards of
quality and safety of health care and of medicinal products or medical devices; in addition to the
measures referred to in subsection 2, in particular occupational and criminal law provisions to
ensure professional secrecy shall be complied with; or

d) processing is urgently necessary for reasons of substantial public interest;

2. by public bodies if

a) processing is necessary to prevent a substantial threat to public security;
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b) processing is urgently necessary to prevent substantial harm to the common good
or to safeguard substantial concerns of the common good; or

c) processing is necessary for urgent reasons of defence or to fulfil supra- or
intergovernmental obligations of a public body of the Federation in the field of crisis management
or conflict prevention or for humanitarian measures;

and as far as the interests of the controller in data processing in the cases of no. 1 (d)
and no. 2 outweigh the interests of the data subject.

(2) In the cases of subsection 1, appropriate and specific measures shall be taken to
safeguard the interests of the data subject. Taking into account the state of the art, the cost of
implementation and the nature, scope, context and purposes of processing as well as the risks of
varying likelihood and severity for rights and freedoms of natural persons posed by the
processing, these measures may include in particular the following:

1. technical organizational measures to ensure that processing complies with
Regulation (EU) 2016/679;

2. measures to ensure that it is subsequently possible to verify and establish whether
and by whom personal data were input, altered or removed;

3. measures to increase awareness of staff involved in processing operations;

4. designation of a data protection officer;

5. restrictions on access to personal data within the controller and by processors;

6. the pseudonymization of personal data;

7. the encryption of personal data;

8. measures to ensure the ability, confidentiality, integrity, availability and resilience
of processing systems and services related to the processing of personal data, including the ability
to rapidly restore availability and access in the event of a physical or technical incident;

9. a process for regularly testing, assessing and evaluating the effectiveness of
technical and organizational measures for ensuring the security of the processing;

10. specific rules of procedure to ensure compliance with this Act and with

Regulation (EU) 2016/679 in the event of transfer or processing for other purposes.
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Chapter 2
Rights of the data subject
Section 32
Information to be provided where personal data are collected from the data subject

(1) In addition to the exception in Article 13 (4) of Regulation (EU) 2016/679, the
obligation to provide information to the data subject according to Article 13 (3) of Regulation
(EU) 2016/679 shall not apply if providing information about the planned further use

1. concerns the further processing of data stored in analogue form, for which the
controller directly contacts the data subject through the further processing; the purpose is
compatible with the original purpose for which the data were collected in accordance with
Regulation (EU) 2016/679; the communication with the data subject does not take place in digital
form; and the interest of the data subject in receiving the information can be regarded as minimal,
given the circumstances of the individual case, in particular with regard to the context in which
the data were collected;

2. would, in the case of a public body, endanger the proper performance of tasks as
referred to in Article 23 (1) (a) to (e) of Regulation (EU) 2016/679 for which the controller is
responsible, and the controller’s interests in not providing the information outweigh the interests
of the data subject;

3. would endanger public security or order or would otherwise be detrimental to the
welfare of the Federation or a Land, and the controller’s interests in not providing the information
outweigh the interests of the data subject;

4. would interfere with the establishment, exercise or defence of legal claims, and the
controller’s interests in not providing the information outweigh the interests of the data subject; or

5. would endanger a confidential transfer of data to public bodies.

(2) If information is not provided to the data subject pursuant to subsection 1, the
controller shall take appropriate measures to protect the legitimate interests of the data subject,
including providing the information referred to in Article 13 (1) and (2) of Regulation (EU)
2016/679 for the public in precise, transparent, understandable and easily accessible form in clear

and simple language. The controller shall set down in writing the reasons for not providing
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information. The first and second sentences shall not apply in the cases of subsection 1 nos. 4 and
5.

(3) If notification is not provided in the cases of subsection 1 because of a temporary
obstacle, the controller shall meet the obligation to provide information, while taking into account
the specific circumstances of processing, within an appropriate period after the obstacle has

ceased to exist, but no later than two weeks.

Chapter 5
Penalties
Section 41
Application of provisions concerning criminal proceedings and proceedings to impose
administrative fines
(1) Unless this Act provides otherwise, the provisions of the Administrative Offences
Act shall apply accordingly to violations pursuant to Article 83 (4) to (6) of Regulation (EU)
2016/679. Sections 17, 35 and 36 of the Administrative Offences Act shall not apply. Section 68
of the Administrative Offences Act shall apply on the condition that the regional court shall
decide if the administrative fine exceeds the amount of one hundred thousand euros.
(2) Unless this Act provides otherwise, the provisions of the Administrative Offences
Act and the general laws on criminal procedures, namely the Code of Criminal Procedure and the
Judicature Act, shall apply accordingly in proceedings for violations pursuant to Article 83 (4) to
(6) of Regulation (EU) 2016/679. Sections 56 to 58, 87, 88, 99 and 100 of the Administrative
Offences Act shall not apply. Section 69 (4), second sentence of the Administrative Offences Act
shall apply on the condition that the public prosecutor’s office may stop the proceedings only
with the approval of the supervisory authority which issued the administrative decision imposing

a fine.
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Section 42
Penal provisions

(1) The following actions done deliberately and without authorization with regard to
the personal data of a large number of people which are not publicly accessible shall be
punishable with imprisonment of up to three years or a fine:

1. transferring the data to a third party or

2. otherwise making them accessible

for commercial purposes.

(2) The following actions done with regard to personal data which are not publicly
accessible shall be punishable with imprisonment of up to two years or a fine:

1. processing without authorization, or

2. fraudulently acquiring

and doing so in return for payment or with the intention of enriching oneself or
someone else or harming someone.

(3) Such offences shall be prosecuted only if a complaint is filed. The data subject,
the controller, the Federal Commissioner and the supervisory authority shall be entitled to file
complaints.

(4) A notification pursuant to Article 33 of Regulation (EU) 2016/679 or a
communication pursuant to Article 34 (1) of Regulation (EU) 2016/679 may be used in criminal
proceedings against the person required to provide a notification or a communication or relatives
as referred to in Section 52 (1) of the Code of Criminal Procedure only with the consent of the

person required to provide a notification or a communication.

Section 43
Provisions on administrative fines
(1) Intentionally or negligently engaging in the following shall be deemed an
administrative offence:
1. in violation of Section 30 (1) failing to treat a request for information properly, or
2. in violation of Section 30 (2), first sentence, failing to inform a consumer or doing

so incorrectly, incompletely or too late.
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(2) An administrative offence may be punished by a fine of up to fifty thousand
euros.

(3) Authorities and other public bodies as referred to in Section 2 (1) shall not be
subject to any administrative fines.

(4) A notification pursuant to Article 33 of Regulation (EU) 2016/679 or a
communication pursuant to Article 34 (1) of Regulation (EU) 2016/679 may be used in
proceedings pursuant to the Administrative Offences Act against the person required to provide a
notification or a communication or relatives as referred to in Section 52 (1) of the Code of
Criminal Procedure only with the consent of the person required to provide a notification or a

communication.

Chapter 6
Legal remedies
Section 44
Proceedings against a controller or processor
(1) Proceedings against a controller or a processor for a violation of data protection
law within the scope of Regulation (EU) 2016/679 or the rights of the data subject contained
therein may be brought by a data subject before the court in the place where the controller or
processor has an establishment. Proceedings pursuant to the first sentence may also be brought
before the court in the place where the data subject has his or her habitual residence.
(2) Subsection 1 shall not apply to proceedings against public authorities acting in the
exercise of their sovereign powers.
(3) If the controller or processor has designated a representative pursuant to Article
27 (1) of Regulation (EU) 2016/679, this representative shall also be an authorized recipient in
civil law proceedings pursuant to subsection 1. Section 184 of the Code of Civil Procedure shall

remain unaffected.
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Section 46
Definitions

For the purposes of this Act

1. ‘personal data’ means any information relating to an identified or identifiable
natural person (data subject); an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that person;

2. ‘processing’ means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such as collection,
recording, organization, structuring, storage, adaptation, alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment, combination,
restriction, erasure or destruction;

3. ‘restriction of processing’ means the marking of stored personal data with the aim
of limiting their processing in the future;

4. ‘profiling’ means any form of automated processing of personal data involving the
use of personal data to evaluate certain personal aspects relating to a natural person, in particular
to analyse or predict aspects concerning that natural person's performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour, location or movements;

5. ‘pseudonymization’ means the processing of personal data in such a manner that
the data can no longer be attributed to a specific data subject without the use of additional
information, provided that such additional information is kept separately and is subject to
technical and organizational measures to ensure that the personal data cannot be attributed to an
identified or identifiable natural person;

6. ‘filing system’ means any structured set of personal data which are accessible
according to specific criteria, whether centralized, decentralized or dispersed on a functional or
geographical basis;

7. ‘controller’ means the natural or legal person, public authority, agency or any
other body which alone or jointly with others determines the purposes and means of the

processing of personal data;
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8. ‘processor’ means a natural or legal person, public authority, agency or other body
which processes personal data on behalf of the controller;

9. ‘recipient’ means a natural or legal person, public authority, agency or other body
to which the personal data are disclosed, whether a third party or not. However, public authorities
which may receive personal data in the framework of a particular inquiry in accordance with
Union or other law shall not be regarded as recipients; the processing of those data by those
public authorities shall be in compliance with the applicable data protection rules according to the
purposes of the processing;

10. ‘personal data breach’ means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data
processed;

11. ‘genetic data’ means personal data, relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiology or the
health of that natural person and which result, in particular, from an analysis of a biological
sample from the natural person in question;

12. ‘biometric data’ means personal data resulting from specific technical processing
relating to the physical, physiological or behavioural characteristics of a natural person which
allow or confirm the unique identification of that natural person, in particular facial images or
dactyloscopic data;

13. ‘data concerning health’ means personal data related to the physical or mental
health of a natural person, including the provision of health care services, which reveal
information about his or her health status;

14. ‘special categories of personal data’

a) data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership;

b) genetic data;

¢) biometric data for the purpose of uniquely identifying a natural person;

d) data concerning health; and

e) data concerning a natural person’s sex life or sexual orientation;
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15.  ‘supervisory authority’ means an independent public authority which is
established by a Member State pursuant to Article 41 of Directive (EU) 2016/680;

16. ‘international organization’ means an organization and its subordinate bodies
governed by public international law, or any other body which is set up by, or on the basis of, an
agreement between two or more countries;

17. ‘consent’ means any freely given, specific, informed and unambiguous indication
of the data subject's wishes in a particular case by which he or she, by a statement or by a clear

affirmative action, signifies agreement to the processing of personal data relating to him or her.

Section 47
General principles for processing personal data

Personal data shall be

1. processed lawfully and fairly;

2. collected for specified, explicit and legitimate purposes and not processed in a
manner that is incompatible with those purposes;

3. adequate, relevant and not excessive in relation to the purposes for which they are
processed;

4. accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay;

5. kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which they are processed;

6. processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorized or unlawful processing and against accidental loss,

destruction or damage, using appropriate technical or organizational measures.
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Chapter 2
Legal basis for processing personal data
Section 48

Processing of special categories of personal data

(1) The processing of special categories of personal data shall be allowed only where

strictly necessary for the performance of the controller’s tasks.

(2) If special categories of personal data are processed, appropriate safeguards for the

legally protected interests of the data subject shall be implemented. Appropriate safeguards may

be in particular
1.

2.

7.
8.

specific requirements for data security or data protection monitoring;

special time limits within which data must be reviewed for relevance and erasure;
measures to increase awareness of staff involved in processing operations;
restrictions on access to personal data within the controller;

separate processing of such data;

the pseudonymization of personal data;

the encryption of personal data; or

specific codes of conduct to ensure lawful processing in case of transfer or

processing for other purposes.

Section 51

Consent

(1) If personal data may be processed by law on the basis of consent, the controller

must be able to present evidence of the data subject’s consent.

(2) If the data subject's consent is given in the context of a written declaration which

also concerns other matters, the request for consent shall be presented in a manner which is

clearly distinguishable from the other matters, in an intelligible and easily accessible form, using

clear and plain language.

(3) The data subject shall have the right to withdraw his or her consent at any time.

The withdrawal of consent shall not affect the lawfulness of processing based on consent before

its withdrawal. The data subject shall be informed of this before giving consent.
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(4) Consent shall be effective only when based on the data subject’s free decision.
When assessing whether consent was freely given, the circumstances in which it was given must
be taken into account. The data subject shall be informed of the intended purpose of the
processing. If necessary in the individual case or on request, the data subject shall also be
informed of the consequences of withholding consent.

(5) If special categories of personal data are to be processed, the consent must

explicitly refer to these data.

Section 53
Confidentiality
Persons employed in data processing shall not process personal data without
authorization (confidentiality). They shall be obligated when taking up their duties to maintain

confidentiality. The obligation of confidentiality shall continue after their employment ends.

Chapter 3
Rights of the data subject
Section 55
General information on data processing
The controller shall provide general and publicly accessible information on
1. the purposes of the processing,
2. the rights of data subjects with regard to the processing of their personal data to
access, rectification, erasure and restriction of processing,
3. the names and contact details of the controller and the data protection officer,
4. the right to lodge a complaint with the Federal Commissioner, and

5. the contact details of the Federal Commissioner
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Section 57
Right of access

(1) The controller shall inform data subjects on request whether data concerning them
are being processed. Data subjects shall also have the right to information about

1. the personal data being processed and the categories to which they belong;

2. the available information on the origin of the data;

3. the purposes of and legal basis for the processing;

4. the recipients or categories of recipients to whom the data have been disclosed, in
particular recipients in third countries or international organizations;

5. the period for which the data will be stored, or if that is not possible, the criteria
used to determine that period;

6. the existence of the right to rectification or erasure of data or restriction of
processing of data by the controller;

7. the right pursuant to Section 60 to lodge a complaint with the Federal
Commissioner, and

8. the contact details of the Federal Commissioner.

(2) Subsection 1 shall not apply to personal data recorded only because they may not
be erased due to legal or statutory provisions on retention, or only for purposes of monitoring data
protection or safeguarding data, if providing information would require a disproportionate effort,
and appropriate technical and organizational measures make processing for other purposes
impossible.

(3) No information shall be provided if the data subject does not provide information
enabling the data to be located and if the effort required is therefore disproportionate to the data
subject’s interest in the information.

(4) Subject to the conditions of Section 56 (2), the controller may dispense with the
provision of information pursuant to subsection 1, first sentence, or restrict, wholly or partly, the
provision of information pursuant to subsection 1, second sentence.

(5) If the information to be provided relates to the transfer of personal data to the
authorities for the protection of the Constitution, the Federal Intelligence Service, the Military

Counterintelligence Service and, as far as the security of the Federation is affected, other
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authorities of the Federal Ministry of Defence, such provision shall be permitted only with the
approval of these bodies.

(6) The controller shall notify the data subject, without delay, in writing of any refusal
or restriction of access. This shall not apply if providing this information would entail a threat as
referred to in Section 56 (2). The notification pursuant to the first sentence shall include the
reasons for the refusal or the restriction unless providing the reasons would undermine the
intended purpose of the refusal or restriction of access.

(7) If the data subject is notified pursuant to subsection 6 of the refusal or restriction
of access, he or she may exercise his or her right of access also via the Federal Commissioner.
The controller shall inform the data subject of this possibility and that, in accordance with Section
60, the data subject may lodge a complaint with the Federal Commissioner or seek a judicial
remedy. If the data subject exercises his or her right pursuant to the first sentence, the information
shall be provided to the Federal Commissioner at the request of the data subject, unless the
responsible supreme federal authority determines in the individual case that doing so would
threaten the security of the Federation or a Land. The Federal Commissioner shall at least inform
the data subject that all necessary checks have been conducted or that the Federal Commissioner
has conducted a review. This notification may include information as to whether violations of
data protection law were found. The notification from the Federal Commissioner to the data
subject shall not permit any conclusions to be drawn concerning the information held by the
controller unless the latter agrees to the provision of more extensive information. The controller
may refuse to such provision only as far as and for as long as he or she could dispense with or
restrict information pursuant to subsection 4. The Federal Commissioner shall also inform the
data subject of his or her right to seek a judicial remedy.

(8) The controller shall document the factual or legal reasons on which the decision is

based.
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Section 66
Notifying data subjects affected by a personal data breach

(1) If a personal data breach is likely to result in a substantial risk to the legally
protected interests of natural persons, the controller shall notify the data subject of the personal
data breach without delay.

(2) The notification of the data subject pursuant to subsection 1 shall describe in clear
and plain language the nature of the personal data breach and contain at least the information and
measures referred to in Section 65 (3) nos. 2 to 4.

(3) Notification shall not be required if any of the following conditions are met:

1. the controller has implemented appropriate technical and organizational protection
measures, and those measures were applied to the personal data affected by the personal data
breach, in particular those that render the personal data unintelligible to any person who is not
authorized to access them, such as encryption;

2. the controller has taken subsequent measures which ensure that the substantial risk
referred to in subsection 1 is no longer likely to exist;

3. it would involve a disproportionate effort; in this case, a public communication
shall be made or a similar measure taken to inform the data subjects in an equally effective
manner.

(4) If the controller has not informed the data subjects of a personal data breach, the
Federal Commissioner may formally determine that, in his or her opinion, the conditions referred
to in subsection 3 have not been met. In doing so, the Federal Commissioner shall consider the
likelihood of the personal data breach resulting in a high risk as referred to in subsection 1.

(5) The notification of data subjects pursuant to subsection 1 may be delayed,
restricted or omitted under the conditions referred to in Section 56 (2) unless the interests of the
data subjects outweigh those of the controller owing to the high risk resulting from the personal
data breach as referred to in subsection 1.

(6) Section 42 (4) shall apply accordingly.
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Chapter 7
Liability and penalties
Section 83
Compensation

(1) If a controller has caused a data subject to suffer damage by processing personal
data in violation of this Act or other law applicable to this processing, the controller or its legal
entity shall be obligated to provide compensation to the data subject. This obligation to provide
compensation shall not apply if, in the case of non-automated processing, the damage was not the
result of fault by the controller.

(2) The data subject may request appropriate financial compensation for non-material
damage.

(3) If, in the case of automated processing of personal data, it is not possible to
determine which of several controllers caused the damage, each controller or its legal entity shall
be liable.

(4) Section 254 of the Civil Code shall apply to contributory negligence on the part of
the data subject.

(5) The limitation provisions stipulated for tortious acts in the Civil Code shall apply

accordingly with regard to statutory limitation.

Section 84
Penal provisions
Section 42 shall apply accordingly to the processing of personal data by public bodies

in the context of activities pursuant to Section 45, first, third or fourth sentences
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Personally Controlled Electronic Health Records Act 2012 (W.f1. 2555)

5 Definitions
In this Act:

consumer means an individual who has received, receives or may receive healthcare.

Note: This is the same as the definition of healthcare recipient in the Healthcare Identifiers Act

2010.

consumer=-only notes, in relation to a consumer, means health information included
by the consumer in his or her PCEHR and described in the PCEHR system as consumer-only
notes (whether using that expression or an equivalent expression).

healthcare means :

(a) an activity performed in relation to an individual that is intended or claimed
(expressly or otherwise) by the individual or the person performing it:

(i) to assess, record, maintain or improve the individual’s health; or

(ii) to diagnose the individual’s illness or disability; or

(iii) to treat the individual’s illness or disability or suspected illness or disability; or

(b) the dispensing on prescription of a drug or medicinal preparation by a pharmacist.

Note: This is the same as the definition of health service in the Privacy Act 1988.

healthcare provider means:

(a) an individual healthcare provider; or

(b) a healthcare provider organisation.

healthcare provider organisation means an entity that has conducted, conducts, or

will conduct, an enterprise that provides healthcare (including healthcare provided free of charge).
Note: Because of paragraph (e) of the definition of entity, a healthcare provider organisation could

be a part of an entity.

health information means:

(a) information or an opinion about:

(i) the health or a disability (at any time) of an individual; or

(ii) an individual’s expressed wishes about the future provision of healthcare to him

or her; or
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(iii) healthcare provided, or to be provided, to an individual,
that is also personal information; or
(b) other personal information collected to provide, or in providing, healthcare; or

(¢) other personal information about an individual collected in connection with the

donation, or intended donation, by the individual of his or her body parts, organs or body

substances;

or

(d) genetic information about an individual in a form that is, or could be, predictive

of the health of the individual or a genetic relative of the individual.

1988.

profession.

Note: This is substantially the same as the definition of health information in the Privacy Act

individual healthcare provider means an individual who:
(a) has provided, provides, or is to provide, healthcare; or

(b) is registered by a registration authority as a member of a particular health

participant in the PCEHR system means any of the following:
(a) the System Operator;

(b) aregistered healthcare provider organisation;

(c) the operator of the National Repositories Service;

(d) aregistered repository operator;

(e) aregistered portal operator;

(f) a registered contracted service provider, so far as the contracted service provider

provides services to a registered healthcare provider.

PCEHR means a personally controlled electronic health record.
PCEHR Rules has the meaning given by section 109.

PCEHR system means a system:

(a) that is for:

(1) the collection, use and disclosure of information from many sources using

telecommunications services and by other means, and the holding of that information, in

accordance with consumers’ wishes or in circumstances specified in this Act; and
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(ii) the assembly of that information using telecommunications services and by other
means so far as it is relevant to a particular consumer, so that it can be made available, in
accordance with the consumer’s wishes or in circumstances specified in this Act, to facilitate the
provision of healthcare to the consumer or for purposes specified in this Act; and

(b) that involves the performance of functions under this Act by the System
Operator.

personal information has the same meaning as in the Privacy Act 1988.

personally controlled electronic health record of a consumer means the record of
information that is created and maintained by the System Operator in relation to the consumer,
and information that can be obtained by means of that record, including the following:

(a) information included in the entry in the Register that relates to the consumer;

(b) health information connected in the PCEHR system to the consumer (including
information included in a record accessible through the index service);

(¢) other information connected in the PCEHR system to the consumer, such as
information relating to auditing access to the record;

(d) back-up records of such information.

9 Definition of identifying information

(1) Each of the following is identifying information of a healthcare provider who is
an individual:

(a) the name of the healthcare provider;

(b) the address of the healthcare provider;

(¢) the email address, telephone number and fax number of the healthcare provider;

(d) the date of birth, and the date of birth accuracy indicator, of the healthcare
provider;

(e) the sex of the healthcare provider;

(f) the type of healthcare provider that the individual is;

(g) if the healthcare provider is registered by a registration authority—the registration
authority’s identifier for the healthcare provider and the status of the registration (such as

conditional, suspended or cancelled);
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(h) other information that is prescribed by the regulations for the purpose of this

(2) Each of the following is identifying information of a healthcare provider that is

not an individual:

(a) the name of the healthcare provider;
(b) the address of the healthcare provider;
(c) the email address, telephone number and fax number of the healthcare provider;

(d) if applicable, the ABN (within the meaning of the A New Tax System (Australian

Business Number) Act 1999) of the healthcare provider;

(e) if applicable, the ACN (within the meaning of the Corporations Act 2001) of the

healthcare provider;

paragraph.

(f) other information that is prescribed by the regulations for the purpose of this

(3) Each of the following is identifying information of an individual, other than an

individual in the capacity of a healthcare provider:

was born;

individual.

(a) if applicable, the Medicare number of the individual;

(b) if applicable, the Veterans’ Affairs Department file number of the individual;
(d) the address of the individual;

(e) the date of birth, and the date of birth accuracy indicator, of the individual,
() the sex of the individual;

(g) if the individual was part of a multiple birth—the order in which the individual

Example: The second of twins.

(h) if applicable, the date of death, and the date of death accuracy indicator, of the

Division 2—Registering healthcare provider organisations
42 Healthcare provider organisation may apply for registration

(1) A healthcare provider organisation may apply to the System Operator for

registration of the healthcare provider organisation.
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(2) The application must:

(a) be in the approved form; and

(b) include, or be accompanied by, the information and documents required by the
form; and

(c) be lodged at a place, or by a means, specified in the form.

Part 4—Collection, use and disclosure of health information included in a

registered consumer’s PCEHR

Division 1—Unauthorised collection, use and disclosure of health information

included in a consumer’s PCEHR

59 Unauthorised collection, use and disclosure of health information included in
a consumer’s PCEHR

(1) A person must not collect from the PCEHR system health information included
in a consumer’s PCEHR if the collection by the person is not authorised under Division 2, and the
person knows or is reckless as to that fact.

Civil penalty: 120 penalty units.

(2) A person must not use or disclose health information included in a consumer’s
PCEHR if:

(a) the person obtained the information by using or gaining access to the PCEHR
system; and

(b) the use or disclosure is not authorised under Division 2, and the person knows or
is reckless as to that fact.

Civil penalty: 120 penalty units.
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60 Secondary disclosure

(1) A person must not use or disclose health information included in a consumer’s
PCEHR if:

(a) the information was disclosed to the person in contravention of subsection 59(2);
and

(b) the person knows that, or is reckless as to whether, the disclosure of the
information to the person contravened that subsection.

Civil penalty: 120 penalty units.

(2) Subsection (1) does not apply if the person discloses the information for the

purpose of an appropriate authority investigating the contravention mentioned in paragraph (1)(a).

Division 2—Authorised collection, use and disclosure

Subdivision A—Collection, use and disclosure in accordance with access controls

61 Collection, use and disclosure for providing healthcare

(1) A participant in the PCEHR system is authorised to collect, use and disclose
health information included in a registered consumer’s PCEHR if the collection, use or disclosure
of the health information is:

(a) for the purpose of providing healthcare to the registered consumer; and

(b) in accordance with:

(i) the access controls set by the registered consumer; or

(i) if the registered consumer has not set access controls—the default access controls
specified by the PCEHR Rules or, if the PCEHR Rules do not specify default access controls, by
the System Operator.

(2) Subsection (1) does not authorise a participant in the PCEHR system to collect,

use or disclose health information included in consumer-only notes.
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Subdivision B—Collection, use and disclosure other than in accordance with
access controls

63 Collection, use and disclosure for management of PCEHR system

A participant in the PCEHR system is authorised to collect, use and disclose health
information included in a consumer’s PCEHR if:

(a) the collection, use or disclosure is undertaken for the purpose of the management
or operation of the PCEHR system, if the consumer would reasonably expect the participant to
collect, use or disclose the health information for that purpose; or

(b) the collection, use or disclosure is undertaken in response to a request by the
System Operator for the purpose of performing a function or exercising a power of the System

Operator.
Note: For example, the System Operator might make a request under paragraph (b) for the

purposes of section 69 or 70.

64 Collection, use and disclosure in the case of a serious threat

(1) A participant in the PCEHR system is authorised to collect, use and disclose
health information included in a registered consumer’s PCEHR if:

(a) the participant reasonably believes that:

(i) the collection, use or disclosure is necessary to lessen or prevent a serious threat
to an individual’s life, health or safety; and

(ii) it is unreasonable or impracticable to obtain the consumer’s consent to the
collection, use or disclosure; and

(b) unless the participant is the System Operator—the participant advises the System
Operator of the matters in paragraph (a); and

(¢) the collection, use or disclosure occurs not later than 5 days after that advice is
given.

(2) A participant in the PCEHR system is authorised to collect, use and disclose
health information included in a consumer’s PCEHR if the participant reasonably believes that
the collection, use or disclosure by the participant is necessary to lessen or prevent a serious threat

to public health or public safety.
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(3) Subsections (1) and (2) do not authorise a participant in the PCEHR system to

collect, use or disclose consumer-only notes.

65 Collection, use and disclosure authorised by law

(1) Subject to section 69, a participant in the PCEHR system is authorised to collect,
use and disclose health information included in a consumer’s PCEHR if the collection, use or
disclosure is required or authorised by Commonwealth, State or Territory law.

(2) Subsection (1) does not authorise a participant in the PCEHR system to collect,

use or disclose consumer-only notes.

66 Collection, use and disclosure with consumer’s consent

(1) A participant in the PCEHR system is authorised to disclose for any purpose
health information included in a consumer’s PCEHR to the consumer.

(2) A participant in the PCEHR system is authorised to collect, use and disclose for
any purpose health information included in a consumer’s PCEHR with the consent of the

consumer.

67 Collection, use and disclosure by a consumer
A consumer is authorised to collect, use and disclose, for any purpose, health

information included in his or her PCEHR.
Note: The information the consumer can collect through the PCEHR system after cancellation of

the consumer’s registration may be limited.

68 Collection, use and disclosure for indemnity cover

(1) A participant in the PCEHR system is authorised to collect, use and disclose
health information included in a consumer’s PCEHR for purposes relating to the provision of
indemnity cover for a healthcare provider.

(2) Subsection (1) does not authorise a participant in the PCEHR system to collect,

use or disclose consumer-only notes.
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Part 5—Other civil penalty provisions

74 Registered healthcare provider organisations must ensure certain
information is given to System Operator

(1) A registered healthcare provider organisation is liable for a civil penalty if:

(a) an individual requests access to a consumer’s PCEHR on behalf or purportedly
on behalf of the registered healthcare provider organisation; and

(b) the individual does not give enough information to the System Operator to enable
the System Operator to identify the individual who made the request without seeking further
information from another person.

Civil penalty: 100 penalty units.

(2) Subsection (1) does not require an individual to give more than the minimum

information necessary to identify the individual by name.

Part 6—Civil penalty supporting provisions

Division 1—Civil penalty orders

79 Civil penalty orders

Application for order

(1) The Information Commissioner may apply to a Court for an order that a person
who is alleged to have contravened a civil penalty provision pay the Commonwealth a pecuniary
penalty.

(2) The Information Commissioner must make the application within 6 years of the
alleged contravention.

Court may order person to pay pecuniary penalty

(3) If the Court is satisfied that the person has contravened the civil penalty
provision, the Court may order the person to pay to the Commonwealth such pecuniary penalty
for the contravention as the court determines to be appropriate.

Note: Subsection (5) sets out the maximum penalty that the court may order the person to pay.

(4) An order under subsection (3) is a civil penalty order.

Determining pecuniary penalty

(5) The pecuniary penalty must not be more than:
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(a) if the person is a body corporate—35 times the pecuniary penalty specified for the
civil penalty provision; and

(b) otherwise—the pecuniary penalty specified for the civil penalty provision.

(6) In determining the pecuniary penalty, the Court may take into account all relevant
matters, including:

(a) the nature and extent of the contravention; and

(b) the nature and extent of any loss or damage suffered because of the
contravention; and

(¢) the circumstances in which the contravention took place; and

(d) whether the person has previously been found by a court in proceedings under
one or more of the following to have engaged in any similar conduct:

(1) this Act;

(ii) the Crimes Act 1914 or the Criminal Code in relation to this Act; and

(e) the steps taken by the person to notify the contravention to appropriate persons (if
any); and

(f) the steps taken by the person to prevent further contraventions.

80 Civil enforcement of penalty

(1) A pecuniary penalty is a debt payable to the Commonwealth.

(2) The Commonwealth may enforce a civil penalty order as if it were an order made
in civil proceedings against the person to recover a debt due by the person. The debt arising from

the order is taken to be a judgement debt.

81 Conduct contravening more than one civil penalty provision

(1) If conduct constitutes a contravention of 2 or more civil penalty provisions,
proceedings may be instituted under this Part against a person in relation to the contravention of
any one or more of those provisions.

(2) However, the person is not liable to more than one pecuniary penalty under this

Part in relation to the same conduct.
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82 Multiple contraventions

(1) A Court may make a single civil penalty order against a person for multiple
contraventions of a civil penalty provision if proceedings for the contraventions are founded on
the same facts, or if the contraventions form, or are part of, a series of contraventions of the same
or a similar character.

(2) However, the penalty must not exceed the sum of the maximum penalties that

could be ordered if a separate penalty were ordered for each of the contraventions.

83 Proceedings may be heard together
A Court may direct that 2 or more proceedings for civil penalty orders are to be heard

together.

84 Civil evidence and procedure rules for civil penalty orders
A Court must apply the rules of evidence and procedure for civil matters when

hearing proceedings for a civil penalty order.

85 Contravening a civil penalty provision is not an offence

A contravention of a civil penalty provision is not an offence.

Division 3—Other matters

92 State of mind

(1) In proceedings for a civil penalty order against a person for a contravention of a
civil penalty provision (other than a contravention under subsection 90(1)), it is not necessary to
prove:

(a) the person’s intention; or

(b) the person’s knowledge; or

(¢) the person’s recklessness; or

(d) the person’s negligence; or

(e) any other state of mind of the person;

other than as expressly provided in the civil penalty provision concerned.



186

(2) An expression used in a civil penalty provision that expressly provides for a state
of mind has the same meaning as in the Criminal Code.
(3) Subsection (1) of this section does not affect the operation of section 91 (mistake

of fact).
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The Data Protection Act of 2018 (W.f1. 2561)

Designation of data protection officer

34. (1) The Minister may, following consultation with such other Minister of the
Government as he or she considers appropriate and the Commission, make regulations requiring
controllers, processors, associations or other bodies representing categories of controllers or
processors to designate a data protection officer in accordance with Article 37(4).

(2) Regulations under subsection (1) may apply to—

(a) one or more than one class of controller,

(b) one or more than one class of processor, or

(c) one or more than one class of association or other body representing categories of
controllers or processors.

(3) In making regulations under subsection (1) the Minister shall have regard to the
need for the protection of individuals with regard to the processing of their personal data and,
without prejudice to the generality of the foregoing, shall have regard in particular to—

(a) the nature, scope, context and purposes of the processing,

(b) risks arising for the rights and freedoms of individuals,

(¢) the likelihood and the severity of such risk for the individuals concerned, and

(d) the costs of implementation of any requirement if it were imposed under that

subsection.

Accreditation of certification bodies by Irish National Accreditation Board
35. The Irish National Accreditation Board is the accreditation body for the purposes
of

Article 43(1).

Suitable and specific measures for processing

36. (1) Where a requirement that suitable and specific measures be taken to safeguard
the fundamental rights and freedoms of data subjects in processing personal data of those subjects
is imposed by this Act or regulations made under this Act, those measures may include in

particular the following—
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(a) explicit consent of the data subject for the processing of his or her personal data
for one or more specified purposes,

(b) limitations on access to the personal data undergoing processing within a
workplace in order to prevent unauthorised consultation, alteration, disclosure or erasure of
personal data,

(c) strict time limits for the erasure of personal data and mechanisms to ensure that
such limits are observed,

(d) specific targeted training for those involved in processing operations, and

(e) having regard to the state of the art, the context, nature, scope and purposes of

data processing and the likelihood of risk to, and the severity of any risk to, the rights
and freedoms of data subjects—

(i) logging mechanisms to permit verification of whether and by whom the personal
data have been consulted, altered, disclosed or erased,

(ii) in cases in which it is not mandatory under the Data Protection Regulation,
designation of a data protection officer,

(iii) where the processing involves data relating to the health of a data subject, a
requirement that the processing is undertaken by a person referred to in

section 52(2),

(iv) pseudonymisation of the personal data, and

(v) encryption of the personal data.

(2) Regulations may be made for either or both of the following purposes—

(a) to identify additional suitable and specific measures (to those referred to in
paragraphs (a) to (¢) of subsection (1)) that may be taken to safeguard the fundamental rights and
freedoms of data subjects in the processing of personal data of those subjects for the purposes of
the requirement referred to in subsection (1),

(b) to specify that a measure or measures referred to in paragraphs (a) to (e) of
subsection (1) or an additional measure or measures identified under paragraph (a), or both, is or
are mandatory in respect of the processing to which they are stated to apply.

(3) Without prejudice to the generality of subsection (2)(a), additional suitable and
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specific measures identified in regulations made under that subsection may relate
to—

(a) governance structures,

(b) processes or procedures for risk assessment purposes,(c) processes or procedures
for the management and conduct of research projects, and

(d) other technical and organisational measures designed to ensure that the processing
is carried out in accordance with the Data Protection Regulation and processes for testing and
evaluating the effectiveness of such measures.

(4) Regulations under subsection (2) may—

(a) identify different measures for different categories of personal data, different
categories of controllers, different types of processing or categories of processing, and

(b) specify that a measure or measures referred to in subsection (2)(b) is or are
mandatory in respect of the processing of different categories of personal data, processing by
different categories of controllers and in respect of different types of processing or categories of
processing.

(5) Subject to subsection (6), regulations may be made under subsection (2)—

(a) by the Minister following consultation with such other Minister of the
Government as he or she considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister
and such other Minister of the Government as he or she considers appropriate.

(6) The Minister or any other Minister of the Government shall consult with the
Commission before making regulations under subsection (2).

(7) The Commission may, on being consulted under subsection (6), make
observations in writing on any matter which is of significant concern to it in relation to the
proposed regulations and, if the Minister or any other Minister of the Government proposes to
proceed to make the regulations notwithstanding that concern, that Minister shall, before making
the regulations, give a written explanation as to why he or she is so proceeding to—

(a) the Committee established jointly by Dail Eireann and Seanad Eireann known as
the Committee on Justice and Equality or any Committee established to replace that Committee,

and
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(b) any other Committee (within the meaning of section 19(1)) which that Minister
considers appropriate having regard to the subject matter of the regulations.

(8) In making regulations under subsection (2), the Minister or any other Minister of
the Government, as the case may be, shall have regard to the public interest and the need for
protection of individuals with regard to the processing of their personal data and, without
prejudice to the generality of the foregoing shall have regard to—

(a) the nature, scope, context and purposes of the processing,

(b) risks arising for the rights and freedoms of individuals, and

(¢) the likelihood and the severity of the risks for the individuals concerned.

Processing of personal data and special categories of personal data by elected
representatives

40. (1) For the purpose of enabling an elected representative to perform his or her
functions as such a representative, the processing of personal data and special categories of
personal data of a data subject by or on behalf of that representative shall be lawful where he or
she receives a request or representation from the data subject or where, in accordance with
subsection (2), he or she receives a request or representation from another person on behalf of the
data subject.

(2) A person may make a request or representation on behalf of a data subject where
the data subject—

(a) has given his or her consent to the making of the request or representation, as the
case may be, or

(b) is, by reason of his or her physical or mental incapacity or age, unable to make a
request or representation on his or her own behalf.

(3) In processing special categories of personal data under subsection (1), an elected
representative shall impose limitations on access to that data to prevent unauthorised consultation,
alteration, disclosure or erasure of that data.

(4) For the purpose referred to in subsection (1) and to the extent that disclosure is
necessary and proportionate to enable an elected representative to deal with a request or

representation referred to in that subsection, subject to suitable and specific measures being taken
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to safeguard the fundamental rights and freedoms of the data subject, it shall be lawful for a
person to disclose to the representative or a person acting on his or her behalf personal data and
special categories of personal data of a data subject who makes the request or representation, or
on whose behalf the request or representation is made, as the case may be, to enable that
representative respond to that request or representation.

(5) In this section, “elected representative” means—

(a) a member of either House of the Oireachtas,

(b) a member of the European Parliament,

(¢) a member of a local authority.

Processing for purpose other than purpose for which data collected
41. Without prejudice to the processing of personal data for a purpose other than the
purpose for which the data has been collected which is lawful under the Data Protection
Regulation, the processing of personal data and special categories of personal data for a purpose
other than the purpose for which the data has been collected shall be lawful to the extent that such
processing is necessary and proportionate for the purposes—
(a) of preventing a threat to national security, defence or public security,
(b) of preventing, detecting, investigating or prosecuting criminal offences, or

(c) set out in paragraph (a) or (b) of section 47 .

Processing of personal data relating to criminal convictions and offences

55. (1) Without prejudice to the Criminal Justice (Spent Convictions and Certain
Disclosures) Act 2016 and subject to compliance with Article 6(1) and to suitable and specific
measures being taken to safeguard the fundamental rights and freedoms of the data subject,
personal data referred to in Article 10 (in this section referred to as “Article 10 data”) may be
processed—

(a) under the control of official authority, or

(b) where—
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(i) the data subject has given explicit consent to the processing for one or more
specified purposes except where the law of the European Union or the law of the State prohibits
such processing,

(ii) processing is necessary and proportionate for the performance of a contract to
which the data subject is a party or in order to take steps at the request of the data subject prior to
entering into a contract,

(iii) processing is—

(I) necessary for the purpose of providing or obtaining legal advice or for the
purposes of, or in connection with, legal claims, prospective legal claims, legal proceedings or
prospective legal proceedings, or

(I1) otherwise necessary for the purposes of establishing, exercising or defending
legal rights,

(iv) processing is necessary to prevent injury or other damage to the data subject or
another person or loss in respect of, or damage to, property or otherwise to protect the vital
interests of the data subject or another person, or

(v) processing is permitted in regulations made under subsection (3) or is otherwise
authorised by the law of the State.

(2) Processing under the control of official authority referred to in subsection (1)(a)
includes processing required for the following purposes:

(a) the administration of justice;

(b) the exercise of a regulatory, authorising or licensing function or determination of
eligibility for benefits or services;

(¢) protection of the public against harm arising from dishonesty, malpractice,
breaches of ethics or other improper conduct by, or the unfitness or incompetence of, persons who
are or were authorised to carry on a profession or other activity;

(d) enforcement actions aimed at preventing, detecting or investigating breaches of
the law of the European Union or the law of the State that are subject to civil or administrative

sanctions;
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(e) archiving in the public interest, scientific or historical research purposes or
statistical purposes where the processing is carried out in accordance with section 42 for those
purposes by or on behalf of a public authority or public body.

(3) Without prejudice to the Criminal Justice (Spent Convictions and Certain
Disclosures) Act 2016 and subject to suitable and specific measures being taken to safeguard the
fundamental rights and freedoms of the data subject and subject to subsection (7), regulations
may be made permitting the processing of Article 10 data where the processing is necessary and
proportionate to—

(a) assess the risk of fraud or prevent fraud,

(b) assess the risk of bribery or corruption, or both, or to prevent bribery or
corruption, or both, or

(c) ensure network and information systems security, and prevent attacks on and
damage to computer and electronic communications systems.

(4) Subject to subsection (5), regulations may be made under subsection (3)—

(a) by the Minister following consultation with such other Minister of the
Government as he or she considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister
and such other Minister of the Government as he or she considers appropriate.

(5) The Minister or any other Minister of the Government shall consult with the
Commission before making regulations under subsection (3).

(6) The Commission may, on being consulted under subsection (5), make
observations in writing on any matter which is of significant concern to it in relation to the
proposed regulations and, if the Minister or any other Minister of the Government proposes to
proceed to make the regulations notwithstanding that concern, that Minister shall, before making
the regulations, give a written explanation as to why he or she is so proceeding to—

(a) the Committee established jointly by Dail Eireann and Seanad Eireann known as
the Committee on Justice and Equality or any Committee established to replace that Committee,
and

(b) any other Committee (within the meaning of section 19 (1)) which that Minister

considers appropriate having regard to the subject matter of the regulations.
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(7) The Minister or any other Minister of the Government, as the case may be,
making regulations under subsection (3) shall have regard to the need for the protection of
individuals with regard to the processing of their personal data and without prejudice to the
generality of that need, have regard to—

(a) the nature, scope and purposes of the processing,

(b) any risks arising for the rights and freedoms of individuals, and

(¢) the likelihood of any such risks arising and the severity of such risks.

(8) A person who knowingly or recklessly contravenes this section or any regulations
made under subsection (3) shall be guilty of an offence and shall be liable—

(a) on summary conviction to a class A fine or imprisonment for a term not exceeding
12 months or both, or

(b) on conviction on indictment, to a fine not exceeding €50,000 or imprisonment for
a term not exceeding 5 years or both.

(9) In this section, “Article 10 data” shall include personal data relating to the alleged

commission of an offence and any proceedings in relation to such an offence.

PART S

Processing of Personal Data for Law Enforcement Purposes

Chapter 1
Preliminary and general (Part 5)
Interpretation (Part 5)

69. (1) In this Part—

“competent authority”, subject to subsection (2), means—

(a) a public authority competent for the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties in the State, including the
safeguarding against, and the prevention of, threats to public security, or

(b) any other body or entity authorised by law to exercise public authority and public

powers for the purposes of the prevention, investigation, detection or prosecution of criminal
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offences or the execution of criminal penalties in the State, including the safeguarding against,
and the prevention of, threats to public security;

“controller”, subject to subsection (2), means—

(a) a competent authority that, whether alone or jointly with others, determines the
purposes and means of the processing of personal data, or

(b) where the purposes and means of the processing of personal data are determined
by the law of the European Union or otherwise by the law of the State, a controller nominated—

(i) by that law, or

(ii) in accordance with criteria specified in that law;

“data concerning health” means personal data relating to the physical or mental health
of an individual, including the provision of health care services to the individual, that reveal
information about the status of his or her health;

“data protection impact assessment” has the meaning assigned to it by section 84 (1);

“data protection officer” has the meaning assigned to it by section 88 (1);

“data subject” means an individual to whom personal data relate;

“personal data” means information relating to—

(a) an identified living individual, or

(b) a living individual who can be identified from the data, directly or indirectly, in
particular by reference to—

(i) an identifier such as a name, an identification number, location data or an online
identifier, or

(ii) one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of the individual;

“personal data breach” means a breach of security leading to the accidental or
unlawful destruction, loss, alteration or unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed;

“processing”, of or in relation to personal data, means an operation or a set of
operations that is performed on personal data or on sets of personal data, whether or not by
automated means, including—

(a) the collection, recording, organisation, structuring or storing of the data,
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(b) the adaptation or alteration of the data,

(c) the retrieval, consultation or use of the data,

(d) the disclosure of the data by their transmission, dissemination or otherwise
making the data available,

(e) the alignment or combination of the data, or

(f) the restriction, erasure or destruction of the data;

“processor” means an individual who, or a legal person, public authority, agency or
other body that, processes personal data on behalf of a controller, but does not include an
employee of a controller who processes such data in the course of his or her employment;

“special categories of personal data” means—

(a) personal data revealing—

(i) the racial or ethnic origin of the data subject,

(ii) the political opinions or the religious or philosophical beliefs of the data subject,
or

(iii) whether the data subject is a member of a trade union,

(b) genetic data,

(c) biometric data for the purposes of uniquely identifying an individual,

(d) data concerning health, or

(e) personal data concerning an individual’s sex life or sexual orientation.

Chapter 2
General principles of data protection
Processing of personal data

71. (1) A controller shall, as respects personal data for which it is responsible, comply
with the following provisions:

(a) the data shall be processed lawfully and fairly;

(b) the data shall be collected for one or more specified, explicit and legitimate
purposes and shall not be processed in a manner that is incompatible with such purposes;

(c) the data shall be adequate, relevant and not excessive in relation to the purposes

for which they are processed;



198

(d) the data shall be accurate, and, where necessary, kept up to date, and every
reasonable step shall be taken to ensure that data that are inaccurate, having regard to the
purposes for which they are processed, are erased or rectified without delay;

(e) the data shall be kept in a form that permits the identification of a data subject for
no longer than is necessary for the purposes for which the data are processed;

(f) the data shall be processed in a manner that ensures appropriate security of the
data, including, by the implementation of appropriate technical or organisational measures,
protection against—

(i) unauthorised or unlawful processing, and

(ii) accidental loss, destruction or damage.

(2) The processing of personal data shall be lawful where, and to the extent that—

(a) the processing is necessary for the performance of a function of a controller for a
purpose specified in section 70 (1)(a) and the function has a legal basis in the law of the European
Union or the law of the State, or

(b) the data subject has, subject to subsection (3), given his or her consent to the
processing.

(3) Where the processing of personal data is to be carried out on the basis of the
consent of the data subject referred to in subsection (2)(b), the processing shall be lawful only
where, and to the extent that—

(a) having been informed of the intended purpose of the processing and the identity of
the controller, the data subject gives his or her consent freely and explicitly,

(b) the request for consent is expressed in clear and plain language, and where such
consent is given in the context of a written statement that also concerns other matters, the request
for consent is presented to the data subject in a manner that is clearly distinguishable from those
other matters, and

(c) the data subject may withdraw his or her consent at any time, and he or she shall
be informed of this possibility prior to giving consent.

(4) Where a data subject withdraws his or her consent to the processing of personal
data pursuant to subsection (3)(c), the withdrawal of consent shall not affect the lawfulness of

processing based on that consent prior to the consent being withdrawn.
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(5) Where a controller collects personal data for a purpose specified in section 70
(1)(a), the controller or another controller may process the data for a purpose so specified other
than the purpose for which the data were collected, in so far as—

(a) the controller is authorised to process such personal data for such a purpose in
accordance with the law of the European Union or the law of the State, and

(b) the processing is necessary and proportionate to the purpose for which the data are
being processed.

(6) A controller may process personal data, whether the data were collected by the
controller or another controller, for—

(a) archiving purposes in the public interest,

(b) scientific or historical research purposes, or

(c) statistical purposes,

provided that the said processing—

(i) is for a purpose specified in section 70 (1)(a), and

(ii) is subject to appropriate safeguards for the rights and freedoms of data subjects.

(7) A controller shall ensure, in relation to personal data for which it is responsible,
that an appropriate time limit is established for—

(a) the erasure of the data, or

(b) the carrying out of periodic reviews of the need for the retention of the data.

(8) Where a time limit is established in accordance with subsection (7), the controller
shall ensure, by means of procedural measures, that the time limit is observed.

(9) A processor, or any person acting under the authority of the controller or of the
processor who has access to personal data, shall not process the data unless the processor or
person is—

(a) authorised to do so by the controller, or

(b) required to do so by the law of the European Union or the law of the State,

and then only to the extent so authorised or required, as the case may be.

(10) A controller shall ensure that it is in a position to demonstrate that the processing
of personal data for which it is responsible is in compliance with subsections (1) to (8) of this

section.



200

Security measures for personal data

72. (1) In determining appropriate technical or organisational measures for the
purposes of section 71 (1)(f), a controller shall ensure that the measures provide a level of
security appropriate to the harm that might result from accidental or unlawful destruction, loss,
alteration or unauthorised disclosure of, or access to, the data concerned.

(2) A controller or processor shall take all reasonable steps to ensure that—

(a) persons employed by the controller or the processor, as the case may be, and

(b) other persons at the place of work concerned,

are aware of and comply with the relevant technical or organisational measures

referred to in subsection (1).

Processing of special categories of personal data (Part 5)

73. (1) The processing of a special category of personal data shall be lawful only
where—

(a) section 71 is complied with, and

(b) at least one of the following conditions is met:

(i) where the processing is to be carried out on the basis of the consent of the data
subject pursuant to section 71 (2)(b), the consent referred to in that paragraph explicitly refers to
the special category of personal data concerned;

(i1) the processing is necessary—

(I) to prevent injury or other damage to the data subject or another individual,

(I1) to prevent loss in respect of, or damage to, property, or

(IIT) otherwise to protect the vital interests of the data subject or another individual;

(iii) the personal data to which the processing relates have been made public as a
result of steps deliberately taken by the data subject;

(iv) the processing is necessary for—

(I) the administration of justice,

(I1) the performance of a function conferred on a person by or under an enactment, or

(IIT) the performance of a function of the Government or a Minister of the

Government;
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(v) the processing—

(I) is required for the purposes of providing or obtaining legal advice or for the
purposes of, or in connection with, legal claims, prospective legal claims, legal proceedings or
prospective legal proceedings, or

(II) is otherwise required for the purposes of establishing, exercising or defending
legal rights;

(vi) the processing is necessary for medical purposes and is carried out by, or under
the responsibility of—

(I) a health practitioner, or

(I1) a person who in the circumstances owes a duty of confidentiality to the data
subject that is equivalent to that which would exist if that person were a health practitioner;

(vii) the processing is necessary for the purposes of exercising or performing any
right or obligation which is conferred or imposed by law on the controller or the data subject in
connection with employment or social welfare law;

(viii) the processing is carried out pursuant to section 71 (6);

(ix) the processing is authorised by regulations made under subsection (2).

(2) Regulations may be made permitting the processing of special categories of
personal data for the purposes of subsection (1)(b)(ix) where the processing is necessary for
reasons of substantial public interest, and without prejudice to the generality of the foregoing,
such regulations shall identify the public interest concerned.

(3) Subject to subsection (4), regulations may be made under subsection (2)—

(a) by the Minister following consultation with such other Minister of the
Government as he or she considers appropriate, or

(b) by any other Minister of the Government following consultation with the Minister
and such other Minister of the Government as he or she considers appropriate.

(4) The Minister or any other Minister of the Government shall consult with the
Commission before making regulations under subsection (2).

(5) The Commission may, on being consulted under subsection (4), make
observations in writing on any matter which is of significant concern to it in relation to the

proposed regulations and if the Minister or any other Minister of the Government proposes to
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proceed to make the regulations notwithstanding that concern, that Minister shall, before making
the regulations, give a written explanation as to why he or she is so proceeding to—

(a) the Committee established jointly by Dail Eireann and Seanad Eireann known as
the Committee on Justice and Equality or any Committee established to replace that Committee,
and

(b) any other Committee (within the meaning of section 19 (1)) which that Minister
considers appropriate having regard to the subject matter of the regulations.

(6) The Minister or any other Minister of the Government, as the case may be,
making regulations under subsection (2) shall have regard to the need for the protection of
individuals with regard to the processing of their personal data and without prejudice to the
generality of that need, have regard to—

(a) the nature, scope and purposes of the processing,

(b) the nature of the substantial public interest concerned,

(c) any benefits likely to arise for the data subjects concerned,

(d) any risks arising for the rights and freedoms of such subjects, and

(e) the likelihood of any such risks arising and the severity of such risks.

(7) Where a special category of personal data is processed in accordance with this
section, the controller shall ensure that the processing is carried out with appropriate safeguards
for the rights and freedoms of the data subject.

(8) In this section—

“health practitioner” has the same meaning as it has in the Health Identifiers Act
2014 ;

“medical purposes” includes the purposes of preventative medicine, medical
diagnosis, medical research, the provision of medical care and treatment and the management of

healthcare services.
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Data protection officer

88. (1) A controller, other than—

(a) a court, or

(b) another independent judicial authority,

acting in its judicial capacity, shall, subject to subsections (2) and (3), appoint a
person to carry out the functions specified in subsection (5) in respect of the controller (in this
Part referred to as a “data protection officer”).

(2) Two or more controllers may, subject to subsection (3), having regard to their
organisational structure and size, appoint a single data protection officer to carry out the functions
specified in subsection (5) in respect of each of the controllers.

(3) A controller, when appointing a data protection officer, shall do so on the basis

(a) the person’s expert knowledge of the law and the practice relating to the
protection of personal data, and

(b) his or her ability to carry out the functions specified in subsection (5).

(4) Where a controller appoints a data protection officer, the controller shall—

(a) publish or cause to be published the contact details of the data protection officer,

(b) inform the Commission of the appointment of the data protection officer and
provide the Commission with his or her contact details,

(c) ensure that the data protection officer—

(i) reports directly, in relation to his or her functions under subsection (5), to the
highest level of management of the controller,

(i1) does not receive any instructions regarding the exercise of such functions, and

(iii) is involved in an appropriate and timely manner in all matters relating to the
protection of personal data, and

(d) support the data protection officer in performing his or her functions under
subsection (5), including by—

(i) providing him or her with the resources that he or she requires to perform those

functions,
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(ii) ensuring that he or she has access to processing operations carried out by the
controller, and

(iii) assisting him or her to maintain his or her expert knowledge in the law and
practice relating to the protection of personal data.

(5) The functions of a data protection officer shall include the following:

(a) informing and advising the controller, and the employees of the controller who
carry out processing, of their obligations under this Part and under any other law of the European
Union or law of the State that relates to the protection of personal data;

(b) monitoring the compliance of the controller with—

(i) this Part,

(ii) any other law of the European Union or law of the State that relates to the
protection of personal data, and

(iii) the policies of the controller in relation to the protection of personal data,
including the assignment of responsibilities in the controller in relation to the protection of
personal data, the raising of awareness and the training of staff involved in processing operations
in that regard, and any audit activity related to the protection of personal data;

(¢) providing advice, where requested to do so, in relation to the carrying out of a data
protection impact assessment in accordance with section 84 and monitoring any steps taken on
foot of that assessment;

(d) acting as the contact point for data subjects with regard to all issues related to the
processing of their personal data and to the exercise of their rights under this Part;

(e) cooperating with the Commission and acting as a contact point for the
Commission for issues related to processing carried out by the controller, including consultation

by the controller with the Commission under section 84 .
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Chapter 4
Rights, and restriction of rights, of data subject (Part 5)
Rights in relation to automated decision making (Part 5)

89. (1) Subject to subsection (2), a decision that produces an adverse legal effect for a
data subject or significantly affects a data subject shall not be based solely on automated
processing, including profiling, of personal data that relate to him or her.

(2) Subsection (1) shall not apply where—

(a) the taking of a decision based solely on automated processing is authorised by the
law of the European Union or the law of the State and the law so authorising contains appropriate
safeguards for the rights and freedoms of the data subject, including the right of the data subject
to make representations to the controller in relation to the decision, and

(b) the controller has taken adequate steps to safeguard the legitimate interests of the
data subject.

(3) Profiling that results in discrimination against an individual on the basis of a

special category of personal data shall be prohibited.

Right to information

90. (1) Subject to subsection (4) and section 94 , a controller shall ensure that the data
subject is provided with, or, as appropriate, has made available to him or her, the information
specified in subsection (2) in relation to personal data relating to him or her within a reasonable
period after the date on which the controller obtains the personal data concerned, having regard to
the circumstances in which the data are or are to be processed.

(2) The information to which subsection (1) applies is:

(a) the identity and the contact details of the controller;

(b) the contact details of the data protection officer of the controller, where
applicable;

(c) the purpose for which the personal data are intended to be processed or are being
processed;

(d) information detailing the right of the data subject to request from the controller

access to, and the rectification or erasure of, the personal data;
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(e) information detailing the right of the data subject to lodge a complaint with the
Commission and the contact details of the Commission;

(f) in individual cases where further information is necessary to enable the data
subject to exercise his or her rights under this Part, having regard to the circumstances in which
the personal data are or are to be processed, including the manner in which the data are or have
been collected, any such information including:

(i) the legal basis for the processing of the data concerned, including the legal basis
for any transfers of data;

(ii) the period for which the data concerned will be retained, or where it is not
possible to determine the said period at the time of the giving of the information, the criteria used
to determine the said period;

(iii) where applicable, each category of recipients of the data.

(3) The information referred to in paragraphs (a) to (e) of subsection (2) may be made
available to the data subject by means of publication on the website of the controller.

(4) Without prejudice to section 94 , subsection (1) shall not apply to information
specified in subsection (2)—

(a) where the information is already in the possession of the data subject, or

(b) where, in particular in the case of processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes, the provision of the

information proves impossible or would involve a disproportionate effort.

Right of access

91. (1) Subject to subsections (7), (9) and (12) and sections 93 (4)(ii) and 94 , an
individual who believes that personal data relating to him or her have been or are being processed
by or on behalf of a controller, if he or she so requests the controller by notice in writing shall—

(a) be informed by the controller whether personal data relating to him or her have
been or are being processed by or on behalf of the controller, and

(b) where such data have been or are being so processed, be provided by the
controller with the following information:

(i) a description of—
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(I) the purpose of, and the legal basis for, the processing,

(II) the categories of personal data concerned,

(IIT) the recipients or categories of recipients to whom the personal data concerned
have been disclosed, and

(IV) the period for which the personal data concerned will be retained, or where it is
not possible to determine the said period at the time of the giving of the information, the criteria
used to determine the said period;

(ii) information detailing the right of the data subject to request from the controller
the rectification or erasure of the personal data concerned;

(iii) information detailing the right of the data subject to lodge a complaint with the
Commission and the contact details of the Commission;

(iv) a communication of the personal data concerned;

(v) any available information as to the origin of the personal data concerned, unless
the communication of that information is contrary to the public interest.

(2) A controller shall respond to a request made under subsection (1) and provide the
information specified in paragraph (b) thereof to the data subject as soon as may be and, subject
to subsections (4) and (5), in any event not later than one month after the date on which the
request is made.

(3) When making a request under subsection (1), the individual making the request
shall provide the controller with such information as the controller may reasonably require to
satisfy itself of the identity of the individual and to locate any relevant personal data or
information.

(4) Where a controller has reasonable doubts as to the identity of an individual
making a request under subsection (1) or reasonably requires additional information to locate any
relevant personal data, it may request such additional information from the data subject as may be
necessary to confirm his or her identity or to enable it to locate such personal data or information,
as the case may be, and the period of time from the making of such a request for additional
information until the request is complied with shall not be reckonable for the purposes of

subsection (2).
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(5) Where, taking into account the complexity of a request made under subsection (1)
and the number of such requests received by the controller, the controller is of the opinion that it
requires additional time to consider the request, it may, once only and within one month from the
date of the receipt of the request, extend the time period referred to in subsection (2) by such
further period not exceeding 2 months as it may specify by notice in writing to the individual
making the request.

(6) A notice in writing referred to in subsection (5) shall include the reason for which
the controller is of the opinion that it requires additional time to consider the request made under
subsection (1).

(7) Where information that a controller would otherwise be required to provide to a
data subject pursuant to subsection (1) includes personal data relating to another individual that
would reveal, or would be capable of revealing, the identity of the individual, the controller—

(a) shall not, subject to subsection (8), provide the data subject with the information
that constitutes such personal data relating to the other individual, and

(b) shall provide the data subject with a summary of the personal data concerned
that—

(i) in so far as is possible, permits the data subject to exercise his or her rights under
this Part, and

(i1) does not reveal, or is not capable of revealing, the identity of the other individual.

(8) Subsection (7) shall not apply where the individual to whom the personal data that
would reveal, or would be capable of revealing, his or her identity, relate consents to the
provision of the information concerned to the data subject making a request pursuant to
subsection (1).

(9) Subsection (1) shall not apply—

(a) in respect of personal data relating to the data subject that consists of an
expression of opinion about the data subject by another person given in confidence or on the
understanding that it would be treated as confidential, or

(b) to information specified in paragraph (b)(Q)(III) of that subsection in so far as a
recipient referred to therein is a public authority which may receive data in the context of a

particular inquiry in accordance with the law of the State.
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(10) Information provided pursuant to a request under subsection (1) may take
account of any amendment of the personal data concerned made since the receipt of the request
by the controller (being an amendment that would have been made irrespective of the receipt of
the request) but not of any other amendment.

(11) The obligations imposed by subparagraphs (iv) and (v) of subsection (1)(b) shall
be complied with by supplying the data subject with a copy of the information concerned in
permanent form unless—

(a) the supply of such a copy is not possible or would involve disproportionate effort,
or

(b) the data subject agrees otherwise.

(12) Where a controller has previously complied with a request under subsection (1),
the controller is not obliged to comply with a subsequent identical or similar request under that
subsection by the same individual unless, in the opinion of the controller, a reasonable interval
has elapsed between compliance with the previous request and the making of the current request.

(13) In determining for the purposes of subsection (12) whether the reasonable
interval specified in that subsection has elapsed, regard shall be had to the nature of the personal
data, the purpose for which the personal data are processed and the frequency with which the
personal data are altered.

(14) Where a controller, pursuant to subsection (12) refuses to act upon a request

under subsection (1), it shall, as soon as practicable, so notify the data subject in writing.

Right to rectification or erasure and restriction of processing

92. (1) Where a data subject is of the opinion that a controller is processing personal
data relating to him or her that are inaccurate, the data subject may make a request in writing to
the controller for the controller to rectify the data concerned.

(2) A controller that receives a request under subsection (1) shall, subject to
subsections (6), (7) and (9) and section 93 (4)(ii), where it is satisfied that the personal data to
which the request relates are inaccurate, rectify the data as soon as may be and in any event no

later than one month after the date on which the request is made.
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(3) Where a data subject is of the opinion that a controller is processing personal data
relating to him or her—

(a) in a manner that contravenes subsections (1) to (6) of section 71 or section 73 (1),
or

(b) that are required to be erased by the controller in accordance with a legal
obligation to which the controller is subject,

the data subject may make a request in writing to the controller to erase the data
concerned.

(4) A controller that receives a request under subsection (3) shall, subject to
subsections (6), (7) and (9) and section 93 (4)(ii), where it is satisfied that paragraph (a) or (b) of
subsection (3) applies to the personal data to which the request relates, erase the data as soon as
may be and in any event no later than one month after the date on which the request is made.

(5) When making a request under subsection (1) or (3), the data subject shall provide
such information as the controller may reasonably require to—

(a) satisfy itself as to the identity of the data subject,

(b) locate any relevant personal data, and

(c) satisfy itself as to whether the personal data concerned are inaccurate or as to the
basis on which the data should be erased, as the case may be.

(6) Where a controller—

(a) has reasonable doubts as to the identity of an individual making a request under
subsection (1) or (3), or

(b) reasonably requires additional information—

(i) to locate any relevant personal data, or

(ii) to satisfy itself as to whether the personal data concerned are inaccurate or as to
the basis on which the data should be erased, as the case may be,

it may request such additional information from the data subject as may be necessary
to confirm his or her identity or to so locate or satisfy itself, as the case may be, and the period of
time from the making of such a request for additional information until the request is complied

with shall not be reckonable for the purposes of subsection (2) or (4), as the case may be.
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(7) Where, taking into account the complexity of a request made under subsection (1)
or (3) and the number of such requests received by the controller, the controller is of the opinion
that it requires additional time to consider the request, it may, once only and within one month
from the date of the receipt of the request, extend the time period referred to in subsection (2) or
(4), as the case may be, by such further period not exceeding 2 months as it may specify by notice
in writing to the data subject making the request.

(8) A notice in writing referred to in subsection (7) shall include the reason for which
the controller is of the opinion that it requires additional time to consider the request made under
subsection (1) or (3), as the case may be.

(9) Where a data subject makes a request under subsection (1) or (3), and—

(a) the accuracy of the data is contested by the data subject and it is not possible to
ascertain whether the data are so inaccurate, or

(b) the personal data are required for the purposes of evidence in proceedings before a
court or tribunal or in another form of official inquiry,

the controller shall restrict the processing of the data and shall not rectify or erase the
data, as the case may be.

(10) Where a controller—

(a) complies with a request under subsection (1) or (3), or

(b) restricts the processing of personal data under subsection (9),

the controller shall, as soon as practicable, notify in writing—

(i) subject to section 94 , the data subject concerned,

(i1) each controller from which the personal data concerned were received, and

(iii) each person to whom the personal data concerned were disclosed,

of the rectification, erasure or restriction concerned, as the case may be.

(11) Where a controller receives a request under subsection (1) or (3), and—

(a) the controller is not satisfied that, as the case may be,—

(i) in relation to a request under subsection (1), the personal data to which the request
relates should be rectified pursuant to subsection (2), or

(ii) in relation to a request under subsection (3), the personal data to which the request

relates should be erased pursuant to subsection (4),
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and

(b) subsection (9) does not apply to the data,

the controller shall, subject to section 94 , as soon as practicable, so notify the data
subject in writing.

(12) A notification under subsection (11) shall include—

(a) the reasons for the controller’s decision under that subsection, and

(b) information relating to the data subject’s right under section 95 to request the
Commission to verify the lawfulness of the processing concerned.

(13) Where a person to whom personal data were disclosed is notified under
subsection (10) of—

(a) the rectification or erasure of the data pursuant to a request under subsection (1) or
(3), as the case may be, or

(b) the restriction of the processing of the data under subsection (9),

the person shall rectify or erase, or restrict the processing of, as the case may be, any
of the data concerned that the person has under his or her control in the same manner, and to the
same extent, as the controller making the notification has rectified or erased, or restricted the
processing of, as the case may be, the data concerned.

(14) Where a controller has restricted the processing of personal data pursuant to
subsection (9) and proposes to lift the said restriction, the controller shall inform the data subject
prior to the lifting of the restriction.

(15) Where a controller that restricted the processing of personal data pursuant to
subsection (9) lifts the said restriction—

(a) the controller shall notify any person who was notified under subsection (10) of
the said restriction of the lifting of the restriction as soon as practicable, and

(b) the person so notified shall lift any restriction of the processing of the data
concerned implemented under subsection (13) in the same manner, and to the same extent, as the
controller making the notification has lifted the restriction on the processing of the data
concerned.

(16) This section shall not apply to personal data that are contained in witness

statements.
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(17) For the purposes of this section, personal data are inaccurate if—
(a) they are incorrect or misleading as to any matter of fact, or

(b) they are incomplete in a material manner.

Communication with data subject

93. (1) Where a controller—

(a) provides or makes available information to a data subject under section 90 ,

(b) provides or makes available information to, or communicates with, a data subject
pursuant to a request under section 91 or 92,

the controller shall take all reasonable steps to ensure the information is provided or
made available, or the communication is made, as the case may be, in a concise, intelligible and
easily accessible form using clear and plain language.

(2) The information or communication, as the case may be, referred to in subsection
(1), shall—

(a) be provided to the data subject by appropriate means, including by electronic
means, and

(b) in the case of a communication with a data subject pursuant to a request under
section 91 or 92 , in so far as is possible, be provided in the same form as that in which the
request is made.

(3) A controller shall not impose a charge on a data subject for information provided
to him or her under section 90 or, subject to subsection (4)(i), pursuant to a request under section
91 0r92.

(4) Where a data subject makes a request to a controller under section 91 or 92 that

(a) manifestly unfounded, or

(b) excessive in nature, having regard to the number of requests made by the data
subject to the controller under those sections,

the controller may—

(i) charge a reasonable fee to the data subject in respect of the request, having regard

to the administrative cost to the controller of complying with the request, or
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(ii) refuse to act upon the request.

(5) Where a controller, pursuant to subsection (4)(ii), refuses to act upon a request
under section 91 or 92 it shall, as soon as practicable, so notify the data subject in writing.

(6) A notification under subsection (5) shall include—

(a) the reasons for which the controller is refusing to act upon the request under
section 91 or 92, as the case may be, pursuant to subsection (4)(ii), and

(b) information relating to the right of the data subject under Chapter 3 of Part 6 to
lodge a complaint with the Commission and the contact details of the Commission.

(7) Where, pursuant to subsection (4)(ii), a controller refuses to act upon a request
made to the controller by a data subject under section 91 or 92 , it shall be for the controller to
demonstrate that the request was manifestly unfounded or excessive in nature.

(8) In this section, a reference to a “data subject” shall be construed as including an
individual who makes a request under section 91 (1), irrespective of whether the controller is

processing personal data relating to the individual.

Restrictions on exercise of data subject rights (Part 5)

94. (1) Subject to subsection (2), a controller, with respect to personal data for which
it is responsible, may restrict, wholly or partly, the exercise of a right of a data subject specified in
subsection (4).

(2) Subsection (1) shall apply where the controller is satisfied that restricting the
exercise of a right under that subsection constitutes a necessary and proportionate measure in a
democratic society with due regard for the fundamental rights and legitimate interests of the data
subject for the purposes of—

(a) avoiding obstructing official or legal inquiries, investigations or procedures,

(b) avoiding prejudicing the prevention, detection, investigation or prosecution of
criminal offences or the execution of criminal penalties,

(c) protecting public security,

(d) protecting national security, or

(e) protecting the rights and freedoms of other persons.
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(3) Without prejudice to the generality of subsection (2), the purposes specified in
paragraphs (a) to (¢) of subsection (2) include the following:

(a) the prevention, detection or investigation of offences, the apprehension or
prosecution of offenders or the effectiveness of lawful methods, systems, plans or procedures
employed for the purposes of the matters aforesaid;

(b) the enforcement of, compliance with or administration of any enactment related to
a purpose specified in section 70 (1)(a);

(c) ensuring the safety of the public and the safety or security of individuals and

property;

(d) ensuring the fairness of criminal proceedings in a court or other tribunal;

(e) ensuring the security of—

(i) a penal institution,

(ii) a children detention school within the meaning of section 3 of the Children Act
2001,

(iii) a remand centre designated under section 88 of the Children Act 2001 ,

(iv) the Central Mental Hospital, or

(v) any system of communications, whether internal or external, of the Garda
Siochana, the Defence Forces, the Revenue Commissioners or a penal institution;

(f) protecting the life, safety or well-being of any person;

(g) preventing the facilitation of the commission of an offence;

(h) avoiding the prejudice or impairment of national security, defence or the
international relations of the State;

(i) avoiding the obstruction or impairment of official or legal inquiries, investigations
or procedures or the operation of legal privilege;

(j) the performance by the Commission of its functions.

(4) The rights of a data subject to which subsection (1) applies are:

(a) the right of the data subject under section 90 (1) in so far as relates to information
specified in subsection (2)(f) of that section;

(b) the rights of the data subject under paragraphs (a) and (b) of section 91 (1);

(¢) the right of the data subject to be notified—
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(i) under section 92 (10) of the restriction of the processing of personal data under
subsection (9) of that section, or

(i1) under section 92 (11) of a decision not to rectify or erase data pursuant to a
request under subsection (1) or (3) of that section, as the case may be.

(5) Subject to subsection (6), where a controller restricts, pursuant to subsection (1),
the exercise of the right of a data subject specified in paragraph (b) or (c) of subsection (4), the
controller shall notify the data subject in writing of—

(a) the restriction of the exercise of the said right and the reasons for such restriction,
and

(b) the right of the data subject—

(1) under section 95 to request the Commission to verify the lawfulness of the
processing concerned, or

(ii) under section 128 to seek a judicial remedy in relation to the said restriction.

(6) Subsection (5) shall not apply where to notify the data subject in accordance with
that subsection of the matters specified therein would be contrary to a purpose specified in
subsection (2).

(7) Where a controller restricts, pursuant to subsection (1), the exercise of the right of
a data subject specified in paragraph (b) or (¢) of subsection (4), the controller shall—

(a) create and maintain a record in writing of the factual or legal basis for the decision
to so restrict the right concerned, and

(b) make such a record available to the Commission, if so requested by the
Commission.

(8) Regulations may be made specifying a category of processing to be a category of
processing in respect of which the exercise of the rights specified in subsection (4) may, in
accordance with subsection (2), be restricted under subsection (1).

(9) Regulations under subsection (8) may be made by—

(a) the Minister, following consultation with such other Minister of the Government
as he or she considers appropriate and the Commission, or

(b) any other Minister of the Government, following consultation with the Minister,

such other Minister of the Government as he or she considers appropriate and the Commission.
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(10) The Minister of the Government making regulations under subsection (8) shall
have regard to—

(a) the nature, scope and purposes of the category of processing concerned,

(b) whether, having regard to the matters referred to in paragraph (a), the restriction
concerned is one to which subsection (2) would apply, and

(c) any risks arising for the rights and freedoms of data subjects.

(11) Regulations made under this section shall—

(a) respect the essence of the right to data protection and protect the interests of the
data subject, and

(b) restrict the exercise of data subject rights only in so far as is necessary and
proportionate to the aim sought to be achieved.

(12) For the purposes of this section, “penal institution” means—

(a) a place to which the Prisons Acts 1826 to 2015 apply, or

(b) a military prison or detention barrack within the meaning, in each case, of the

Defence Act 1954 .
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