szunBudumMUAnad K3y Su-de nilsgesIsmstunnua

¥ juiana

a d 1 ; [V a Y a
asHNus N IUHHIYe IS ANIMNHANGASIAINTINA AN T AR
a a a d
AU IB1IAINIITNADNT AN AL INTANMIAN
a Y (Y] Y = a d
InenaguIANIINMMNAI U agazIAINTINATNS
=y [V} a Y] a d
M INgNdegsnoAUNAY

W.fA. 2563



Identity Authentication System for Confidential Digital Document

Chanida Rooblert

A Thematic Paper Submitted in Partial Fulfillment of the Requirements
for the Degree of Master of Engineering
Department of Computer and Telecommunication Engineering
College of Innovative Technology And Engineering,
Dhurakij Pundit University

2020



M

wiie

57

@ oy Jd
TuSusesmsiunus
= ar ar gt = & I'd
INYIFIUTANTIUMIUNA 1 Taduaz IeInIsumans
w1 Inedogsudiag

UTgay1 Irnssumaasuuings

o/ Qt a ar a U at

o o & & z o
R ALATALEb szuvduduayanadmiu Ju-ae misdenymsrunimdy
aue lag SooTnudawiiar guds
AU Jrnssuneniunosuaz InsauuIny

s - P 9 & & a4 a g
910150R S nEEsinus  deomansnsd arasediny AsAns g

TaRvsuntuyey InoauenssuMsaoua 15N UIUED

(@10758 5. FUNT IUNSAINSHUT)

=y (¥ (¥ Y = ) ¢ as 4
INYIABHIANTIHM umﬂiuiammzamnﬁumamim [Nl




v
emstinus FTUVIUTUAIYAAAT MY SU-a9 MINTOTIBNMTFUANNEL

4‘ Y A a a
Yorive wiia1 gulias

A J a2 A 7
CIDRREATIERT HALAT.IIAAY NIANIIUUY
AN Aranssuaeuiimesuaz Insauua
WUmsfinmn 2561

U Al
unfinge

9
‘ﬂﬁ]ﬂq‘ﬂuﬁﬁi“ﬂ’ﬂﬂﬁlﬁﬁﬂ-ﬁﬂ ﬁuﬂ%ﬂ3WG]fﬂ"Iﬁle'l’)ﬂf?"luﬂ\ﬂlﬁjaﬂﬂﬁ%ﬂﬁ’l\iﬂﬁ?Iﬁuuu
Y o I @ U o ac a J ]
llﬂWﬁluu‘IJ‘LlﬂWﬁi‘U-ﬁQ gﬂu‘uu’e)@u”lauimwmmﬁwmsmmaﬂmauﬂﬁ Iﬂﬂthi'J‘JJ
9 v
N1IIU-T ﬁuq?f’aiwmwummau ‘%\Hlﬂﬂﬂ”l'i‘]Jg‘]JﬂTﬂfJﬂ'J‘Uﬂllﬂ?iﬁ‘]J-ﬁQ LL‘]J‘]Jﬁ‘J\JWVIz!ﬁfJu

oA T 4 o Y Yo y
DINWNITBNIT ﬂu‘u‘uﬂ15N1uﬁ18\11u1§iﬂ15Lﬁ@ﬂﬂﬁﬂL@ﬂﬁ?iiﬂ@iUﬂﬁ?ﬂ%N JINNEIPN

U
Yo o o Y A ) g o Y Y Yo Yo
i \1ﬂ°L|°L|iy%1vlﬂJG]'E]\“Iﬂ'lilﬂﬂlﬂﬂﬂ]’i]lql]a%uﬂ'ﬂﬂa‘]JGLWF;ljclﬂhl@i‘ﬂ‘ﬂi'lllu@ﬂﬂ'lﬂ@ﬁ‘ﬂﬂﬁ'lﬂ‘ﬂ'l\?

Y i1
NIUU lﬁﬂ\iFﬂWﬂflﬁ]iw3Jﬂ15?°f'll“hﬂl6ﬂa'1‘ielgl}flisljaiZW’JN‘I/HQﬂWiL@‘L!"UfNL@ﬂﬁ'Wi ﬁWi‘Vai}Gng}@ll”ﬁ

o a ~ v I 4 U J @ 1
‘i’Jh],Wﬁfﬂi]@jﬂLﬂﬂ!Wﬂhlﬂﬁ‘]JﬂﬂaTlulllﬂi$ﬁ\‘lﬂﬂ@]fl@\iﬂﬂi HAZaINaNIENUADAIUNUAIND

Y A Y dyd = a @ A v oo o o o 1 o A
ﬂﬁ&'ﬁ!fﬂﬁllﬂ LW@L!ﬂﬁﬂJW1uﬂﬁﬂllu3ﬂﬂ1uﬂ15wwu1§$ﬂﬂﬂu&u@ﬁuﬂﬂaﬁ’lﬂiﬂ TU-T3 UUNED
) 9
51"]5ﬂ’l'§5]5uﬂ'3'lllaﬂﬁu

b ! 9 T
TEUUNITIVU-TI wuQ’?raiwmi%ummaummmamwﬁuuu G?mgslugﬂgmu

4 1 9 =< g’u @ 3’/ 9 ~ 1 [ A A [
eau"lau 1umumimawummauuu I@]ﬂsl"lf User Lag Password NUANANNUINDYUYY

@ =K YA o

1 v @ Y o
1YAfAa UIU 2 ﬂiq GINND%EJLWHNENNSJ%’ENIWﬂHﬂﬁﬁHﬂHWJHﬂﬂﬁ %thﬂwwu']iguqlJ

U

)Y

v [ [ U v A

9 2 @ . < o 1
YJUIUAIUAAATIHIY TU-TN NUIADIIFNITHUANNAD "?\1L‘]Juﬂ1iwwu1ﬁ@ﬂ@ﬂ%1ﬂi$ﬂﬂﬂﬁ

3

[ g < 14 J
samsidonmveadu lae (Content Management System) VULnanNe U Agnoa (Drupal)

mMelurulreaiuvesdrinauddansgnsisnal lnuLa NVIJJE’JEJLLQ’J Iﬂﬂiﬂ@ﬂﬂim

4
=

dunuateiiafie (Fingerprint Sensor) Lﬁaﬁuf‘i’uﬁmﬂﬂaé’ﬁﬁamﬂumﬁmmwayamnms

[}
A

9 Y
FUAITNAD Iﬂﬂﬂ?il%ﬂﬂiﬂil!ﬂiﬂﬂ?‘]&l”lll‘W‘ﬁ’f)Ll (Python) LW@Uiﬂ1iﬂﬂﬂ1iﬂ1ﬂu’Jﬁi’]LLa$

1 A

Yy 1 % Zl U
msfl’@gamﬂmﬁ@"lﬂﬂﬁzuuﬁuaumuﬂﬂaﬁmsu JU-TY HUFDINYNITFUANINAY

1 [

o 4 P g
INNINATDUNITNINIU izuummmg%ummu@ﬂﬂimmmumau’aﬁ@

a
=< 9

H r'd 9
(Fingerprint Sensor) tazguduaiyanagnians lumsidinedoyasuniuanlaa Tagld

U

Uﬂﬂamﬂgummmmmaﬂus VUM nadeunazilse LllﬂNﬂﬂ’J"liJ‘WﬂW’f]’f]EJiHiS Al

9
a

A @
ﬂ'JuJWQW@GlﬂiJ']ﬂﬂﬁﬂ ﬂﬂlﬂu5ﬂﬂau 93.96 ‘UiﬁajﬂﬂﬂiwﬁQﬂlla ﬂJﬂULﬂlﬂﬂl@iﬁiiuwuﬁ‘ﬁ \'1“1'3}



Thematic Paper Title Identity Authentication System for Confidential Digital Document
Author Chanida Rooblert

Thematic Paper Advisor Asst.Prof.Dr. Narongdech Keeratipranon

Department Computer and Telecommunication Engineering

Academic Year 2019

ABSTRACT

Nowadays official documents within Office of the Permanent Secretary for Defence
(OPSD) are transferred through the Electronic Office Automation (E-Office), however E-Office
confidential office documents are not transferred through this process. The process of sending-
receiving confidential office documents is done manually by administrators who control the
official registration book. Sometimes, the commander does not want to disclose confidential
information to anyone other than the recipient leading to information leakage, which may affect
the stability of the country. To solve this problem, I propose to develop an identity verification
system for sending and receiving secret government documents.

E-Authentication for confidential documents in the Army, Air Force and Navy are
accessed through the system using various username and password to verify their identity.
However, this method of identification is flawed, as anyone knowing the password can access the
system. The proposed solution is to develop an Identity Authentication System for Confidential
Document by using Drupal, a Content Management System (CMS) to manage the confidential
documents, and the use of a fingerprint scanner which will be used to verify the identity of the
user. Python is used to send the fingerprint information to the Identity Authentication System for
Confidential Documents.

It can be concluded that the test run of E-Authentication for confidential documents
can connect with a Fingerprint scanner and work perfectly to verify the identity of those whom
have access to the confidential document. The test involves personnel involved with this process
to use and evaluate the satisfaction which results to 93.96% satisfaction, which achieves

the objective and scope of the thesis.
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2.6.2 BASE64 (10@ 64) fio 3smsnlasdoyadonnu wiedeyaduntiuliludoniw
Ay oAy ' A Yoy 2 & = P} A A
Wsedeyayalni fluaiwisee 1w wiedndoyagailnoos 15 ¥eanisutasdoyaviiail
d'al 9 v W % o A d‘ (%3 1 1 dy
wunundoyadioa10nys 64 A1 WUANNIVEI BASE64 AwAI081960 1)1 Table ASCIT -

. < it 4 s
Binary Character (\N14UQ LIDEN Tuuis FUITALDTI)

M13197 2.2 Table ASCII - Binary Character

Letter | ASCII | Binary | Letter | ASCII Binary Letter | ASCII Binary
Code Code Code

a 097 01100001 5 115 01110011 K 075 01001011
b 058 01100010 t 116 01110100 L 076 01001100
C 099 01100011 u 117 01110101 M 077 01001101
d 100 01100100 v 118 01110110 N 078 01001110
2 101 01100101 W 119 01110111 o 079 01001111
f 102 01100110 X 120 01111000 P Qa0 01010000
g 103 01100111 ¥y 121 01111001 Q 0&l 01010001
h 104 01101000 z 122 01111010 R naz2 01010010
i 105 01101001 A 065 01000001 5 0&3 01010011
j 106 01101010 B 066 01000010 T 0&4 01010100
k 107 01101011 C 067 01000011 u 085 01010101
| 108 01101100 D 068 01000100 v 0&6 01010110
m 109 01101101 E 069 01000101 W 0&7 01010111
n 110 01101110 F 070 01000110 x (I1] 01011000
0 111 01101111 G 071 01000111 Y (I}3) 01011001
P 112 01110000 H 072 01001000 Z 090 01011010
q 113 01110001 I 073 01001001 AAS.. 10 .,

r 114 01110010 J 074 01001010 (:’ 'H.Il' Pnp

Tel.086-703-1560
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2.62.1 I3MINTVie BASE64

g 1 Y 9 dy P =\ 2 A
gnNAI0819 AoIN1SLUaIlDA NN "mind" T NVUADUAD

o 9 A v < .
2.6.2.1(1) mﬁuagammmsmuﬂauﬂummgmam 8 bit AATUATTN

Table ASCII - Binary Character

m=01101101
1=01101001

m=01101101
d=01100100

Value Encoding | Walue | Encoding | Value | Encoding | Value | Encoding

L] A 16 Q 32 g 435 W

1 B 17 R 33 h 49 X

2 C 18 g 34 i S0 ¥

3 D 18 T K 5] i a1 z

4 E 20 u 36 k a2 ]

5] F 21 Y 37 1 a3 1

6 G 22 W 38 m o4 2

T H 23 X 39 n 25 3

8 I 24 h 40 o 26 -

9 J 23 Z 41 P a7 ]

10 K 26 a 42 q 28 6

11 L 27 b 43 r 29 T

12 M 28 c 44 S 60 8

13 M 29 d 45 t 61 9

14 8] 30 e 46 u 62 +

13 P 31 T 47 v 63 AMin. ciFi;
Tal.0BE-703-1560
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01101101 01101001 01101101 01100100

2.6.2.1 (2) 1A Foadalvdnamedudie nisavgiuasseeniluya
gan 6 bit niginyagameluasyu 1y o Tdauasy ez lddst
011011 010110 100101 101101 011001 000000
* bit igaaman 1Al 00 nudae =
A3l bit gane Fu 000000 Az Id == desdse

g
2.6.1.1 3) uilaar@aug v 2 vy 6 bit Hu@ygIu 10

o a A 9 o a
MUIUUA ﬂglinﬁ]’]ﬂm'g'lhlﬂ%']ﬂ q@]jﬂ’liﬂ’lu’gmﬂﬁ n"2

519i 2.4 wamsuilas

' 16 * 8 4 2 1 HATINGIU
du

0 1 1 0 1 1 27

0 1 0 1 1 0 22

1 0 0 1 0 1 37

1 0 1 1 0 1 45

0 1 1 0 0 1 \ h.“%5

0 0 0 0 0 0 Te1086 9031560

'
A )

o lnfFouMeunua1s1a Table BASE64 32 189411 bWItZA==

$20819 1142181 php

g‘ﬂLL‘UU Syntax : base64 encode ( string $data ) : string
a10613m311 11141415 encode

<?php

$str = 'This is an encoded string;

echo base64 encode($str);

7>

HAaNTN 1AAD VGhpeyBpcyBhbiBIbmNvZGVKIHNOcmIuZw——



25

2.6.2.2 315N 300ATHd BASE64

o 9

Aas 9 o 9 [ Y < . =
I5N1500ATYiecr BASE64 V]Wﬂ@uﬂﬁﬂﬁlﬁuﬂlsuailaﬂulﬂaQlﬂuﬂquﬁ@\i 6 bit VT

U

v Y
apnunew uad1nsangy nguaz 8 bit 1ae bit gaemae luasu 8 bit 1¥dane nasan

Y g o Y

. ' g v v A vy 9
uuﬂuﬂmmmgmﬁm 8 bit Lmazﬁgmﬂumega ASCII iINMUNIT LAVDUAAURVULLAD

U

$10819015 14N 1M1 php

p] 1)y Syntax : base64 decode ( string $data [, bool $strict = FALSE ] ) : string

v
Jou A

fet1amsneasiia laeldlensuil

<?php

$str = "VGhpcyBpcyBhbiBIbmNvZGVKIHNOcmluZw=="

echo base64 decode($str);

9>
Naﬁlwﬁfﬁhlﬁlﬁﬁ) This is an encoded string
2.63 MD5 8011910 Message-Digest algorithm 5 9 31unun13 19 es5uHash

(Cryptographic hash) fio mautlasgtiuuvesteyadisudun liivnaslada Ieglu

a & Ao A 4 ' a P v o WY oY A
mgﬂuuuwummummw NIIERNTUU %3thﬁ"]iﬂim’ifJﬂﬂsU’f)iJ“aﬂuﬂ‘U‘Uklﬂ ‘m'lmwm

"y Aq v ! o A o A , o = B AL
asradouNToyan liuwaazasunileuiunse li anwlasadeieneudiage lund MDs
I @ ] @ v W 1=
Alumsdsdaunn 128-bit TiAnTudmaugiv 16 (0123456789%abed) ¥11a 32 FISNBT UANT

1 ]
19tszin 1Aty binary 1ag base64
sz Teaniveamsidnsianuy MDS
o a ol &l
2.6.3.1 i Tlasnaeunnugnaesves IWd auudniliadesWd duilonlu
4 A o < Y A o [ 1 [ 1 ] 3}/ 1
Tdmileurunnilsznis nazlda1 MDs milounu uanindt A1 MDs Tiasenu duuaasd

doall lWdlan IWanilen luauysal Famsasraaen MDs awnsarila aaenslldsunsu

%78 191 WinMD5Sum

i
=

o <3 9 1 A 1 < @ 1
2632 il 1Flunsinudeyan ludesnisidame 1w nuswariulilu
9 ! o Y as A A 1 1 3}/ [ o
gudoyamsutasar MDS 118 Tag 35015050071 Brute-Force (M1A1A316 a-z waziir

g’; 3 1 4 dy a, 1 1
ey MUy aa-zz vazae 1S o) wenmiie 1191nliddiasnsNiSen31 Hash

Collision (MF¥UNUYDI Hash)
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2,633 MWIIWVDIAAL mdS
2.63.3 (1) gUnuumaefio mdS((IMESSAGE])
I Y @ . A
2.6.3.3 (2) MD5 (uglunum s Wauny One-Way Encapsulating 139

9 % = 1 A ] Y k) A [ 9 % zﬂl ]
MIVITUTLUUNNIAYI NATIND ulll?ﬂiﬂifmﬂ@l3ﬁﬁ'hlﬂlfﬁllﬂuﬂ‘ﬂﬂ'lﬁ!.‘lﬂﬁ‘l’iﬁ!.L‘U‘UfJu ) U

base64
a10819 11l51n 3
<?
$password = "01234";
$md5_password = md5( $password );
echo "Original Password = ".$password;
echo "<br/>";
echo "After Encapsulating with md5 =".$md5_password;
7>

o ZAY YA
NAAQNTN LAAD
1 Original Password = 01234
2 After Encapsulating with md5 = 4100c4d44da9177247e44a5fc1546778

da v ;
2.7 m3Uszgnal¥ 1y Finger Scan

9 . a d v = @ Yo ] ]

2.7.1 M31990U Finger Scan lumsiigaiaiau delutlagiiv 1d5umseensuedia
Y 1 Y =2 o . Y ' A v oW

19919 Tumnaems wu neaunsAne1 1ol Finger Scan 141119578806 UAIA U 1UN1T
9 y = v A o =R 1A v A Y 9 a o .
N UFeUVRNInEeUTnANY1 Mydsaumisae luosaya N9 mgsne laei Finger Scan
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d‘ 9 a oA 9 dl Y g’/ o Y Y % g’/ [
nawsoen Tddiawihn a deaiueg shlddesduniesisnisuuilasassainynna
i 13 va ) wa ! < Y Y o P
nliiludinerteslumsigifan deezmuldimenmsldiumaluladginsel Finger

9 ] o a oA A [ (Y Y v

Scan 111588 1U8ANNAZAIN TUMTURUROIY vaziumssavianulaoanslvnuy

s a &
DNANIDNNINUUN
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_] edoc_boss_account ¥
bid INT{11)

 oid V ARCHAR{ 11)

 rank_id Y ARCHAR(255)

o firstnam e Y ARCHAR({ 255)

|astname Y ARCHAR(255)

 position ¥ ARCHAR(255)

“key_ck VARCHAR(50)

< key_mdS VARCHAR(32)

 status INT(11)

] erganization
! org_id INT(10)

2 org_type TINYINT (4)

@ parent_id INT{11)

@ org_code V ARCHAR{16)
> title VARCHAR(255) =
* title_en VARCHAR(255)

“ title_abbr VARCHAR(255)

2 title_en_abbr ¥ ARCHAR(255)
# address V ARCHAR{255)
»weight INT {11}

“ status INT{11)

% edoc_boss_account_bid IN..
>

"1 file_managed
fid INT(10)

2uid INT{10)

2 filename VARCHAR{255)
2 uri VARCHAR(255)

2 flemime VARCHAR(255)
 filesize BIGINT(20)
 status TINYINT {4)

& timestamp INT(10)
“@ edoc_document_file_jd INT{10)
< users_uid INT(10)

——H

-

"~ edoc_document_file ¥
id INT{10)

 doc_id INT(10})

O fid INT(10)

O title VARCHAR(255)

“uid INT(11)

“created INT{11)

2 changed INT(11)

* base64 LONGELOB

& weight INT{10)

O status INT(11)

@ edoc_document_doc_jd INT{10)
>

m edoc_account ¥
Lid INT{11)
oid INT{11)

#rank SMALLINT{(5)

#fid INT(10)

> title VARCHAR(54)

* firstnam e Y ARCHAR{ 255)

* lastname VARCHAR(255)

| edoc_document_transfer ¥
id INT{10)

© doc_id INT{10)

~encrypt LONGBL OB

& rec_oid INT{10)

“rec_uid INT {10}

2 sent INT{11)

2 sent_uid INT(11)

“sent_oid INT(11)

> viewed INT(11)

S viewed _uid INT(11)

 accepted INT{11)

»accepted_uid INT(11)

> accepted_code VARCHAR{16)

> accepted_time INT(11)

> accepted_name VARCHAR(255)

sremark VARCHAR(512)
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] edoc_document_revision ¥
doc_id INT{10)

vid INT{ 10}
© ref_doc_id INT(10)
2 type SMALLINT{5)
 urgency TINYINT(3)
& gecrecy TINYINT(3)
“importance TINYINT(3)
~ code VARCHAR(32)
~ signed_date DATE
 subject V ARCHAR{255)
+# content TEXT
 remark TEXT
O uid INT(11)
log LONGTEXT
2 timestamp INT(11)
2 status INT(11)

> citizen_id VARCHAR(14) - -
birthdate DATE . *
— — — —k “ phone VARCHAR(64) F——————— j—ﬂ ———— Jl
# mobile VARCHAR(B4) I : :
» faw V ARCHAR(64) Lo |
» email ¥ ARCHAR(255) I : I
> lineid ¥ ARCHAR(E4) I I | _] users A
» position V ARCHAR (255) JI | I uid INT(10)
» created INT(11) } I I > name ¥ ARCHAR (50)
2 changed INT{11) | |_ -l | pass VARCHAR(128)
# status INT(11) } : mail VARCHAR(254)
file_m anaged_fid INT{10) | | init V ARCHAR (254)
> } I data LONGBLCB
R — ;# _— ;L ——————— —H @ edoc_account_file_managed_fid INT(10)
| LT = @ users_roles_uid INT(10)
I o A INTLD) & users_roles_rid INT(10)
I wid INT(10) "
| ref_doc_id INT(10) F 'T'
: * type SMALLINT{5) I |
I > Urgency TINYINT(3) : ‘—l
77777777777777 4  gecrecy TINYINT(3) | |
} _________ #importance TINYINT{3) P :‘
| » code VARCHAR{32) ] users_roles ¥
} < signed_date DATE Lid INT{10)
} & subject VARCHAR(255) rid INT(10)
|  content TEXT @ role_rid INT(10)
| <> remark TEXT >
} Suid INT(11) +
} lf__“' > created INT{11) H TN I ‘L_
| | # changed INT{11) | I
} I > status INT(11) I T voke * .
| | @ users_uid INT(10) |
} I  edoc_document_transfer_id INT(10) : rid INT(10)
| | ¥ edoc_document_revision_vid INT (10) | | neme VARCHAR(ES)
} I > : 2 weight INT{11)
>
| 1 |
| A A A
_________ ~ 7] edoc_urgency v _ edoc_secrecy T 7] edoc_type v
id INT{10) id INT(10) id INT(10)
o title VARCHAR(255)  title VARCHAR(255) ) title VARCHAR(255)
> weight INT(11) # weight INT{11) > weight INT(11)

O status INT(11)

& edoc_document_doc_id INT{10)

MWA 3.11 UWUAIW ER-Diagram

# status INT(11)
@ edoc_document_doc_id INT(10)
» >

7 status INT(11)
@ edoc_document_doc_id INT{10)
»
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3.3.6 Mimruaeavideaveuilutoya (Data Dictionary)

U

o = Y ' A o ¥ 9 A
ﬂ'liﬂ'l‘Vi‘L!ﬂi"lfJaZL’E]EJ@]‘UENLW\I?J"’IJ@Z;IJ@ i;mgw3J1mwammﬂmqmngmmagaw

lawnmruaziuuuuazsiwazideaais q Weglugdunveslnseadranaziir 1§ lums

v v A A Yk QA a a o A
’s’fi']ﬂﬁ']ﬂﬂlﬁ]ﬂ;ljﬁﬂlﬁﬁ]ﬂi‘lﬂ“ﬁﬂﬂﬁ] MySquﬂEJZJi']EJEI%L@EJﬂﬂQL!

A15199 3.1 1aadInsea$19a1519 MUY (edoc_account)

Field name Key | Data type | Size Desciption

. . 9
uid PK | int 10 | viuneaud 1991 (user
oid FK | int 10 | v e@unuleay
rank FK smallint 5 SYia e

. . kY [}

fid FK | int 10 | File ID Talanuieau
title varchar 64 | Fonureu
firsname varchar 255 6?5 3]
lastname varchar 255 | dna
citizen id varchar 14 | svigvasdszmvu

. U = Al Aa
birthdate date Iuaeuiling
phone varchar 64 | vaineavInsawi
mobile varchar 64 | viveoavIngani
fax varchar 64 | viveavIngdnn

. = 4

email varchar 255 | 81U

. . = 4
lineid varchar 64 hl,@ﬂllﬁu
position varchar 64 | Mg
created int 10 Tunea %l Naccount
changed int 10 | Suiudly

. 9

status int 10 | aouzuodr ldau




= Y = o A
M19519N 3.2 Llﬁﬂﬂiﬂiﬂﬁi’lﬂﬁﬁ’lﬂ 31892108AYUNTD (edoc_boss account)
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Field_name Key | Data_type | Size Desciption
bid PK | int 10 | sAaduimsg
oid FK | varchar 10 | HN@IruIe9Iu
rank id FK varchar 255 PR Y (0L
firstname varchar 255 ‘Tf ?
lastname varchar 255 Hana
position varchar 255 AUNUY
key ck varchar 50 | swanmeviinge
key md5 varchar 32 Lﬁu%y’mﬁaﬁuﬁuﬂamué’a
status int 10 | @z @Guiluglfow)

Y Y 2 Y @
3199 3.3 1aaalnTaa3amse FUANNAUNEIEe (edoc_document)

Field_name Key | Data_type | Size Desciption
doc_id PK |int 10 | swuenansnaia
. . v 9 9
vid FK nt 10 ‘iﬁﬁ@ﬁ‘i'l\‘ilf]ﬂﬁ?i
ref doc id int 10 THA01994
. v A
type smallint 5 Uszinnisge
g.ll 1 1
urgency tinyint 3 BUAINEITIAIU
a}l Q.
secrecy tinyint 3 FUANNAY
importance tinyint 3 yHANIIHO
code varchar 32 aunviaae
. [ d‘ v A
signed date date AIUNNUITD
. v 9 A
subject varchar 255 1 (e RNIFRRN
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Field_name Key | Data_type | Size Desciption
Z
content text UMM
remark text UYL
. . Y
uid int 10 | wnorauh 19 (user)
created int 10 | Sunaadaenas
changed int 10 | Junudlvenas
status int 10 ADIUL

v 9} o
15137 3.4 uaaalnsaa’19n1s 19 HUIANIIED (edoc document file)

Field_name Key | Data_type | Size Desciption
id PK | int 10 | aeuldd
doc_id int 10 | Swuenansnaia
fid int 10 | eyl
title varchar 255 | ¥e10nans
uid int 10 | mneaur 1991 (user)
created int 10 | Junamaiaenas
changed int 10 | Suhud lvenans

s P~ Y

base64 longblob Tlaenarsngmansiia

. . o w o w Y A .
weight int 10 | dwuanudan (@iivatelva)
status int 10 ADIUL




3197 3.5 uaaalnsaa3 1991519 ANWSTIAIU (edoc_document revision)

43

Field_name Key | Data_type | Size Desciption
doc id PK | int 10 | euenansnaia
. . v 9 Y
vid nt 10 THANAITNUDNT
ref doc_id int 10 5HA91994
. v A
type smallint 5 Usziannisge
Zl 1 1
urgency tinyint 3 FUAINLTIAIU
g’/ Q.
secrecy tinyint 3 TUANNAY
importance tinyint 3 FUANUITD
code varchar 32 U1
. v d‘ v A
signed date date ANIUNNUITD
. v 9 A
subject varchar 255 VDT DY
content text 319021009
remark text N9
. . 9y Ao
uid int 10 wmmawﬁﬂmm (user) anen1ansy
log longtext
. . A 9 v A
timestamp int 10 NAMNTINNUITD
status int 10 aEDIUL




3197 3.6 1aaalnsea3amsne misdeseas (edoc document transfer)

44

Field_name Key | Data_type | Size Desciption
id PK | int 10 | d19u
doc _id FK | int 10 | dwuenansiaig
¥ = Yy o
encrypt longblob VOYANYNUITHE
rec_oid FK | int 10 NNAVHUIGIIUNT U
rec_uid FK | int 10 | mneaug launsy
sent int 10 | anuedd
. . P
sent_uid int 10 N
sent_oid int 10 | mireaudas
viewed int 10 | anmemailaeiu
. . . Y A 1

viewed_uid int 10 | dilaeu
accepted int 10 FUMiade

. . Yo v A
accepted uid int 10 NIUNUITD
accepted code varchar 16 @YTVIONAIS
accepted_time int 10 | nasuendls
accepted name varchar 255 ¥o é’%”‘u RIGEP]
remark varchar 512 LR RLIN !
status int 10 a1




v 9
M3199 3.7 1aA InTIa319M1319 FUANUEY (edoc_secrecy)
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Field_name Key | Data_type | Size Desciption
id PK | int 10 | d19u
3’; [ v A
title varchar 255 FUANUAVVDINUITD
weight int 10 | @wuanudny
status int 10 a0IUe

M13197 3.8 1aadlnsead1ensng Uszanmisde (edoc type)

Field name Key | Data_type | Size Desciption
id PK | int 10 | a9
title varchar 255 | Yszanvesmisde
weight int 10 | arwuanuany
status int 10 AU
3190 3.9 taaslnTaaiieasng anudeau (edoc_urgency)

Field name Key | Data type | Size Desciption
id PK | int 10 | aeu
title varchar 255 G]?uﬂﬂm%’)ﬂl@dﬁﬂ/ﬂ?fﬂ
weight int 10 | auaNuaAy
status int 10 AU
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v < o v W o [ [ 1 o
3.3.7 LLWHWQL'JTJLIWQ (Site Map) m@ﬁﬁgﬂﬂﬁu3u@3uﬂﬂaﬁ1ﬁﬁﬂ TU-a ﬁu\iﬁﬂﬁ']clfﬂ'ﬁ

9
FUAIUAD

2ONUUULNYANINTZUUNULAY 2 TIUY

] Yy
3.3.7.1 wm?{amﬁﬁ LWEJWIJJ‘PH?!HSFI'N ﬁli’)fﬂﬁ@‘ﬂﬁ'lﬂuﬁflﬂ

v @ Y

3.3.7.2 91050V M13 MunIa e eazdeadid Uiy uaz wihatd ly

o

v o

A g o
INYTFOHUIAVUY BT

v A Y v A v A 1 aa @ d‘ =
Home HUIFADIV HUIADODN UUIADIDAN ADANITTU JYYOUINT
- uaag - ueag - uEAIEIUY - iumiade A AL GGG - 518azIun
5183 5183 emsmiaie - damisde MINBUTY dafasutiayan
wijadern niaden | aso0n - uflv misde - uft lysede
| o
- @379a01 mide Aianutian
2 a o A
aeiiaile - aumisde
- dlald
w A
niiade

- - /

d' v < J .
MR 3.12 unuAed Tyd (Site Map)

o o o
3.3.8 MasHadoya(Encryption) 1Az N1300ATHEY0YA(Decryption) V04 lWlanas
Tagaz 14 msid1sWanDuaunIns 1350 Symmetric  key  Cryptosystem 1u5tuuy
Y

v 9
S GERLEY AES Gl,uﬂﬁlsfllﬁﬁﬁuﬁzﬂﬂﬂﬁﬁﬁ “?Qﬁ]wd\lﬂﬁl‘ﬁ}ﬁﬁﬁuﬁgﬂ@ﬂiﬁﬁ 2 A59 Al

9 o ) gJ/ ~ Y o A o A
3.3.8.1 MIWNTUAFUALDDATUE ATIN 1 Tﬂﬂisﬁﬂﬂjzj_lﬂﬂﬂ’]ﬁuﬂ"lj
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encrypt($string){
1ting = substr(md5(microtime()) ) - $string;
turn my_simple crypt( $salting,

decrypt($string){
$encode = my_simple crypt( $string,
return substr($encode, 1);

1
)

' ' ¥
MW 3.13 MTINTIaLaz0oaIHa ATaN 1

Y v W v W

9 o o a Ay ¥
3.3.8.2 NMITIUITHALUASDDATVE Tﬂﬂi%ﬂﬂﬁﬂﬁﬁ‘u 32 ADNHT (‘Vlulﬂll'liﬂﬂ

Y @ { 2 o w 9 o 9 Y
q ﬁ'l?;lj NAY ﬂﬁﬂﬁmmumﬂuaﬁa Iag ﬁ’lﬂﬂl'ﬁ]ﬂﬁ’lﬁﬁﬁﬁ’l\? UINMMINTHALUD MD5)

$key = $res 1['key m
$ken_en= md5($key);
$encrype = encrypt($encoder.$ken_en);

$key code = $build['searc t ber_form'][ 'key_md5"' ][ "#value'];
$key = $key code.™".4%d

$code = md5($key);

$key_len = strlen($code);

$decrypt = decrypt($res_2['encrypt’'],%code};

v ' ¥
JTI‘INﬁ 3.14 ﬂ1ﬁ0ﬂ15l%1’§ﬂﬁllﬁ$i‘l@ﬂiﬂﬁ AIIN 2

34 ﬁgﬂ‘llﬁ!!ﬂuﬁ]ﬂﬁ'JﬁQ
o o
3.4.1 gilnsaluazgueauiia
. . A J 9 o L a4 A '
3.4.1.1 FingerPrint sensor A9 FUIEDITIUHIUTUAUDIYUIUDINDATIVTDUINNGY

o 3 o L A v L A oy &
nuvedlaslugiudeya aunsauiinareinielulugaldgega 127 a1etiafie 14 1videa

1 9
42V-6V NIZUAGIGA 150mA wounonl UART Lgduiiaaail
3.4.1.1.(1) Supply voltage: 4.2 - 6.0VDC
3.4.1.1.(1) Operating current: 120mA max

3.4.1.1.(1) Peak current: 150mA max
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3.4.1.1.(1) Fingerprint imaging time:

3.4.1.1.(1) Window area: 14mm x 18mm

3.4.1.1.(1) Signature file: 256 bytes

3.4.1.1.(1) Template file: 512 bytes

3.4.1.1.(1) Storage capacity: 127 templates

3.4.1.1.(1) Safety ratings (1-5 low to high safety)

3.4.1.1.(1) False Acceptance Rate: <0.001% (Security level 3)
3.4.1.1.(1) False Reject Rate: <1.0% (Security level 3)
3.4.1.1.(1) Interface: TTL Serial

3.4.1.1.(1) Baud rate: 9600, 19200, 28800, 38400, 57600 (default is 57600)
3.4.1.1.(1) Working temperature rating: -20C to +50C
3.4.1.1.(1) Working humidy: 40%-85% RH

3.4.1.1.(1) Full Dimensions: 47 x 20 x 21.5mm

MNA 3.15 Qﬂﬂiﬂi’ Finger Print Sensor

3.4.1.2 @18 USB Port : PL2303HX USB Transfer to TTL RS232 Serial Port Adapter
Cable Module PL2303 Console Recovery Upgrade INBITOUADTLH I Fingerprint sensor A1

d' a d 1
IATDINDUNUADT iﬂfJﬂiSLlﬁ]lW 3.3vViag 5.0V
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< .
MNN 3.16 g1/nsala1e USB Port

L A

3.4.2 STUVUTHISTANTAOUIND

Y A

A o =Y g Y £
sruuuTmssamsateinieniulaeenuunlaen1s1n b1 phyton lumsideu

o w a @ Qy a T v a3 4 g’/ Y
ﬂ?ﬁﬁyﬁﬂﬂiﬂ1iﬂﬂﬂ1ﬁa1ﬂujﬁﬂuﬁ3@ﬂﬁﬂﬂlﬂ?uqmﬁiﬂﬂﬂﬂﬂ1u%ﬂua

def menm() :

primnt ("--—-———"———————-— ™)

1f finger.read templates() != adafruit fingerprint.OK:
raise RuntimeError ('Failed to read templates')
print ("Fingerprint templates:", finger.templates)
print{™e) enroll print")
print ("f) find print
print {("d} delete pri

v v Y
ﬂ"IWﬁ 3.17 ﬂ1ﬁﬂ&!ﬁﬁ$tﬂl&ﬂﬂi$ﬂﬂﬂiﬂ1ifl]ﬂﬂ'l‘ia'lﬂu’lﬁfl

v v Y
3.4.2.1 9144 e) enroll print (ﬂmwumﬂmﬁa)
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def enroll finger (location):
"nmrTake a 2 finger images and template it, then store in 'location'™™ ™

for fingerimg in range(l, 3):
if fingerimg == 1:
print ("Place finger on sensor...", end="", flush=True)
else:
print ("Place same finger again...", end="", flush=True)
i = finger.get_image ()
if 1 == adafruit fingerprint.OK:

print ("Image taken™)

break

£1if i == adafruit fingerprint.NOFINGER:
print(".", end="", flush=True)
=11f 1 == adafruit fingerprint.IMAGEFAIL:

print ("Imaging error™})

els

print {("Other error™)

print {("Tenplating...", end="", flush=True}
i = finger.image 2 tz (fingerimg)
if i == adafruit fingerprint.OK:
print ("Tenplated™)
else:
if i == adafruit_ fingerprint.IMAGEMESS:
print ("Image too messy")
£1if i == adafruit fingerprint.FEATUREFAIL:
print ("Could not identify features™)
£1if i == adafruit fingerprint.INVALIDIMAGE:
print{"Image dinvalid™)
elze:
print ("Cther error™)
if fingerimg == 1:

print ("Remove finger™)
time.sleep(l)

while i != adafruit fingerprint.NOFINGER:
i = finger.get image ()

print ("Creating model...", end="", flush=Trus)
i = finger.create_model ()
if i = adafruit fingerprint.0K:

print ("Created™)
else:

if i = adafruit fingerprint.ENROLLMISMATCH:

print ("Prints did not match™)
elze:

print ("Other error™)
return False
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print ("Storing model #%d..." % locationm, end="", flush=Trucs)
i = finger.store _model (location)
if i = adafruit_ fingerprint.OK:
print ("Stored"”

if i == adafruit fingerprint.BADLOCATIOHN:

print ("Bad storage location™)
£1if 1 == adafruit fingerprint.FLASHERR:
print ("Flash storage error"

H v il Y
MNA 3.18 Mdamsiua1eiiie

< o & o o 2 L A < v °
ﬂ?ﬂﬂT‘Wlﬂuﬂ"Iﬁ\‘lﬁ”lﬁﬁ‘UﬂWiLWNﬁWﬂU’JNf]!ﬂ‘]Jll'Jcluﬂ'JWNfﬂTsllﬂ\i
a d o 1 @ g UK o ] V3 o v
Finger Print Tg#iunfa1 e vasnniuldauaviseimiteau ag'lusnu Fadguaszuuee
° Yy Y ' ° ' A A ' ° ' 9 9
ﬂTViuﬂ”l'JLLﬁ'J'Nﬁu'JfNTuUlﬁulﬁaUﬂig%11’71!'381\‘]1‘14?]@@3”15 LﬂﬂﬂlﬁlﬁﬂlﬂigQTﬁuﬂﬂQTullﬁ'ﬂﬁ

o Qy A 9 a 2’,
MMITAUDUAYUINBNUITNIT 2 AT

] Y
3.4.2.2 A& f) find print (mminaaumamﬁa)

def get fingerprint(}:
Ll

"mrGet a finger print image, template it, and see if it matcheg!™""
print ("Waiting for image...™})

while finger.get image () != adafruit fingerprintc.OK:

print ("Templating..."™)

if finger.image Z t=z(l) != adafruit fingerprint.OK:

print ("Searching...™)
if finger.finger fast search() != adafruit fingerprint.OH:

v ] v
MNA 3.19 mmmsmnaaum&mﬁa
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v v
o o o (2 ) [

I @ 2 a o
Fi]']ﬂﬂ']WlﬂUﬂ’]ﬁ\‘]ﬁ’]ﬂﬁ‘Uﬂ’liﬁijﬂﬁ@ﬂa1ﬂu’3ﬁ@1ﬂﬂwuﬁﬂ1ﬁq f a1nsunIg
2 ] 4 o '
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3.4.2.3 A1d4 d) deleted print (miaumﬂﬁaﬁ@)

#fprimc('d")
if finger.delete model (get num(}) == adafruit fingerprint.OK:
print ("Deleted!™)

print ("Failed to delete™)

' ' v
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3.4.2.4 A4 k) check finger (madﬁ’auﬁaawﬁaﬁa)

def EKeyboard()

get_fingerprint_id():

#print ("Detected #", finger.finger id, "with confidence™, finger.confidence)
res = str(finger.finger id)
words = hashlib.mdS (res.encode ("utf-5"))

keyboard. type (words.hexdigest () )
keyboard.press (Fey.enter)
keyboard.release (Key.enter)

if list == []
print{'Could not open port')
exit ()
print {"Connected COM ports: "™ + str (connected)
if sys.platform.startswith('win'):
# lattention assumes pyserial 3.x
ports = ["COM%s"' % (1 + 1) for i range (256) ]
=lif sys.platform.startswith('linux') sys.platform.startswith('cygwin') :

# this excludes your current terminal "/dev/toy"
ports = glok.glok('/ [
elif sys.platform.stcarcswith('c
ports = glob.glob('/dev/tcy.*")

F[A-Za-z2]*")

raise EnvironmentError {'Unsupported platform')
ports = connected[d]
uart = serial.Serial (ports , S7&00)
finger = adafruit_fingerprint.fAdafruit_Fingerprint (uart)

d’ o v 19 t:y A
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3.4.2.5 Ad4 x) exit (89NINTLU)

1 c== "m':
#print ("Exit Program')
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d1uinanldansznsienan Ivy ¥wamsnaaouIzuVNY oonily 3 @Iu Ao (1) nagou
a 1Y ay a A o
F2UVUINITIANITAUIID (2) mﬁauﬂizammwmmqﬂﬂim Fingerprint Sensor (48 (3)
Y
mﬂﬁaumiﬁwmiumwnmm5zuu§uﬂumuﬂﬂaﬁmiu FU-a9 9A0I1¥NITVU
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4.1 NAARUIZUVUIHITIAM TN
] a [ AQBI A 1 a3 v Y [ dy
HUNNISNATUTLUVUINITIANITAUIND Ligeenilu 5 1290 A4l
v v
4.1.1 e) enroll print (M3INNAIHIND)
2
4.1.2 f) find print (MIATIVABVAHI0)
Y
4.1.3 d) delete print (msauawmﬁa)
. 2
4.1.4 k) check finger (msm%’ayjamﬂmﬁ@)

4.1.5 x) exit (99NINTTU)

| *Python 3.8.0 Shell™ — O =

File Edit Shell Debug Options Window Help

Python 3.8.0 (tags/v3.8.0:fa%919fd, Oct 14 2019, 19:21:23) [MSC w.1916 32 bit (In
tel)] on win3z

Type "help”, "copyright”, "credits" or "license()" for more information.

= RESTART: C:\Users\Chanida\BppData\Locall\Programs\Python'\Python38-32\fingerprin
t_simpletest_v2_1 01 _2020.py

Connected COM porcs: ['COMé']

Fingerprint templaces: [1, 2, 3, 4, 5, 6, 7, 2, §, 10]
e) enroll print

£) find print

d) delete princ

k) check finger

x) exit

] Y
PNA 4.1 W?%}ﬂigﬂﬂﬂiﬁ”Iii]ﬂﬂﬁfnflu’clﬁ@
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. A A A
e) enroll print (N FINNAYUIND)

2 A

A do 1 9 o A 1o ° ' o
IﬂﬂWNWﬂ131 e TAIMITIUMIINNANYUIUD Blaﬁjlaﬂlﬂigi]'lﬁujﬂ\ﬂu L!,fg]}'J‘Vl'lﬂ'li

L A g a ¥
FUNUAWUINDHUITHIT 2 AT

# *Python 2.2.0 Shell” - O *
& “Pytl

File Edit Shell Debug Options Window Help

Python 3.8.0 (tags/v3.8.0:fa%l%fd, Cct 14 201%, 19:21:23) [MS5C v.1916 32 bit (In A
tel)] on win32

Type "help", "copyright", "credits"™ or "license ()" for more information.

= RESTART: C:\Users\Chanida\AppData\Local\Programs\Python\Python3g-32\fingerprin
t_simpletest_v2_1 01_2020.py

Connected COM ports: ['COMe']

Fingerprint templates: [1, 2, 3, 4, 5, &, 7, &, 9, 104]
e) enroll print

f) find print

d) delete print

k) check finger

I x) exit

> e

Enter ID # from 1-127: 11

Place finger ON SENSO0T...essstsssrtansnnnsans Image taken
Templating...Templated

Remove finger

Place same finger again....... Image taken
Templating...Templated

Creating model...Created

Storing model #11...Stored

v ] Y
NN 4.2 ﬂﬁlWiJﬁTfJu’Jﬁﬂ

f) find print (M3NTIVEOUMYINIID)
A o @ o o 2 R
IﬂﬂWNWﬂTﬁQ fﬁqw5Uﬂ15ﬁ53ﬁ]ﬁﬂﬂaqﬂujﬂﬂ'JWLﬂuUﬂﬂaﬂlﬂ VT LTAAN

oA-o-UINANAAZA MU0

| *Python 3.8.0 Shell* - O ®

File Edit Shell Debug Options Window Help

Python 3.8.0 (tags/v3.8.0:fa919fd, Oct 14 2019, 19:21:23) [MSC v.1916 32 bit (In
tel)] on win32

Type "help™, "copyright", "ecredits"™ or "license ()" for more information.

Frx

= RESTART: C:\Users\Chanida\AppData\Local\Programs\Python\Python3g-32\fingerprin
t_simpletest_w2_1_01_2020.pv

Connected COM ports: ["COM&']

Fingerprint templates: [1, 2, 3, 4, 5, &, 7, 8, 9, 10, 11]

e) enroll print

f) find print

d) delete print

k) check finger

X) exit

Waiting for image...

Templating...

Searching...

Detected with confidence 100

wa.n.  alsTun fdund —- WU.RD7. ROV,

v Y
MNA 4.3 ﬂ?iﬂi]ﬂﬁﬂﬂﬂWﬂuﬁﬁi’)
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d) delete print (M3auMeHING)
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Iﬂﬂ‘WlI‘W 144 dwmmﬂuuwuwwmmaw Nabl iIJuG]ﬂVIGI@Qﬂ'IiaTJEI'IEJH'JﬂJ@aQUhJ

| & *Python 3.8.0 Shell* — O x®

File Edit Shell Debug Opticns Window Help

Bython 3.8.0 (tags/v3.2.0:fa919fd, Oct 14 201%, 19:21:23) [MSC v.1916 32 bit (In
tel)] on win32

Type "help", "copyright", "credits"™ or "license ()" for more information.

= RESTRRT: C:\Users\Chanida\AppData‘\Local\Programs\Python\Python38-32\fingerprin
t_simpletest_v2_1 01 2020.py

Connected COM ports: ['COME"]

Fingerprint templates: [1, 2, 3, 4, 5, &, 7, &, 9, 10, 11]
e) enroll print

f) find print

d) delete print

k) check finger

R} exit

> d

Enter ID # from 1-127: 11

Deleted!

Fingerprint templates: [1, 2, 3, 4, 5, &, 7, &, 9, 10]

e) enroll print

f) find print

d) delete print

k) check finger

®) exit

- £
NNN 4.4 NITAVAYUIUD

k) check finger (M3a3¥o3ameiiiiG)

o &

a o [ 1 v 9y v I J < 2 A o
1. IﬂUWNWﬂ ik ﬁﬂ’i5Uﬂ15ﬁﬁiﬂﬁm@yja1ﬂﬂﬁmﬂ1%ﬁ ﬂzlﬂuﬂluﬁaumiﬂuﬂu

Ly

aaulunmsiumisde anmuziidesilanasalunmsFouaodoyaszningszuuMsu-a.

Y
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u
| |.& *Python 3.8.0 Shell* — O ®

File Edit Shell Debug Options Window Help

Python 3.8.0 (tags/v3.8.0:fa9189fd, Oct 14 2015, 19:21:23) [MSC v.1916 32 bit (In
tel)] on win32 E
Type "help", "copyright™, "credits™ or "license ()" for more information.

= RESTART: C:\Users\Chanida\AppData\Local\Programs\Python\Python3g-32\fingerprin
t_simpletest_w2_ 1 01 2020.py
Connected COM ports: ['COMé&']

Fingerprint templates: [1, 2, 3, 4, 5, &, 7, B, 9, 10]
e) enroll print

f) find print

d) delete print

k) check finger

®) exit

>k

Place finger on sensor...

a v E
NINN 4.5 ﬂ'ﬁﬁ\i"U’ﬂy‘aa'lflu'Jll’ﬂ
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|.& Python 3.8.0 Shell - m] X

File Edit Shell Debug Options Window Help

Python 3.8.0 (tags/v3.8.0:fa%19fd, Oct 14 2019, 19:21:23) [MSC v.1916 32 bit (In
tel)] on win3z2
Type "help", "copyright™, "credits"™ or "license ()" for more informatiom.

= RESTART: C:\Users\Chanida\hppData\Local\Programs\Python\Python38-32\fingerprin
t_simpletest_v2_1 01 _2020.py

Connected COM ports: ['COM&']

Fingerprint templates: [1, 2, 3, 4, 5, &, 7, 8, 9, 10, 11]

e) enroll print

f) find print

d) delete print

k) check finger

X) exit
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GROW:

Preface & Declaration
Thank you for vou selection of B307 Fingerpnnt Identification Module (Module) of
GROW.
The Manunal is targeted for hardware & software developing engineer, covering
hardware interface, system resource, mstruction system, installment information, etc. To
ensure the developing process goes smoothly, it is highly recommended the Mannal is
read through carefully.
We will try our best to assure you the correctness of the Mamnal However, should you
find any problem or error with if, feel free to contact vws or the sales representative of us.
We would be very gratefnl.
Holding the principle of -:nnstai:ﬂy unproving and perfecting products, so both the
moedule and contents of the Mannal might subject to changes. Serry for separate notice.
You may visit our website or call vs for the latest information.
The Mamal contains proprietary information of GROW, which shall not be nsed by or
disclosed to third parties without the permission of GROW, nor for any reproduction and
alteration of information without any associated wamranties, conditions, limitations, or
notices.
No responsibility or liability is assumed by GEOW for the application or use, nor for
any infringements of patents or other intellectual property rights of third parties that may
result from its nse.
All products are sold subject to GEOW's terms and conditions of sale supplied at the
time of order acknowledgment. Testing, toel and other quality control technmiques are
used to the extent GROW considers necessary to support the warranty of relevant
performance of its products to the specifications, except as expressly agreed to in writing
by govemment regquirements, testing of all parameters of each product is not necessarily
performed.

wwwhzerow.com
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GROW:

I Introduction

Power DC 4 2VEeV Interface UART(TTL  logical
level) USB 2.0
Working current Typical: 50mA Matehing Mode 1:1 and I:N
Baud rate (9600 bps, Character file size 256 bytes
N=1--12 (default N=6)
Image acquiring time =) .55 Template size 512 bytes
Storage capacity 1000 Security level 5 (1, 2 3 4
H(highest})
FAR =0.001% FER 0.1%
Average searching time | = 15 (1:1000) Window dimension 19mm* 2 I mm
Working environment Temp: -10707-+407T Storage environment | Temp: -40°0C-+837C
RH: 20%-85% RH: =85%
Outhne Dimention Spht type MModule: 44 1%20%23.5 mm

Operation Principle

Fingerpnnt processing mcludes two parts: fingerprnt enrollment and fingerprint matching (the

matching can be 1:1 or 1:M).

When enrolling, user needs to enter the finger two times. The system will process the two time
finger images. generate a template of the finger based on processing results and store the template
When matching, user enters the finger through optical sensor and svstem will generate a template
of the finger and compare it with templates of the finger hibrary. For 1:1 matching, system wall
compare the Irve finger with specific template designated mn the Module; for 1:N matching, or
searching, system will search the wheole finger hbrary for the matching finger. In both

circumstances, system will refurn the matching result, success or fallure.
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II Hardware Interface

Exterior Interface
B i IS
1l
. 123456 .
1.5V 2:GND 3:TXD 4:RXD 5:TOUCH 6:3,3\{T
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GRUW:

Serial Communication

When the FP module commmunicates with user device, defimtion of T1 15 as follows:

Pin Nmuber | Name Type Function Description
1 W m Power mput  (DC4.2V - 6V)
2 GND - S1znal ground. Connected to power ground
3 TXD out Data output. TTL logical level
4 EXD m Data mput TTL logical leve
3 Touch out Fmger detection signal {maxmum output current: 50mA )
6 33V mn Fmger detection power (DC3 3V - 5V. about Sud)

Hardware connection

W1a senal mterface, the Module may commumcate with MCU of 3.3V or 5V power: THD (pin 3 of
P1} conmects with EXD (receming pin of MCU), EXD (pin 4 of Pl) conpects with TXD
(ransfermng pin of MO, Should the upper computer (PC) be in B5-232 mode, please add lavel
convertmg cireunt, hke MAX232, between the Module and PC.

U'SE Communication

Fin Nmober | Name Type Function Description
T oV I Power mmput
8 D+ out USB data output.
o - m USB data mput.
10 GMND — S1znal ground.

Serial communication protocol

The mode 15 semiduplex asychronism senal communication. And the default baud rate 1= 57600bps.
User may set the baud rate in 96001152 00bps .

Transfemng frame format 15 10 bit: the low-level starfing bat, 8-bat data with the LSEB fust and an
ending bit. There 15 no check bat.

Star Bit Step Bit

T ND YD W WD X Dk D I

y .

Reset time

At power on, it tzkes about 200ms for mtizlization. Dunng this penod, the IModule can’t accept

commands for upper computer.
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III System Resources

To zddress demands of different customer, Meodule system prowides abundant resources at user’s

Notepad

512-bwte memory 15 set aside m flash for User’s notepad. The notepad 1s
divided inte 16 pages logically, 32 bytes per page. The host can access any page by
mstmetion GR._ WintelMotepad or GE._FReadMotepad.

MNote: when wmitten, the whele page 1s taken as a whole and s former contents wall
be replaced.

Buffer

There are an mmage buffer and two 512-byte-character-file buffer within the EAM space of the
module. Users can read & wnte any of the buffers by mstmctions.
Mote: Contents of the above buffers will be lost at power-off.

Image buffer

ImageBuffer serves for mmage storage and the 1mage format 1z 256% 288 pixels, form 1z BMPE

When transfermnng through TART, to guicken speed, only the upper 4 bits of the prxel 1= transferred
(that 1= 16 grev degrees). And two adjacent prxels of the zame row will form a byte before the
transfermng. When uploaded to PO, the 16-zrev-degree 1mage will be extendead to 258-grev-dezree
format. That’s §-but BMP format.

When transferming through USE, the image 15 8-bit prxel, that’s 256 grey degrees.

Character file buffer

Character file buffer, CharBuffer], CharBuffer?, can be used to store both character file and
template file.

Fingerprint Library

Synstem sets asnide a certam space within Flash for fingerprint template storage, that’s fingerprint
hbrarv. Contents of the hbrary remain at power off.

Capacity of the hbrary changes with the capacity of Flash, svstem will recogmze the latter
automatically. Fingerpnnt template’s storage m Flash 15 o sequential order. Assume the fingerprint
capacity N, then the serial number of template i hbrary 15 0, 1, 2, 3 .. M. User can only access
hbrary by template pumber.

System Confiuration Parameter

To facihtate user’s developimg, Module opens part system parameters for use. And the bazic
mstuchions are SetSv=Para & ReadSv=Para. Both mmstruchons take Parameter Number as
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When upper computer sends command to modify parameter, Module first responses with ongmal
confizurations, then performs the parameter modification and wiites configuration record into Flash.
At the next startup, system will run with the new configurations.

Baud rate control (Parameter Number: 4)

The Parameter controls the UART commumcation speed of the Modul. Its value 15 an mteger 14,
M=[1, 12]. Coorespending baud rate is 600*M bps.

Security Level (Parameter Number: 5)
The Parameter confrols the matching threshold value of fingerpnnt searching and matching.
Secunty level 1s dvided mto 5 grades, and cocrespondmg value 15 1, 2, 3, 4, 5. Af level 1, FAR 1=
the lughest and FEE 15 the lowest; however at level 5, FAR 1= the lowest and FRE 15 the highest.
Data package length (Parameter Number: 6)
The parameter decides the max length of the transferming data package when commumcating with
upper computer. Its valee 15 0, 1, 2, 3, comesponding to 32 bytes, 64 bytes, 128 bytes, 256 bytes
respectively.

System status register

Swvstem status register mdicates the curent operation status of the Module. Its length 15 1 word, and
can be read via instruction ReadsvzPara. Defimtion of the register 15 as follows:

Bt Mum 15 4 3 2 1 0
Deseription Eeserved ImgBufStat FWD | Pass | Busy
Hote:

Busy: 1hit 1: system 15 executing commands; 0: system 135 free;
Pass: 1 bit. 1: find the matching finger; (- wrong finger;
PWD: 1 bat. 1: Venfied device’s handshaking password.
ImgBufStat: 1bit 1: mage buffer contains vahd image.

Module password

At power-on reset, system first checks whether the hand:zhaking password has been modified. If mot,
system deems upper computer has no requirement of verifyving password and will enter mte normal
operation mode. That's, when Module password remains the default, verifying process can be
jumped. The password length 1s 4 bvtes, and its defanlt factory value 1s OFFH, OFFH, 0FFH, 0FFH.
Should the password have be modified, refer fo imstruction SetPwd, then Module {or device)
handshakmg password mmst be venfied before the system enter inte normal operation mode. Or
else, system will refuse to execute and command.

The new modified password 15 stored in Flash and remains at power off.
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Module address

Each module has an identifying address. When commumcatmg with upper computer, each
mstmction’data 1= transferred m data package form, which contams the address item. Module
system only responds to data packaze whose address item value 1= the same with 1z identfiving
address.

The address length 15 4 bytes, and 1ts default factory value 15 0xFFFFFFFF. User may modify the

address via instruchon Secddder The new modified address remains at power off.

Random number generator

Module integrates a hardware 32-bit random pumber generator (BMG) (without seed). Via

mstmction GetRandom Code, system will penerate a random number and upload it.

IV Communication Protocol

The protocol defines the data exchanging format when E30X seres communicates with upper
computer. The protocel and instruction sets apples for both TART and USE commumication mode.
For PC, USB interface 15 strongly recommended to improve the exchanging speed, especially in
fingerpnnt scanmng device.

5.1 Data package format

When communicating, the transfermng and recerving of command/dataresult are all wrapped n
data package format.

Data package format
Header Adder Package Package Package content Checksum
1dentifier length (mstuchon'data Parameter )
Definition of Data package
Name Symbel Length Deseription
Header Start 2 bytes | Fixed value of (xEF01; Hizh byte transferred first.

Default value 1= 0xFFFFFFFF, wihich can be modified by
Adder ADDER 4bytes | command High byte transferred first and at wrong adder value,
module will reject to transfer.

0lH | Command packet;

Package Data packet; Data packet shall not appear alene in
dentifier FID 1 byte 02H | execufing processs, must follow command packet or
acknowledge packet.

07H | Acknowledge packet;
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08H | End of Data packet.

Package Fefers to the length of package content (command packets and
Jength LENGTH 2bytes | data packets) plus the length of Checksum{ 2 bytes). Unit 15
byte. MMax length is 256 bytes. And high byte is transfemred first.
Package It can be commands, data, command’ 5 parameters,
Dt DATA - acknowledge result, etc. (fingerprint character value, template

are zll deemed as datz);
The anthmetic sum of package i1dentfier, package length and
Checksum SUM 2bytes | all package contens. Overflowing bits are omitted. hagh bvte 15

transferred first.

Check and acknowledgement of data package

Note: Commands shall only be sent from uwpper computer to the Module, and the Module

acknowledges the commands.

Upon receipt of commands, Module will report the commands execution status and results to upper

computer through acknowledze packet Acknowledge packet has parameters and mayv also have

followinz data packet Upper computer can't ascertamn Module's package receming status or
command execution results unless through acknowledgze packet sent from Module. Acknowledge
packet includes 1 byte confirmation code and maybe also the retumed parameter.

Confirmation code = definition is :

Wk: commad execution complete;

01k: ervor when receiving data package:
02k: no finger on the sensor;
03k fa1l to enroll the finger;

(4k: fail to generate character file due to the over-disorderly fingerpnint image;
05k fa1l to generate character file due to the over-wet fingerprint image:;

(6h: a1l to generate character file due to the over-disorderly fingerprmt image:

07hk: fail to generate character file due to lackness of character point or over-smallness of
fingerpnnt image

(Ek: finger doesn’t match;
9k a1l to find the matching finger;

0AhR: fail to combine the character files;

0BL: addressmg PagelD) 15 bevond the finger hibrary;

Ch: error when readmg template from hbrary or the template 15 1vahd:
0Dh: error when uploading template;
0ER: Module can’t recerve the followmg data packages.
0Fh: emror when uploading image;
10k: fal to delete the template;
11h: fail to clear finger library;
13k: wrong password!

15k: fa1l to generate the image for the lackness of vahd primary mmage;

18h: ervor when wnting flash;

19k: Mo defimtion emvor;
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1Ah: invalid register pumber;

1BL: mncomect confipuration of register;

1Ch: wrong notepad page number;

1Dk fail to operate the commumecaton port;

others: system reserved;
41k Mo finger on sensor when add fingerprint on second fime.

42k fa1l to enroll the finger for second fingerpnnt add.
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43h: faill to generate character file due to lackness of character point or over-smallness of

fingerpnnt image for second fingerprint add
44b: fail to generate character file due to the over-disorderly fingerprint mmage for second
fingerpnnt add;
43k Dupheate fingerprnt

V

Module Instruction System

R30X senes provide 23 mstruchions. Through combmation of different mstuchons, appheaton
program mzy realize muh finger authennication functons. All commands/data are transferred in

package format Refer ro 3.1 for rhe derailed information of package.

System-related instructions

Verify passwoard

ViyPwd

Description: Venfy Module's handshaking password. (Fefer to 4.6 for details)
Input Parameter: PassWord (4 bytes)

Retwn Parameter: Confirmation code (1 byte)

Instruction code: 13H
Command (or instruction) package format:

2 bytes 4bvies 1 byt 2 bytes 1 byte 4 byte 2 bytes
Header Moduls Package Instruction Paszword Checksum
address 1dentifier code
0xEF01 XX 01H 0TH 13H PazsWord sum
Acknowledge package format:
2 btes 4bvies 1 byte 2 bytes 1 byte 2 bytes
Header Module address Package Package Confirmation Checksum
wdentifier Langth code
0=EF01 xXxx 07H 03H xxH sum

Mote: Confirmaton code = 00H: Correct password;
Confirmation code = 01H: emor when recerving package;
Confirmation code = 13H: Wrong password;

Set password

SetPwd

Description: Set Module's handshaking password. (Refer to 4.6 for detauls)
Input Parameter: PassWord (4 bytes)
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Feturn Parameter: Confirmaton code (1 byte)
Instruction code: 12H

Command (or instruction) package format:

95

2 bytes 4bytes 1 byte 2 bytes 1 byte 4 byte 2 bytes
Header Module Package Package Instruction Password Checksum
address identifier length code
(x=EF01 HEAX 01H 07TH 12H PassWord sum
Acknowledze packaze format:
2 bytes 4 bvte 2 bytes 1 bvte 2 bytes
Header Idodule address Package length Confirmation Checkzum
code
(=EF01 HEAX 03H xxH Sum
Mote: Confirmation code=00H: password setting complete;
Confimation code=01H: ermror when recerving package;
Set Module address SetAdder
Descnption: Set Medule address. (Refer to 4.7 for adderss information)
Input Parameter: Mone;
Feturn Parameter: Conflrmation code (1 byte)
Instruction code: 15H
Command {or mstruction) package format:
2 bytes dbytes 1 byte 2 bytes 1 byte 4 bvtes 2 brytes
Header Cmignal Package Package Instruction Mew Module | Checksum
Module address | 1dentifier length code address
0xEF01 HXAK 01H 07H 13H WEAK sum
Acknowledge package format:
2 bytes 4bvtes 1 byte 2 byvtes 1 bryte 2 bvtes
Header HNew Module Package Package Confirmation Checksum
address identifier length cods
0xEF01 HXAX 0TH 07H xxH Sum
Mote: Confirmation code=00H: addres: setting complets;
Confirmation code={01H: error when receining packagze;
Set module system’s basic parameter SetSysPara
Desenption: Operation parameter settings. (Fefer to 4 4 for more information)
Input Parameter: Parameter number;
Fetwrn Parameter: Confirmatnon code (1 byte)
Instruction code: OeH
Command (or instruction) package format:
2 bvtes | dbytes 1 byte 2 bytes 1 byte 1byte 1byte 2 bytes
Header | Module Package Package | Instmuction Parameter Contentz | Checksum
address wdentifier length code number
0xEF01 | 3leex 01H 05H OeH 47506 xx sum
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Acknowledge package format-

2 bytes 4bvtes 1 byte 2 btes 1 byte 2 bytes

Header Module Package Package Confirmation Checksum
address identifier length code

0=xEF01 Haxx 0TH 03H xxH Sum

Port Control

Mote: Conformation code=00H: parameter setfing completa;
Confirmation code=01H: error when receiving package:
Confirmation code=1aH: wrong register number;

Control

Desenption:
For UART protocol, it control the “on'off” of USE port;
For USB protocol, it control the “on'off” of UART port;
Input Parameter: control code
Contrel eode ™0 means twns off the port;
Contrel eode ™1™ means fwrns on the port;
Fetwn Parameter: confirmation code;
Instruction code: 17H
Command {or mstmection) package format:

2 bytes 4brytes 1 byte 2 bytes 1 byte 1bvte 2 bytes

Header Chup Package Package Instuction | Control | Checksum
address 1dentifier length code code

O=EF01 XXX 0lH 04H 1TH ol

Acknowledze package format:

2 btes dbytes 1 bote 2 bytes 1 byte 2 btes

Header Chap Package | Package | Confomation | Checksum
address identifier | length code

I=EF01 KEEX 07TH 03H xxH sum

Read system Parameter

Mote: Confomation code=00H: Port operation complete;
Confirmation code=01H: siror when recenang package;
Confimmation eode=1dH: fail to operate the commumication port;

ReadSysPara

Descniption: Eead Module's status register and system basic confisuration parameters;

for system confisuwration parameter and 4.5 for svstem status register ) .
Input Parameter: none

Betum Parameter: Confirmation code (1 byte) + basic parameter © 18bytes )
Instuchon code: OFH

Command (or instruchon) package format:

(Befer to 4.4

2 bytes 4bvtes 1 byte 2 bytes 1 byte 2 bytes

Header Module Package Package length Instruchon Checksum
addrass wdentifier code

0xEF01 Haxx 01H 03H OfH Sum

Acknowledge package format:
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2 bytes 4bytes 1 byte 2 bytes 1 byte 16 bytes 2 bytes
Header Module Packagze Package | Confomation | Basic parameter | Checksum
address wdentifier length code L=t
0xEF01 xx 0TH 3+16 =xH See following sum
table

MNote: Confirmation code=00H: read complete;

Confirmation code=01H: error when receiving package;

MHame Descnption Offzet (word) | Size (word)
Status register Contents of system status register 1] 1
System 1denfifier code | Fixed value: Ox0009 1 1
Finger hibrary zize Finger hbrary size 2 1
Secunty level Securtty level (1, 2, 3. 4, 5) 3 1
Device address 32-bat device address 4 2
Data packet size Size code (0, 1, 2, 3) & 1
Baud settmg= N (baud = 9600*N bps) 7 1

Read valid template number TempleteNum

Desenption: read the current vahid template number of the Module
Input Parameter: none

Fetum Parameter: Confinmation code (1 byte), template number: M
Instuction code: 1dH

Command (or instruction) package format:

2 bytes 4bytes 1 byte 2 bytes 1 byte 2 bytes
Header Module address Package Package Instruchon Checkzum
1dentifier lemgth code
0=EF01 XK 01H M03H 1dH DO21H
Acknowledge package format:
2 bytes 4bytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes
Header Module Packaze Package Confirmation Ternplate Checksum
address identifier length code oumber
0xEF01 xEEX 07H 3 xxH N sum

Mote: Confumation code=00H: read complate:
Confirmation code={1H: error when receiving package;

Fingerprint verification GR_Auto Search

Desenption: Mateh captured fingerprint with fingerpnint hibrary then return the result. Self-define
time for capture , Search start posihon code and search quantity.

Input parameter: capture tune, start bit number, search quantity

Retum parameter: Confirmation code; page; Match score

Instuchon code: 32H

Command (or mstuchon) package format:

2bytes | 4bytes | 1 bytes 2 bytes 1lbytes | 1 byte 2 bytes | 2 bytes 2 bytes

]

Header | Ongnal | Package | Package | Instructi | Tume start bat | zearch Checksu
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Module |identfie | length oncode | for number | quanbty | m
address |1 captura
I=EF0] | xoex 0l1H 08H 3™ xxH wexxH xxH sum
Mote:
1. enginal module address: X FFFFFFFF
2. capture time: 0-ffH. Ox20== 4.3z, 0x25 == 35§, 0x30 = 65§
3. Start bit: 0~ max fingerpnnt capacity
4. Search quantity: 0 ~ N-1 max fingerprint capacity
Acknowledze package format:
2 byvtes 4 bytes 1 bytes 2 bytes 1 bytes 2 bytes 2 bytes 2 bytes
Header Module Package Package Conforma | page score Checksu
address identifier | length tion code m
I=xEFQ1 XXX (7H 07H xxH PagelD MatchSe | sum
ore
Mote:

1. Confirmnation code=00H: read complate;

2. Confirmaton cede=01H: error when recemving package

3. Confimation code=06H:fail to generate character file dus to the over-disorderky
fingerprint image:

4. Confirmation code=07H: fail to generate character file due to lackness of character poant
or over-smallness of fingerprint 1mags;

5. Confirmation code={%H: No matchmg i the hbrary (both the PagelD and matching

score are )

Automatic Fingerprint verification GR_Identify

Descniption: Automatic collect fingerprint, mateh captured fingerpnint with fingerpnint Library and
retmm result.

Input parameter: None

Retumn parameter: Confirmation code; page; Match score
Instuchon code: 34H
Command (or instructon) package format:

2 bytes 4 bytes 1 byte 2 byte 1 byte 2 byte
Header Meodule Packagze Package Instmction Checkzum
address 1dentifier length code
0=EF01 XAXE 01H 03H 34H 38H
Mote: Default module address: (XXFFFFFFEF
2 bytes | 4 bvtes 1 bytes 2 bytes 1 bytes 2 bytes 2 bytes 2 bytes
Header Module Package Package Confirma | page score Checksu
address identifier | lenzth tion code m
I=EF01 XXX 07TH 07H =H PagelDd MatchSe | sum
ore
Acknowledge package format

MNote:
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1. Confirmation code=00H: read complete;
2. Confirmation code=01H: emror when recerving package
i Confimation code=06H:fa1l to generate character file due to the over-disorderly
fingerprnt image;
4. Confirmation coede=07TH: fail to generate character file due to lackness of character poant
or over-smallness of fingerprint image;
5. Confirmation code=0%H: No matching in the Library (both the PagelD) and matching

score are O):

Fingerprint-processing instructions

To collect finger image Genlmg

Deesenption: detecting finger and store the detected finger 1mage in ImageBuffer while
retunmg successfull confimation code; If there 1s no finger, retumed confirmation code
would be “can’t detect finger”.

Input Parameter: none

Feturn Parameter: Confirmation code (1 byte)

Instuchon code: 01H

Command (or instruction} package format:

2 bytes dbvtes 1 byte 2 bytes 1 byte 2 bytes

Header Module Package Package length Instruchon Checksum
address identifier code

0=EF01 Hxxx 01H 03H 01H 05H

Acknowledze package format:

2 bytes dbwvtes 1 byte 2 bytes 1 byvte 2 bytes

Header Module Package Package Confirmation Checksum
address 1dentifier length code

O=EF01 Haxx 07TH 03H xxH Sum

MNote: Confirmation code=00H: finger collection snecesss;
Confirmaton code=01H: s1ror when recennng packages;
Confirmation code=02H: can’t detect finger;
Ceonfirmation code=03H: fail to collect finger;

Upload image Uplmage

Dezeniphion: to upload the mage 1 Img_Buffer to upper computer. Befer to 1.1.1 for more about
mage buffer.

Input Parameter: none

Fetum Parameter: Conformation code (1 byvte)

Inztuction code: 0aH

Command (or instruction) package format:

2 bytes Abytes 1 byte 2 bytes 1 byte 2 bytes

Header Module address Package Package length | Instruchon code | Checksum
identifier
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IxEF01 | Maoex 01H 03H 0aH 000eH

Acknowledge package format:

2 bytes 4bvies 1 byte 2 bytes 1 byte 2 brvtes

Header Module Packags Package Confirmation Checksum
address 1dentifier length code

(=EF01 Hawx (07TH 03H xxH sum

Mote 1: Confirmation code=00H: ready to transfer the followmg data packet;
Confirmation code={01H: error when receiving package;
Confirmation code=0fH: fail to transfer the followmg data packet;

2: Module shall transfer the following data packet after responding to the upper

computer.
Download the image Downlmage

Dezeniption: to download mmage from upper computer to Img Buffer. Fefer to 1.1.1 for more about
the 1mage buffer.

Input Parameter: none

Betumn Parameter: Confirmation code (1 byie)

Instuction code: ObH

Command {or instruchon) package format:

2 bytes 4byte: 1 bwie 2 bytes 1 byie 2 bytes
Header Module address Package Package Instruchon Checksum
wdentifier length code

(xEF01 Hxoex 01H 03H 0eH 000

Acknowledge package format:

2 bytes Jbytes 1 byte 2 bytes 1 byte 2 brytes

Header Module Fackage Package Confirmation Checksum
address 1dentifier length code

(=EF01 Hamx 07H 03H xxf] sum

Hote: 1: Conformation code=00H: ready to transfer the following data packet;
Confimation code=01H: emor when receiving packaze;
Confirmation code=0eH: fail to transfer the following data packet;
2: Module shall transfer the following data packet after responding to the upper computer.
Data package length mmst be 64, 128, or 256.

To generate character file from image Img2Tz

Desenphon: to generate character file from the onginal finger mmage m ImageBuffer and
store the file in CharBuffer] or CharBuffer?.

Input Parameter; BufferlD (character file buffer number)

Fetum Parameter: Confirmation code (1 byte)

Instuction code: 02H

Command (or instruction) package format:

2 bytes dbytes 1 byte 2 bytes 1 bvte 1 byte 2 bytes

Header Medule Package Package Instruction Buffer Checksum
address wdenh fler length code mumber
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XX

01H

04H

02H

BufferIDd

S

Mote: Buffer]D of CharBuffer]l and CharBuffer? are lh and 2h respectively. Other values
(except Lk, 2h) would be processed as CharBuffer?.

Acknowledge package format:

2 bytes 4bvtes 1 byte 2 bytes 1 byte 2 bytes

Header Module Package Package length | Confirmation Checksum
address identifier code

0=EF01 XXX 0TH 03H HxH sum

Mote: Confirmation code=0H: generate character file complete;

Confirmation code={01H: error when receiving package;
Confirmation code=06H: fail to generate character file due to the over-disorderly

fingerpnnt mage;
Confirmation code=07TH: fail to generate character file due to lackmess of character

pomt or over-smallness of fingerprint image;

Confirmation code=15H: fail to generate the mage for the lackness of vahd primary

1mage;

To generate template

RegModel

Desenphion: To combime information of character files from CharBuffer] and CharBuffer? and
generate a template which 15 stroed back 1n both CharBuffer] and CharBuffer?.

Input Parameter: none

Return Parameter: Confirmation code (1 byie)

Instuction code: 05H

Command (or instruction) package format:

2 bytes 4bvtes 1 byte 2 bytes 1 bte 2 bytes
Header IModule Package Package Instruchion | Checksum
address 1dentifier length code
0xEF0] | ocex 01H 03H 05H 09H
Acknowledge package format:
2 bytes Jbwtes 1 bte 2 bytes 1 byte 2 bytes
Header Module Package Package | Confirmation | Checksum
address identifier length code
0xEF01 HEEX 0TH 03H xxH sum

Hote: Confirmation code=0{H: operation success;

Confirmation code=01H: emror when recering package;
Confirmation code=0aH: fal to combine the character files. That's, the character filas
don’t belong to one finger.

To upload character or template

UpChar

Desenption: to upload the character file or template of CharBuffer]l ‘CharBuffer? to upper

computer;
Input Parameter: Buffer]D (Buffer number)
Feturn Parameter: Conflimation code (1 byte)
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Instuchon code: 08H

Command (or instruction) package format:

2 bytes Abytes 1 byte 2 bytes 1 byte 1 byte 2 bytes

Header Module Package Package | Instuction Buffer Checksum
address 1dentifier length code number

(xEF01 XXX 01H 4H 08H BuffesID sum
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Mote: Buffer]D) of CharBuffer]l and CharBuffer? are lh and 2h respectively. Other values
{except 1h, 2h) would be processed as CharBuffer?.
Acknowladge package format:

2 bytes dbytas 1 byte 2 bytes 1 byte 2 bytes

Header Module Package Package | Confirmation | Checksum
address 1dentifier length code

0xEF01 xex 07TH 03H H sum

Mote 1: Confirmation code=00H: ready to transfer the followmg data packet;

Confimation code=01H: error when recerving package;

Confimmation eode=0dH: error when uploading template;

To download character file or template

DownChar

2: Module shall transfer following data packet after responding to the upper computer.;
3: The instuchon doesn't affect buffer contents.

Desenphion: to download character file or template from upper computer to the specified buffer of

Module;

Input Parameter: BufferlD} (buffer number)

Beturn Parameter: Confirmation code (1 byte)
Instuction code: 09H

Command (or mstruction) package format:

2 bytes 4bytes 1 byte 2 bytes 1 byte 1 byte 2 bytes

Header Module Package Package Instructon buffer Checksum
address identifier length code number

0xEF01 XXEX 01H 4H 09H BufferID s

Mote: Buffer]D) of CharBuffer] and CharBuffer? are 1h and h respectrvely. Other values (except
1k, 2h) would be processed as CharBuffer?.

Acknowledze package format:
2 bytes 4bytes 1 byte 2 bytes 1 byte 2 bytes
Header Module Package Package | Confirmation | Checksum
address identifier length code
0xEF01 KEEX 0TH 03H xxH sum
Hote 1:

Confirmation code=00H: ready to transfer the following data packet:

Confirmation code=01H: error when recetving package;
Confirmation code=0eH: fail to recerve the following data packages.

2: Module shall transfer the following data packet after respondmg to the
computer.

upper
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To store template Store

Dezeniphion: o store the template of specified buffer (Buffer | Buffar?) at the designated locahion of
Flash library.

Input Parameter: BufferlDbuffer number), PagelD (Flash location of the template, tero bytes with
high byte front and low byte behind )

Retum Parameter: Confirmation code {1 byte)

Instuction code: 06H

Command (or instruction) package format:

2 bvtes | dbotes 1 byte 2 bytes 1 byte 1 byte 2 bytes 2 bytes

Header | Module Package | Package | Instruction buffer Location | Checksum
address 1dentifier length code number number

0xEF01 | xooxx 01H 06H 06H BufferID PagelD Sum

MNote: Buffer]D) of CharBuffer]l and CharBuffer? are lh and 2h respectively. Other values
{except 1h, 2h) would be processed as CharBuffer?.
Acknowledze packaze format:

2 bytes Jbvies 1 byvte 2 bytes 1 byte 2 byvtes

Header Module Package Package | Confirmatnon | Checksum
address 1dentifier length code

0xEF01 Hooxx 07H 03H axH sum

Note: Confirmation code=0H: storage success;
Confirmation code=01H: error when receiing package:
Confirmation code=0bH: addressing PagelD) 15 bevond the finger hbrary;
Confirmation code=18H: error when wnting Flazh.

To read template from Flash library LoadChar

Deszeniption: to load template at the specified location (PagelD) of Flash hbrary to template buffer
CharBuffer] i(CharBuffer?

Input Parameter: BufferlD} buffer number), PagelD (Flash location of the template, two bytes with
high byte front and low byte behind).

Eetumn Parameter: Confirmaton code (1 byvis)

Instuction code: 07TH

Command (or instuction) package format:

2 bytes | dbwies 1 byvte 2 byvtes 1 bvte 1 byte 2 bytes 2 bytes

Header | Module Package Packaze | Instruction buffer Paga Checksum
address identifier lenzth code number number

OxEF0] | xooex 01H 08H 0TH Bufferl} PagelD sum

MNote: Buffer]D of CharBuffer] and CharBuffer? are 1k and 2h respectively. Other values (except
1k, 2k) would be processed as CharBuffar?.
Acknowledge package format:

2 bytes 4bvtes 1 byte 2 bytes 1 byte 2 bytas

Header Module address Package Package Confirmation Checksum
1denfifier length code

0=EF01 KR 07TH 03H XxH Sum
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Hote: Confirmation code=00H: load success;
Confirmation code=01H: error when receiving package;
Confirmation code=0¢H: emmor when reading template from library or the readout template is
ivalid;
Confimmation code=0BH: addressing PagelD 15 bevond the finger library;

To delete template DeletChar

Description: to delete a segment (M) of templates of Flash library started from the specified
location {or PagelD);

Input Parameter: Pagell} (template number in Flash), N {number of templates to be deleted)

Fetun Parameter: Confirmation code (1 byte)

Instuction code: OcH

Command (or instruction) package format:

2bytes | dbvtes 1 byte 2 bytes 1 byte 2 bytes 2bytes 2 bytes
Header | Module Package | Package | Instuction Page pumber of | Checksum
address identifier | length code mumber templates to
be deleted
0xEF0] | 3xx 01H 07TH 0cH Pagelld N sum
Acknowledze package format:
2 bytes 4bvies 1 bvte 2 bvies 1 byte 2 brvtes
Header Module Package 1dentfier Package Confirmation Checksum
addres: length code
O=xEF01 Hooex 07TH 03H xxH sum

Mote: Confimation code=00H: delete success;
Confomaton code=01H: amror when recerving packages;

Confomaton code=10H: faile to delste templates;

To empty finger library Empty

Description: to delete all the templates i the Flash library
Input Parameter: none

Return Parameter: Confirmation code (1 byte)

Instuction code: 0dH

Command (or instruction) package format:

2 brytes bytes 1 byte 2 bytes 1 bryte 2 bytes

Header Moduls Package Packagze Instruction | Checksum
address 1dentifier length code

0xEF01 oo 01H 03H 0dH 0011H

Acknowledze package format:

2 bytes 4bvtes 1 bate 2 bytes 1 byte 2 bytes

Header Module Package Package | Confirmation | Checksum
address 1dentifier length code

0xEF01 oo 07TH 03H xxH sum

Mote: Confirmation code=0{H: empty success;
Confirmation code=01H: error when receiving package;
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Ceonfirmation code=11H: fail to elear finger library;

To carry out precise matching of two finger templates
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Match

Desenphion: to camry out precise matching of templates from CharBuffer]l and CharBuffer?,

providing matchimg resulis.

Input Parameter: none

Betum Parameter: Confimation code (1 byte), matching score.
Instucton code: 03H

Command (or instruction) package format:

2 bytes 4bytes 1 byte 2 bytes 1 byte 2 bytes
Header Module Package Package length Instruction code Checksum
addrass identifier
0xEF01 Hooex 01H 03H 03H 0TH
Acknowledge package format:
2 bytes | dbytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes
Header | Module Package | Package | Confimation | Matching | Checksum
address wentifier | length code S00re
0xEF0] | Hoaoxx 07TH 05H XxH HxH s

Hote 1: Confirmation code=00H: templates of the two buffers are matching!

Cenfirmation code=01H: emror when recerving package;

Cenfirmation code=08H: templates of the two buffers aren’t matching;

2: The instmction doesn't affect the content: of the buffers.

To search finger library Search

Desenption: to search the whole finger library for the template that matches the one m CharBuffer]

or CharBuffer?. When found, PagelD wall be returned.

Input Parameter: BufferlD, StartPage (searching start address), PagelNum ( searching numbers !
Betumn Parameter: Confirmation cede (1 byte), Pagell) (matching templates location )

Instuction code: 04H
Command (or instruchon) package format:

2 bytes | dbvtes 1 byte 2 bytes 1 byte 1 byte 2 bytes 2 bytes 2 bytes
Header | Module Package | Package | Instructio buffer Parameter | Parameter | Checks
address identifie length n code number um
r
0=xEFQ] | oo 01H 08H 04H BufferID StartPage Pagelium sum

Note: Buffer]D) of CharBuffer] and CharBuffer? are lh and 2h respectrvely. Other values

(except 1h, 2h) would be processed as CharBuffer?.
Acknowledge package format:

2 bytes 4bytes 1 byte 2 bytes 1 byte 2 bytes 2 bytes 2 bytes

Header | Module Package | Package | Confirmation | T80 B4 Checksum
address identifier | length code

0xEF01 xXEX 07TH 7 xxH PagelD | MatchScore S

Hote 1: Confirmation code=00H: found the matching finer;
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Confimation code=01H: emror when recering package;
Confimation code=0%H: No matching i the hbrary (both the PagelDd and
matching score are 0);

2: The mnstruction doesn't affect the contents of the buffers.

Other instructions

To generate a random code GetRandomCode

Descniphon: to command the Module to generate a2 random pumber and retmm 1t to upper
computer;Refer to 4.8 for more about Random MNumber Generator;

Input Parameter: none

Fetum Parameter: Confimation code {1 byvte)

Instuchon code: 14H

Command (or mstruction) package format:

2 bytes 4bytes 1 bvte 2 bytes 1 bvte 2 bytes
Header Module Package Package length Instruction Checksum
address 1dentifier code
0=xEF01 EANE 01H 03H 14H 0018H
Acknowledgze package format:
2 bvtes Jbvtes 1 bte 2 bytes 1 byte 4 bvtes 2 btes
Header Module Package Package | Confirmation | Random | Checksum
address identifier length code number
(0=EF01 XAXX 07TH 07TH xxH XXX sum

Hote: Confumation code=00H: generation success;
Confirmaton code=01H: emmor when recerning package;

To write note pad WriteNotepad

Deseniption: for upper computer to wrtte data to the specified Flash page (refer to 4.1 for more
about Note pad). Also see ReadNotepad;

Input Parameter: MotePagelium, user content (or data content)
Fetumn Parameter: Confirmation code {1 byvte)

Instuction code: 18H

Command (or instuction) package format:

2 bytes 4bvtes 1 byte 2 bytes 1 byte 1bvie 32 bytes 2 bytes
Header Module Package Package Instmaction Page Data Checksum
address wdentifier length code mumber content
0xEF01 XX 01H 36 18H 0~15 content sum
Acknowledge packagze format:
2 bytes dbytes 1 byvte 2 bytes 1 byte 2 bytes
Header Module address Package Package Confimaton cods Checksum
1dentifier length
0=EF01 KK 07H 03H xxH sum

Mote: Conformation code=00H: write success:
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Confumaton code=01H: amvor when recerning package;

To read note pad

ReadNotepad
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Desenption: fo read the specified page’s data content; Eefer to 4.1 for more about user note pad.

Alzo zee WriteNotepad.

Input Parameter: none

Fetum Parameter: Confirmation code (1 byte) + datz content
Instuction code: 19H

Command (or mmstruction) package format:

2 bytes 4bvtes 1 byte 2 bytes 1 byte 1bvte 2 bytes
Header Module Package Package Instuction Page Checksum
address 1dentifier length code number
0xEF01 XX 01H 04H 19H O~15 xxH
Acknowledge package format:
2 bytes 4bytes 1 byte 2 bytes 1 byte 3 bvtes 2 byies
Header Moduls Package | Package | Confirmaton User content Checksum
address identifier length code
0=EF01 R 07TH 3+32 xxH User content sum
Hote: Confirmation code=00H: read suceess;
Confirmation code=01H: emror when recerving package;
Instruction Table
Classified by functions
type | num code description Type | mum Code dezeription
1 13H | To venfy password 13 08H to upload template
2 12H | To set password 14 09H To download template
3 153H | To set device address 15 06H | To store template;
an 4 0EH | To set svstem o 16 07TH | to read/load template
f‘; Parameter ;1
: 17H | Port control rﬂg 17 OCH | to delete tempates
= 0FH | Te read system = 18 0DH | to empty the hibrary
-3 Parameter 2
7 IDH | Te read finger % 19 03H | Camry out precise
template numbers e maiching of two
templates;
8 0lH | Collect finger image 20 04H Search the finger hbrary
= 9 OAH | To upload image
—E 10 0BH | To download image 2] 14H to get random code
i- 11 02H | To generate character L 18H | to wnie note pad
—E file from image %
; 12 05H | To combine character ) 23 19H To read note pad
= files and generate
template




GROW:

Classified by instruction code
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code identifier Dezcription Code Identifier Description
01H | Genlmg Collect finger image 0DH | Empty to empty the hbrary
02H | Img?T= To generate character | 0EH | SetSysPara To set system Parameter
file from 1mage
03H | Match Camy  out precize | OFH | ReadSysPara To read system
matching  of twe Parameter
temnplates;
04H | Serach Search the finger | 12H | SetPwd To set password
library
05H | BegMode]l |To combme character | 13H | VEPwd To venfy password
filez and generate
template
06H | Store To store template; 14H | GetRandemCode | to get random code
07H | LoadChar to readload template 13H | SetAdder To zet device address
08H | UpChar to upload template 17H | Control Port control
09H | DownChr to download template 18H | WriteMotepad to write note pad
0AH | Uplmage To upload mmage 19H | BeadW¥otepad To read note pad
0BH | Downlmage | To download image IBH | HiSpeedSearch Search the hbrary fastly
O0CH | DeletChar to delete temnpates 1DH | TempleteMum To read finger template

numbsers

II Reference Circuit
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https://r.search.yahoo.com/_ylt=AwrwBpUJ5dhe.zwACgbHTQx.;_ylu=X3oDMTBycWJpM21vBGNvbG8Dc2czBHBvcwMxBHZ0aWQDBHNlYwNzcg--/RV=2/RE=1591301514/RO=10/RU=https%3a%2f%2fwww.chandra.ac.th%2f/RK=2/RS=o89Jhsl5W1PXLn2eAaJnw9Qzjgo-
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