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Thematic Paper Title

Author
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This research aims to assess the impact of wireless network attacking using
de-authentication method. The attacking method is based on spoofing MAC address of target devices.
Then, de-authentication frame with spoofed MAC address will be periodically sent to target devices.
Consequently, devices received faked de-authentication frames from the connected wifi access point

will terminate themselves from the current connections. Testing relies on 4 scenarios based on

Impact Assessment of Wireless Network Attack
using De-Authentication Method

Apisit Polthaklang

Dr. Chaiyaporn Khemapatapan

Computer and Telecommunication Engineering

2018

ABSTRACT

indoor/outdoor areas and IEEE 802.11g/n standards.

From the testing results, researcher can successfully attack all 4 wifi network scenarios.
The success rate of attack decreases while the distance between attacker and wifi access point increases.

Both IEEE 802.11g/n standards give the similar performances. Attacking on an outdoor area

can archive more distance than indoor area about 3.5 times.
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Applications v Places v [ Terminal ~ Sat 22:16

root@1911: ~

Flle Edit View Search Terminal Help
Kal  PID Name

440 NetworkManager

1393 avahi-daemon

1394 avahi-daemon

1535 wpa_supplicant

1596 dhclient

PHY Interface Driver Chipset
phye wlan® rt2800usb Ralink Technology, Corp. RT2870/RT3¢

(mac80211 monitor mode vif enabled for [phy®]wlan® on [phy®’

]
™
-
£ |
e

emon)
(mac80211 station mode vif disabled for [phy@]wlane)

:~# airmon-ng check kill
Killing these processes:
PID Name

1535 wpa_supplicant
1725 dhclient

:~# airqdump-ng wIanOmonl

= Yo & v ¢ o
NINN 3.17 Llﬁﬂ\‘lﬂ’]ﬁi%ﬂ’]ﬁ\‘]ﬂ’]ﬁﬂﬂﬁ’]@ﬂﬂﬁﬂ!ﬂﬁgéﬂ']f] YU
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o v . . % I o v { 4 o

A9 airmon-ng check kill Fudumdsarunszuu ldusudowionganisiiauuesui
v 9 v
nizurumsnludesnisuazervildinannudanaialunmsiiou vaseiniusg Idmds

. A vy o [ ~ Y a [l A A
airodump-ng wlanOmon tWeAUY19UnTalnTzMedya ANl Moy Tagsouieaon

< Y a9
ginsalithvunendeans

(s}
=

CIPHER AUTH

C

WPA2
WPA2
WPAZ2

WHEWFEEIE SN RN WR® SR DR

3
e
(5]
4
=
9
1
4
2
1
3
e
3

Signa

a ) Ay ¥ ) 7
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~ 3 Ay v Yo & . A v
1NN 3.18 dzriuHa 189 1nms19mds airodump-ng wlanOmon tieAUH1
o [ ~ Y Aa 1 o ] VA o [ 1
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9

sUNIUNIe Taud Inen1ad s Deauthentication TuauaoUAD 11/

3.4.3 MITUNIUKIO 1auaA 1aen13iW51 Deauthentication 1111 Broadcast

Applications « Places + [ Terminal « Sun 15:09

. root@1911: ~
File Edit View Search Terminal Help

iwconfig wlan@mon chan
g replay-ng -0 @ -a 8C :17:95:6C:65 wlanGmon
15:09:07 for beacon fram SID: 8C:E1:17:95:6C:65) on channel 6

ess client (-c <clien
DeAuth to broadcas

[
"
-4
A
e

C

eAuth to broad
DeAuth to
Auth to
DeAuth to br
DeAuth to br
DeAuth to br
DeAuth to br
DeAuth to
ino DeAuth to

@M

MWA 3.19 udaanivemsdIdya TN I 9uR
9 o g A =S J g = g
A FVTUABUNTTUNINKID 191RA 1a8N15 951 Deauthentication Wi NUUADY
Wsemdamshaey 2 Mdades awaaslugii 3.19 TAund1d9 iwconfig wlanOmon channel
[

o o 4 . 1T W
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M3aumINeuYT 1nUwiuns 1919 aireplay-ng -0 0 —a 8C:E1:17:95:6C65 wlanOmon

t 3 o & Lo Vv L

Fatlusd ﬂﬁl’qﬂﬂi i Wireless Lan Card @@ fyU188 Deauthentication Packet 111U Broadcast

] o ~ @ [

ponoImalugesdyniui 6 Tnsdasundasaeuilunuauoaiasa 8C:E1:17:95:6C65
T o =< 1 ¥ A a SAY Yo < A A 1 . . gi

lumsasdyara Fezdwaliniosnouinmes i 1a5 UINANINIG 8171 Deauthentication 14

a J @ a 1 a . . C4

manmn T ldsumsiasrsoms hiawsnldusmsld Denial of Service 91ngilnsal
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1 = 2 o . A 3 = o 4
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2K 1 a a A 1w @ t4 [ Y
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Select Command Prompt - m} X

3: Destination host unreachable.

stination host unreachable.
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A v < 9 3 Y . = o q ¥
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& 9 B 7 o A Y
Falsmatanisdasuuilasuuauoaasavesginsalnsznedyganisuiivue uay
oA A a9  ad J . . o A a L
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43 waminaaeulununvesnall melduasgiumsvieu IEEE 802.11n

k4
A
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TumsdiumsnaaeuMssUNIUKS o3 laNAms 091813810 Tae35 De-Authentication
4 H H '
Tuiun Taszauaemneldinasgiumsyiau IEEE 802.11n 11ninanumar luuni 3
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FaozAuiuMINaaouTIUIY 3 A5 Aseazszana 10 17 TuuAaz 282419 10 20 50 100
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200 300 350 400 450 AT 500 1WAT ANAIADTTHIUATeINMMuAlTTlu Attacker 1
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ginsainsznedyanaaziniosneuiunei nmausenaouuy Smedmsuldlumsinuna
Y . = [ Y ' a A a v A A A '
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MNTA 4.1 HANINATOU Outdoor 5282 10 1WAT ATIN 1-3 (IEEE 802.11n)

[

1NN 4.1 dzuaaslifiudsadanamanadoulunuin lasnszes 10 mas aail

9 v

AN 1 (a) VI1UIU Packets: Sent = 158, Received = 25, Lost = 133 LA 84% loss
9 '

AN 2 (b) YIIUIU Packets: Sent = 148, Received = 15, Lost = 133 tIag 89% loss

) v
AN 3 (c) VAT1UIU Packets: Sent = 151, Received = 17, Lost = 134 LA 88% loss

PNN 4.2 WANITNATDD Outdoor 558 20 1UAT ATIN 1-3 ( IEEE 802.11n)

[

H 4 v H 9

INNINN 4.2 %5Llﬁﬂﬂiﬁ}lﬁuaﬂﬁﬂ@lWaﬂ’liﬂ@ﬂﬂﬂﬁluﬁu‘ﬂiﬁﬂ‘ﬂigﬂg 20 LUNT PNU

9 f

A3IN 1 (a) YITUIU Packets: Sent = 161, Received = 28, Lost = 133 LaL 82% loss
9 f

AN 2 (b) VATUIU Packets: Sent = 156, Received = 18, Lost = 138 t1ag 88% loss



A397 3 (c) V91U Packets: Sent = 155, Received = 20, Lost = 135 1ag 87% loss

v ¥
MNN 4.3 #amM3InNAgoU Outdoor 5282 50 LUAT ATIN 1-3 (IEEE 802.11n)

A Yy I3 =X aa &’ A VA
%Tﬂgﬂ“l/l 43 %zuﬁﬂﬂmwumﬁmwamﬁmﬁ@u“luwuﬂmmzﬂz 50 LUAT

¥
v A

A397 1 (a) W9 1UIU Packets: Sent = 142, Received = 32, Lost = 110 18 77% loss
A3 2 (b) 911U Packets: Sent = 145, Received = 36, Lost = 109 itag 75% loss
A39N 3 (c) VI1UIU Packets: Sent = 60, Received = 11, Lost = 49 1ag 81% loss

for 192. 1¢ Ry
140, Received 0, Lost 104 (7T4%

Lo=st 107 (77% loss),

] v v
NN 4.4 HANTNATDU Outdoor 5282 100 1WAT ASIN 1-3 (IEEE 802.11n)

[

<t
ANU
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NN 4.4 dzuaaaliifiudeadanamsnadonlunuin 1aanszez 100 was Aail
) v
ATIN 1 (a) UATUIU Packets: Sent = 140, Received = 36, Lost = 104 1Lag 74% loss
) f
A3IN 2 (b) YATUIU Packets: Sent = 108, Received = 22, Lost = 86 418 79% loss
) f
ATIN 3 (c) WATUIU Packets: Sent = 138, Received = 31, Lost = 107 1tag 77% loss
MNN 4.5 WAN15NATDL Outdoor 5582 200 AT ATIN 1-3 (TEEE 802.11n)
A1

A Y3 K aa dy A VoA
1NNINN 4.5 TISL!ﬁﬂﬁjﬁlﬁuﬂ\‘]ﬁﬂG]Nﬁﬂ?iﬂﬂﬁﬂﬂiuwuﬂiﬁﬁﬂ§$ﬂ$200 LUAT

9 v
AN 1 (a) VIT1UIU Packets: Sent = 153, Received = 37, Lost = 116 Lag 75% loss
A599 2 (b) WU Packets: Sent = 144, Received = 28, Lost = 116 1182 80% loss

A599 3 (c) U91UIU Packets: Sent = 156, Received = 41, Lost = 115 1A% 73% loss

v v v
NN 4.6 HANI1INATDD Outdoor 558 300 1UAT ATIN 1-3 (IEEE 802.11n)
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1NN 4.6 wzuaaaliriudeasananisnaaey luiui laansze300 was aail
9 f
ATIN 1 (a) UATUIU Packets: Sent = 148, Received = 36, Lost = 112 11ag 75% loss
9 f
A3IN 2 (b) YITUIU Packets: Sent = 151, Received = 36, Lost = 115 thag 76% loss
9 f
ATIN 3 (c) WATUIU Packets: Sent = 147, Received = 34, Lost = 113 1lag 76% loss
e rTound
lm=s,
ite round
Minimum lms,
trol—C
a ? A
HMNN 4.7 #aN1INATDU Outdoor 282 350 LUNT ATIN 1-3 (IEEE 802.11n)
At

~ Yy I K aa ,i’ A VoA
1NNINN 4.7 %&’L!ﬁﬂﬁﬁlﬁmuﬂQﬁﬂﬁNﬁﬂWi“l/lﬂﬁ’ﬂ‘UiLlWHﬂTﬁQﬂﬁZﬂg350 LUAT

AF9N 1 (a) YI1UIU Packets: Sent = 342, Received = 66, Lost = 276 1o 80% loss

o
A597 2 (b) W91 Packets: Sent = 333, Received = 65, Lost = 268 11ag 80% loss

9
9

A599 3 (c) U91UIU Packets: Sent = 315, Received = 61, Lost = 254 1a% 80% loss

ximate round tri 1
Minimum 1
{_.I mtro |_ _{_l
0

in milli—
1 MU 20ms, Ave

: times in m
Minimum = Oms, Maximum = l4ms, Ave

1mate T

] v v
PN 4.8 HANTNATDU Outdoor 528 400 AT ASIN 1-3 (IEEE 802.11n)
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v
1T A v

A Yyl K aa tg A dy
1NNINN 4.8 %&Lﬁﬂfliﬁﬂ’iuﬂ\‘lﬁﬂﬁWﬁﬂWﬁ‘ﬂﬂﬁ'ﬂUﬁluwuﬂTa\iﬂﬁ$83400 LUAT ANU

A3 1 (a) Y91UIU Packets: Sent = 170, Received = 93, Lost = 77 k2% 45% loss

5
A3 2 (b) 91U Packets: Sent = 190, Received = 115, Lost = 75 18 39% loss
A397 3 (c) V91U Packets: Sent = 164, Received = 92, Lost = 72 L1a% 43% loss

r 192, N P -
427 R i ved

in milli—
s, Ave

rimate round trip times

3. 1. 1=
1 ived 362, 0s 44 (10% loss

y times in milli-
mum 490ms, Av

MNN 4.9 WANIINATDY Outdoor 528 450 AT ASIN 1-3 (TEEE 802.11n)

~ Yy K aa dy A VoA [ da'
1NNINN 4.9 ﬂgllﬁﬂﬁ{lﬁlﬁuﬂ\‘iﬁﬂ@Waﬂ’]i‘ﬂﬂﬁﬂﬂiuw1!1/11?1\31/13383450 LUAT ANU

A3 1 (a) Y91UIU Packets: Sent = 427, Received = 376, Lost = 51 11a 11% loss
A599 2 (b) WU Packets: Sent = 406, Received = 362, Lost = 44 11 10% loss
A39N 3 (c) Y91UIU Packets: Sent = 406, Received = 354, Lost = 52 1A 12% loss



r 192, 1 1.1:
sent 219, eived

times in milli

! 1111 Mum Oms,
Control—C

e round trip times in milli-
Oms, Maximum 16ms, Ay

MNTA 4.10 HAN1INATOU Outdoor 5282 500 AT AN 1-3 (IEEE 802.11n)

A Yy I K aa zi’ A VoA
1NNINN 4.10 %gllﬁﬂxﬂﬁL‘Huﬂﬁﬁﬂ@WﬁﬂWiﬂﬂﬁﬂUiuWHﬂTﬂﬂﬂﬁ%ﬂ% 500 LIAT

Y E) v
AU ATIN 1 (a) VIIUIU Packets: Sent = 219, Received = 217, Lost = 2 La% 0% loss

¥
v A

a7 2 (b) I91UIU Packets: Sent = 220, Received =217, Lost = 3 14a% 1% loss

a7 3 (c) Y914 Packets: Sent = 214, Received = 212, Lost = 2 Lia& 0% loss

50

v b H
3197 4.1 agdwanmsnagouluniuh Tawnszauden melauasgunsiieu IEEE 802.11n

ﬂ%ﬁﬁ 1 ﬂ%\‘l‘ﬁ 2 ﬂ%&ﬁ 3 Fh!‘ila'fjﬁllil (ﬂ%ﬁﬁl%)
FTUSNIY (INAT)

% loss % loss % loss % loss
10 84 89 88 87
20 82 88 87 85.66
50 77 75 81 77.66
100 74 79 77 76.66
200 75 80 73 76
300 75 76 76 75.66
350 80 80 80 80
400 45 39 43 42.33
450 11 10 12 11
500 0 1 0 0.33
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1stics for 192

. o] = 4],

PN 4.12 HaN1INATOU Outdoor 5282 10 1WAT AN 1-3 (IEEE 802.11g)

v
= 1A

A Y I K aa dy {
INHNINN 4.12 ﬂgllﬁﬂﬁiﬁlﬁuﬂﬁﬁﬂﬂwaﬂ?ﬁﬂﬂﬁ@ﬂiuWUWTaﬂﬂﬁgﬂg 10 A3

[

i

] v

ATIN 1 (a) WITUIU Packets: Sent = 141, Received = 8, Lost = 133 1482 94% loss
] v

AN 2 (b) YATUIU Packets: Sent = 167, Received = 41, Lost = 126 Lag 75% loss
3

A59N 3 (c) U9IUIU Packets: Sent = 134, Received = 1, Lost = 133 118 99% loss

127 (100% loss),

MNN 4.13 HAN1INAGOU Outdoor 528 20 UAT ASIN 1-3 (IEEE 802.11¢g)

v v
= 1T A

1 < aa y
{l]']ﬂﬂ'ﬁ/‘lﬁ 4.13 %mﬁmiﬁ'muﬁaﬁamWami%ﬂﬁaﬂuﬁum NNTTYL 20 LUAT

[

&
U

Lo

=1

a7 1 (a) Y91UIU Packets: Sent = 161, Received = 2, Lost = 126 18 78% loss

=1

A39N 2 (b) 911U Packets: Sent = 134, Received = 2, Lost = 132 11a% 98% loss

l
=1

ATIN 3 (c) 191UIU Packets: Sent = 127, Received = 0, Lost = 127 tiag 100% loss

o)
ee ofllee

ee



- l'llll
|':'| mntrol-C

Ping statistics for 192,168, 1.1
Packets: Sent = 127, Received
Lontrol-C

MNTA 4.14 HANIINATOU Outdoor 5282 50 AT AN 1-3 (IEEE 802.11g)

v v
= 1T A

1 <3 aa ¢
ﬂTﬂfﬂWﬁ 4.14 %Lmﬂﬂﬁ}muﬁaﬁmWami%ﬂﬁaﬂuﬁum NNITYL 50 LWAT

1931
A397 1 (a) V914U Packets: Sent = 132, Received = 1, Lost = 131 148% 99% loss
A597 2 (b) 911U Packets: Sent = 146, Received = 19, Lost = 127 8% 86% loss

9
1%

AF9N 3 (c) YI1UIU Packets: Sent = 127, Received = 0, Lost = 127 ta& 100% loss

] ) v
MNN 4.15 HAN1INATBY Outdoor 558 100 1WA ASIN 1-3 (IEEE 802.11g)
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v v
= 1T A

1 <3 aa ¢
ﬂWﬂﬂTWﬁ 4.15 ﬂgllﬁﬂﬂiﬁlﬂuﬁﬂﬁﬂﬁWaﬂWﬁ‘VIﬂﬁﬂ‘Uﬁluﬁuﬂ NNITYL 100 LUAT

=1

599 1 (a) 911U Packets: Sent = 126, Received = 0, Lost = 126 Lia& 100% loss
A3 2 (b) 911U Packets: Sent = 137, Received = 14, Lost = 123 18 89% loss
5

A3 3 (c) V91U Packets: Sent = 128, Received = 3, Lost = 125 L% 97% loss

r 192,168, 1, 1:

celved

C: \Users\jirayu
4 »
MNN 4.16 HaNITNATDD Outdoor T8 200 LUAT ATIN 1-3 (IEEE 802.1 lg)
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