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ABSTRACT

This study proposes the system used to monitor and set up Cisco devices within

EGAT IP/MPLS network through SMS. Thus, users can use the system to monitor and set up the

devices everywhere that has mobile phone signal. The users will easily operate via an Android

application that displays in graphics interface. The application will exchange all information via

SMS massaging to a computer server installed within IP/MPLS network. Then, the computer

server will response and send Cisco commands to the devices. In addition, the system also

developed an authentication process in order to protect a fraud access from unauthorized users.

The testing result found that the system can work correctly and can be responsible

rather quickly within a few seconds. However, when the users work with a Cisco command

having much information exchange, much SMS messages will be
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telnet 10.10.10.1 |

Trying 10.10.10.1 ... open

User Access Verification

Password: - ﬁuﬁ‘sﬁamuﬁwmﬂuu Line VTY

HQ-ROUTER>en

Password: - W3 ﬁavhuﬁgem"l%’ﬁ’aﬂ enable secret

HQ-ROUTER# - d1150197¢ 1@ Privileged EXEC umamstnaiiia’la
HQ-ROUTER#conf t
Enter configuration commands, one per line . End with CNTL/Z.

HQ-ROUTER ( config )# - enunsonauiinid upasimunimamaria’ld

EY ' dyﬂ Y ' Vo o . N
VNANNUL Hﬁ')ﬂﬂ'l\?“llﬂ\iﬂ'ﬁcl‘lfﬂ'lﬁq no login ﬂ'lflﬂlﬂ Line VTY

HQ-ROUTER ( config ) #line vty 0 4
HQ-ROUTER ( config - line ) #no login

HQ-ROUTER ( config - line ) #

4 d Yy w oy e
wosunaug ( Telnet ) VAT UADTU

telnet 10.10.10.1
Trying 10.10.10.1 ... open
HQ-ROUTER>

A T0NDe Trua User EXEC lameTuviuii

o w dy by 3 ad A A& J Iy 1 ] 9
msnseanvaz iy g luminsniye lasenanuestaru luioanaaea
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o \ ° Q‘J y 14
2.11 mamagﬂunummuazwaﬁ‘lﬂ

A10819A199% 1 #sh isis topology BPK

Translating "BPK"
IS-IS level-1 path to BPK

System Id Metric  Next-Hop Interface  SNPA
BPK 25 SNO Se0/0/0:0 *HDLC*
SNO Se0/0/1:0 *HDLC*

A108619Md9N 2 #sh ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
10.218.214.1 1 FULL/DR  00:00:35 10.111.214.1 FastEthernet0/1.901

A10819A1897 3 #sh interfaces description | include RMR

Gi5/0/0.502 up up RMR

faveamdan 4 1Juf1d9v09 Mode Config

SWl#conft

SWl#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW(config)#int

SW(config)#int fa
SW1(config)#int fastEthernet 0/5

SW1(config-if)}#sh
SW1(config-if)#shutdown

SW1(config-if)#end

SW1(config)#end

SW1# ¢

qmmmm
- d

UMV INEAEEINVUUNAY




@10819A 199 5 #sh interfaces description

Interface
Gi0/0
Gi0/1
Gi0/1.100
Gi0/1.191
G10/1.501
Gi0/1.502
Gi0/1.507
Gi0/1.555
Gi0/1.666
Gi0/1.707
Gi0/1.710
Gi0/1.901
Se0/0/0:0
Se0/0/1:0
Se0/2/0:0
Se0/2/1:0
Lo0

Lol

Lo3
Lo502
Lo507

Tu0

Status
admin down
up
up
up
up
up
up
up
up
up
up
up
up
up
up
down
up
up
up
up
up

up

Protocol ~ Description

down scadar5
up
up
up SCADARS
up DFR
up RMR
up CCTV
up AREVA
up BCC
up RRS
up CCTV_EGAT
up IT-NV
up SNO#1/2
up SNO#2/2

up NNE SPP SUB
down

up

up

up

up

up CCTV

up
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//check login
private void mylogin() {
//check word login:
if (sb.toString() .endsWith("login:")) {
// send Username
out .println(username.toString() + "\r");

out.flush () ;
} else
// check word Username:
if (sb.toString().endsWith("Username:")) {

// send Username
out .println(username.toString() + "\r");
out.flush() ;

}
}

// check password
private void mypass() throws IOException({

// check word Password:

if (sb.toString().endsWith ("Password:")) {
//send User password
out.println(password.toString() + "\r\n");

out.flush();
loginpass=1;
} else
// check word password:
if (sb.toString() .endsWith("password:")) {

//send User password

out .println(password.toString() + "\r\n");
out.flush(); '
loginpass=1;

}
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1. private boolean checkphonenumber(String addr){

2. boolean gh = false;

3. //Find the directory for the SD Card using the API
4, //*Don’'t* hardcode "/sdcard”

S. File sdcard = Environment.getExternalStorageDirectory();
6.

7. //Get the text file

8. File file = new File(sdcard, "boyphone.txt");

9.

10. //Read text from file

11. StringBuilder text = new StringBuilder();

12.

13. try {

14. BufferedReader br = new BufferedReader(new FileReader(file));
15. String line;

16. String aBuffer = "";

17. while ((line = br.readLine()) != null) {

18.

19. aBuffer += line;

20. }

21,

22. String[] separated = aBuffer.split(”,");

23.

24. if (separated.length > 0){

25. for (int i = @; i < separated.length; i++) {
26.

27. if (separated[i].equalsIgnoreCase(addr)){ gh= true;}
28.

29, }

30. }else {gh= false;}

31.

32. }

33, catch (IOException e) {

34. // need to add proper error handling here

35. e.getMessage();

36.

37. }

38. return gh;

39. }
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Try{
telnet.setReceiveBufferSize (8192) ;

} catch (SocketException el) ({

bery |
telnet.connect (server.toString (), telnetport);
if (phonenumber != "" && count_ command==6 )

{

sendSMS (phonenumber, sb.toString()) ;
count_command=0;
}

disconnect () ;

public TelnetClient telnet = new TelnetClient () ;
StringBuffer sb;

Handler mHandler = new Handler() ;

int len=1, loginpass=0, cmdpass=0,telnetport=0;
private InputStream in;

private PrintStream out;
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1) public void onReceive( Context context, Intent intent )

2) |

3)

4) // Get SMS map from Intent

S) Bundle extras = intent.getExtras();

6) // Main.phonenumber="";

7) String messages = null;

8) String addressa =null;

9) Boolean fg= false;

10)

11) if ( extras !'= null )

12) {String host = null;

13) String port = null;

14) String username = null;

15) String password = null;

16) String command = null;

17) String commandmode = null;

18) String commandexit = null;

19) // Get received SMS array

20) Object[] smsExtra = (Object[]) extras.get( SMS EXTRA NAME );

21)

22) // Get ContentResolver object for pushing encrypted SMS to
incoming folder

23) ContentResolver contentResolver = context.getContentResolver();

24)

25) for ( int i = @; 1 < smsExtra.length; ++i )

26) {

27) SmsMessage sms = SmsMessage.createFromPdu((byte[])smsExtra[i]);
28)

29) String body = sms.getMessageBody().toString();

30)

31) addressa = sms.getOriginatingAddress();

32) command=body;

33) messages += "Cmd Telnet from " + addressa + " :\n";
34) Main.phonenumber=addressa;

35)

36)

37) // Here you can add any your code to work with  incoming SMS
38)

39)

40) putSmsToDatabase( contentResolver, sms );
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41) }

42)

43) //  String Message = messages+context;

44) Toast.makeText( context, messages, Toast.LENGTH_SHORT).show();
45) String[] separated = command.split("#");

46) //int i=separated.length;

47) for (int i = 9; i <= separated.length; i++) {
48) if (i== @) host= separated[i];

49) if (i== 1) port= separated[i];

50) if (i== 2) username= separated[i];

51) if (i== 3) password= separated[i];

52) if (i== 4) command= separated[il];

53) if (i== 5) commandmode= separated[i];

54) if (i== 6){ commandexit= separated[i];

55) Main.count_command = 6;}

56) }

57)

58) A EEEEY - - - =Y To

59)

60) // Display SMS message

61)

62) if (Main.count_command == 6 ){

63) if (host!=null) Main.edit5.setText(host);

64) if (port!=null) Main.edit8.setText(port);

65) if (username!=null) Main.edit2.setText(username);
66) if (password!=null) Main.edit3.setText(password);
67) if (command!=null) Main.edit4.setText(command);
68) if (commandmode!=null) Main.edit7.setText(commandmode);
69) if (commandexit!=null) Main.edit6.setText(commandexit);
70) fg = checkphonenumber(addressa);

71) if (fg==true){Main.b.performClick();}

72) }

73) }

74)

75) }

' =] 1 o o 4
2) asvdeundINAsINszngnszuIumsasnasugluuuidunseanue #

o @ =) v 9 v ° vy ¥ =} o '
ﬂiﬂﬂ1uﬂ1u3u'7ﬂ3ﬂiﬂqufﬂqNﬂSU%$HQﬂTﬂQ1uuﬂﬂ1ﬂiQ%ﬁﬂUuﬂ331ﬂiUﬂ%$ﬂ1Q1uﬂﬂqﬂ

v
& A

3) sranfiumsihdeyadrdaniassaasdunlsiuiludrdaiioglu Mode Tnude
TvuAUser Exec Mode,Privileged Exec Mode %50 Global Configuration Mode oNvziinis

Andonuginsaliniots IPMPLS TAk11U08NN Telnet (port 23)




57

° t

14
4) ¥ 910 L NN WA VNITATIVABY “AAA” 7D Username QY Password 1#

v
[

v v Yo ° Sy
FIUNBU N5 IHAAI1IURABINS

¥ D
= L] o/

AV ¥ N a o Yo o o o ] Y
5)Waﬂ15ﬂﬂﬁaUﬂ1ﬂ%$Qﬂﬂ58WﬂmuaﬂﬂUﬂ151$ﬂ1ﬁ0Ha$ﬂ15Wﬂﬂﬂ1ﬁ431QﬂﬂﬂQ

¥

w3l wamsnagoui Idninmis ldmdsazgndandunma Telnet (port 23) Usinguudanls

Display wiowimsdewamsnageudi lanay s Insdwiindeusinnwidunialugiuuy

14
Yo A

o390 SMS Taada SMS munsadeuldden

private boolean sendSMS(String aDestination, String datasend){
SmsManager sms=SmsManager.getDefault();

if (sms == null)
{
}

int fragmentCount = 0;

return (false);

ArrayList<String> Msgs = sms.divideMessage (datasend);
fragmentCount = Msgs.size();
if (fragmentCount > 1)
{
sms.sendMultipartTextMessage (aDestination, null,
Msgs, null, null);
}
else
{
sms.sendTextMessage (aDestination, null,datasend ,
null, null);

}

return true;
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@Override
public void onCreate (Bundle savedInstanceState) {
el
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
editl = (EditText)findViewById(R.id.editTextl);
edit2 = (EditText)findViewById(R.id.EditText2);
edit3 = (EditText)findViewById(R.id.editText3);
edit4 (EditText) findViewById(R.id.EditText4) ;
ediths (EditText) findViewById(R.id.editText5) ;
edité = (EditText)findViewById(R.id.editText6) ;
edit7 = (EditText)findViewById(R.id.editText7);
edit8 = (EditText)findViewById(R.id.editText8);
private boolean sendSMS (String aDestination,
String datasend) {
SmsManager sms=SmsManager.getDefault () ;
~ Main.this.editl.setText (sb.toString());
~




59

7) enwnsadouIdaduniseygaldandeillaldnineinsvoeszuulgianis

k4
w A

HBUATDHA (Android) T&eail

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android”
package="com.vision.hometest™
android:versionCode="1"
android:versionName="1.08" >

<uses-permission android:name="android.permission.WRITE_SMS" />
<uses-permission android:name="android.permission.READ_SMS" />
<uses-permission android:name="android.permission.RECEIVE_SMS" />
<uses-permission android:name="android.permission.SEND_SMS" />

<uses-sdk android:minSdkversion="8" />

<application android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity

android:name=".Main"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER"
</intent-filter>
</activity>
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UaUAIEA (Android)

<Relativelayout

android:id="@+id/RelativelLayoutl”
android:layout_width="match_parent"
android:layout_height="match_parent” >

<requestFocus />
<requestFocus />
<requestFocus />
<requestFocus />

<EditText
android:id="@+id/editTextl"
android:layout_width="match_parent"
android:layout_height="wrap_content”
android:layout_alignParentRight="true"
android:ems="10"
android:hint="Display " />

<EditText
android:id="@+id/editText5"
android:layout_width="wrap_content"”
android:layout_height="wrap_content”
android:layout_alignParentleft="true"
android:layout_below="@+id/editText1"
android:ems="10"
android:hint="Hostname"
android:text="192.168.2.102" />

<EditText
android:id="@+id/EditText2"
android:layout_width="match_parent”
android:layout_height="wrap_content™
android:layout_alignParentLeft="true"

android:layout_below="@+id/editText5"
android:ems="10"
android:hint="Username"
android:orientation="vertical”
android:text="administrator" />

xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools™

android:layout_alignRight="@+id/editText8"
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<EditText
android:
android:
android:
android:
android:
android:
android:
android:
android:

<EditText
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:

<EditText
android:
android:
android:
android:
android:
android:
android:
android:
android:

<EditText
android:
android:
android:
android:
android:
android:
android:

<EditText
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:

id="@+id/editText3"
layout_width="wrap_content"”
layout_height="wrap_content”
layout_alignParentLeft="true"
layout_below="@+id/EditText2"
ems="10"

hint="Password"
inputType="textPassword"
text="bukumlom" />

id="@+id/EditText4"
layout_width="match_parent"”
layout_height="wrap_content”
layout_alignParentLeft="true"
layout_alignParentRight="true"
layout_below="@+id/editText3"
ems="10"

hint="Command”
orientation="vertical"
text="dir d:temp" />

id="@+id/editText8"
layout_width="wrap_content"
layout_height="wrap_content"
layout_above="@+id/EditText2"
layout_alignParentRight="true"
layout_toRightOf="@+id/editText5"
ems="10"

hint="Port"

text="23" />

id="@+id/editText7"
layout_width="wrap_content”
layout_height="wrap_content”
layout_below="@+id/EditText4"
layout_tolLeftOf="@+id/editText8"
ems="10"

hint="CMD mode" />

id="@+id/editText6"
layout_width="99dp"
layout_height="wrap_content”

layout_alignBaseline="@+id/editText7"
layout_alignBottom="@+id/editText7"

layout_alignParentRight="true"
layout_toRightOf="@+id/editText7"
ems="10"

hint="CMD exit"

text="exit" />
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<Button
android:id="@+id/b"
android:layout_width="104dp"
android:layout_height="wrap_content”
android:layout_above="@+id/EditText4"
android:layout_alignteft="@+id/editText8"
android:layout_alignParentRight="true"
android:layout_alignTop="@+id/editText3"
android:hint="Send Command"
android:text="SEND" />

</RelativeLayout>
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NV-SW1# terminal length 0
NV-SWi#
NV-SW1tsh int desc
Interface Status
Protocol Description
Vit admin down  down
vitoo up up
Fa0/1 up up
IT-Mv
Fa0/2 down...... dowm.....
IT‘NV : 23

P

Telnet_SMS_powerhy_BOY

Fa0/2 down down
-
Fa0/3 down down
-
Fa0/4 admin down
down CLTV_EGAT
Fal0/5 admin down
down
Fa0/6 down down
Fa0/7 down down
Fa0/8 down down
Fa0/9 down down
Fa0/10 up up
RMR
Fa0/11 up up
RMR
Fa0/12 uwp up_.
RMR 23

] Fan/1a _an

=l €70 a0
Telnet SMS_powerby_BOY
Fa0/13 up up
RMR
Fa0/14 up up
RMR
Fa0/15 up up
RMR
Fal/1b down down
RMR
Fa0/17 down down
CCTV
Fa0/18 up up
FRS
Fa0/19 down down
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Fa0/20 up up
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Fa0/21 up up
IP-RTU~RCCY
Fa0/22 down down
IP-RTU-BLL
Fa0/23 dowe - = B

)

31U 3.8 wamsnadou

IR

Fa0/17 down down
(A&

Fa0/18 up up
FRS

Fa0/19 down down
RRS

Fa0/20 up up
IP-RTU-NCC

Fa0/21 up up
IP-RTU-RCCY

Fal/22 down down
IP-RTU-BLC

Fa0/23 down down
Fal/24 up up
Gio/t down down
Gi0/2 down down
NV-SW1#

W-SWitiexit e .

4)

64




=

65

e
o = 1

{ o o o

nngdii 38 (1) - @) dusamsnagsumisiinumiufiidefidann
o ¢ A = = < o
Tnsdnindeouinnmidunie wansnaaeud ldszuaauny 3 Tuduils Display  ves
[ o 4 1 a wa 4 =1
TUsunsu Telnet SMS 404 InsAnsadouiuuszUUURUANT Android  Faansavy
[ ] o o 4 P

¥N0@Y Port 23 (13 Telnet) 1s1ngogduarayuynvesniine Insdniindouiivuszuuy

a wa . 1 Ay dy v o o ¢ A 3/
117An15 Andriod noufidennuilazgnaindu i Insdniindeunnmduniasunsunua

b4

' = < ° [
Tugdsunyesmsdedoninu sMs annsa@ouiluldanisin1ddail

b.setOnClickListener (new View.OnClickListener () (
@0Override
public void onClick (View v) {
loginpass=0;
len=1;
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try {
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} catch (SocketException el) ({

try {
telnet.connect (server.toString(), telnetport);
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terminal lenpth 0,sh int
descitHexiti#
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User Access Verification

Username: boy
Password:
Switch#t
Switch# terminal length 0
Switch#
~ Switchitsh int desc
Interface Status
Protocol Description
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(3)
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down
Fab/21
down
Fal/22
down
Fal/23
down
Fa0/24
up
Gio/1
down
Gid/2
down
Switch#t
Switchifexit

haisana il

(%)

31t 413 (de)

0405501391

Fa0/16
down
Fa0/17
down
Fa0/18
down
Fal/19
down
Fa0/20
down
Fa0/21
down
Fa0/22
down
Fab/23
down
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192.168.1.10 # 23 # boy # 2506 boy # terminal length 0, config ter , int

fa0/4 , no shutdown , do sh int desc # en # end , exit #

T 1605

s .
0905501391, 0505501391

Switch#texit
1511, 26 u.m,

PSR S i

{ 192,168.1,108#23# boy#2506boy

| #terminal length 0,config ter,
int $60/4,no shutdown,do sh

int descifel
. 16116, 26 naA.

minagl length O,config ter,int
£60/4,no shutdown,do sh int
descHenttend,exit#
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R {SHR | LI RTE) =3 il A 16022

0405501391 0405501351
Translating "250b6boy”...domain
" or computer
16321, 26 1.4, name, or unable to find computer

address

Switch#

Switch#terminal length 0
User Access Verification Switchtt

Switch#tconfig ter
Username: boy Enter configuration commands, one
Password: per line, End with CNTL/2,
Switchit Switch(contig)#
Switchiten Switch(config)#int fa0/4
Switch$# Switch(config~if)#t
Switch#2506boy Switch(condig~if}#no shutdown
Translating “2506boy”...domain Switch{config—if)#
server (255,255 255 255)

T

§ hasoandti

=Bl (A 16:22 = all B 16:22

0905501391 0505501341
Switch({config~if)#de sh int desc
Interface Status
Protocol Description

Vi1 up

up

Fa0/1 up

up

Fa0/2

down

Fa0/3

down

FaO/4

down

Fal/5

down

Fa0/b

down

Fa0/b
down
FaO/7
down
Fa0/8
down
Fa0/9
down
Fa0/10
down
FaO/11
down
Fab/12
down
Fa0/13
down
FaO/14

R

fedsraer el

(3)

U 4.16 uanIwanIINATEL
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=R all T8 16:23 Bl A 1623

09055013491 0905501391

down down
Fa0/17 Fab/22
down down
Fa0/18 Fa0/23
down down
Fal0/ 149 Fal/24
down up
Fa0/20 &Gio/1
down down
FaO/21 &i0/2
down down
Fa0/22 Switch{config~if)#
dewn Switch({config-if)ttend
Fa0/23 Switch#
down Switchifexit
1h:21, 26 e,

1 Tagoaruniid | hawoaorandil
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Fie [ View Options Trandfer- Scrpt Tools Help

JPLLPiraQisLe FRY 1T

SensiCCH3 %
User Access Verification
Username:
Username:
Username: boy
Passward:
Switch¥sh int des
Switch#sh int description
Interface Status Protocol Description
vii up up
Fa0/1 up up
Fa0/2 down down
Fa0/3 down down
Fa0/4 down down
Fa0/5 down doun
Fa0/6 down doun
Fa0/? down doun
Fa0/8 down down
Fa0/9 down doun
Fa0/10 down daun
Fa0/11 down down
Faosi2 doun doun
Fa0/13 down doun
Fa0/44 down down
Fa0/15 down doun
Fa0/16 down down
Fa0/1? down douwn
Fa0/48 down down
F30/19 down down
Fa0/20 doun doun
Fa0/24 down down
Fa0/22 down down
Fa0/23 doun doun ¥
Fa0/24 up up
Gi0/1 down douwn
Gio/2 doun doun
Switch#
Ready Serab COMI 38 & 40 Rows 233 Cols ¥T100

51 4.17 wamsnadounis 14 Computer iammudiids

13) M3naaauns 14 Computerinan1uTvua Global Configuration Mode (iu

115 1914 Shutdown Port fa0/4 494 Lan Switch Cisco 92 ldwamsnagoumugili 4.27

Building configuration. .. ,
[OK]

Switchaconf t

Enter configuration commands, one per line. End with CNTL/Z.
Suiten(config)hint £0/4

Switch(conf if)#sh

Swi teh{con ig~if)#shutdown

Switch(config-if)wdo s

01:24:47: XLINK-5-CHANGED: Interface FastEthernet0/d, changed state to administratively dounh int des
Switch(config-if)edo sh int des

Switch(config-1f)#do sh 1nt des

Interface Status Protocol Description
V11 up

Fa0/1 up up

Fa0/2 doun down

Fa0/3 down down

Fa0/4 admin down doun

Fad/5 lown down

Fa0/6 down doun

Fa0/7 down down

Fa0n/8 down down

Fa0/9 down douwn

Fa0/10 down down

Fa0/11 down down

Fa0/12 down down

Fa0/13 down down

Fa0s14 down down

Fad/15 down down

Fa0/16 down down

Fao/47 down down

FaQs18 down down

Fa0/49 down down

Fa0s20 down down

FaOs/21 down down

Fa0/22 down down

Fa0s23 down down

Fa0/24 up wp

Gi0/1 down down

Gi0/2 down down
Switch(config-1f)n z
Repdy Sergk LOM3 &0, 1§ 40 Hcva, 132Toks VTEOD

1 4.18 wanmsnaaouns1d Computer Hauamsd
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