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ABSTRACT

This research is to study how to embed and hide data into picture media called
steganography technique. The output work is an Android application which is currently popular.
Bit swapping and AES are the methods used in this application. 2 last bits having least
significance of each color of pixel of PNG picture file will be swapped by 2 information bits
wanted to embed. Thus, up to 6 bits can be embedded in each pixel. For example, a picture of
256*256 pixels can embed encryption messages about 49 kB without causing any noticeable
change for human’s eyes. Moreover, PSNR and MSE are used to test and evaluate the change of
picture. The testing process is done by embedding messages having sites from 5 kB to 50 kB to
embed into PNG picture files of 256*256 pixels. From the testing results, average PSNR is about
46 dB and average MSE is about 1.69. Thus the performance of the system is good. However,
when the size of message embed into the picture file is longer than the acceptable size, the

embedded message will be incomplete and cannot retrieve to be the original message.
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Patrick Diskin, Samuel Lau and Robert Parlett, 2004, p. 3)
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Picture PNG —
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o o .
2.6.3 1asWINTU (Hash Function)
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Wlumsdhsdadudeyanuunyuaauuiasigneenuuy TasdeinesnuuumssHaws)
d‘ A a d A . .. ‘ﬂ'
Wagey Ao 19UDY AL (Joan Daemen) LA IULEUN UV (Vincent Rijmen) Tas¥ovnanis
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2.7.1 The SubBytes Transformation
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$30 | F31 [ F32 | B33 S0 | S31 | F52 | B3

WA 2.10 NTTUIUNITEDY SubBytes
fan: http://imps.mcmaster.ca/courses/SE-4C03-07/wiki/siaa/se4c03_aes wiki(7).html

[l A d‘ d‘ 1 1 4
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GU'fJﬂJ"aﬂ181uﬁl§lﬂﬂjﬂﬂ13u1ﬂlﬂy‘a 4 Uﬁllﬁﬂﬁlul’lﬂﬁuu NWLTJUG]'Jﬂ’Iﬂu@ﬂ’HLWUQLGKQﬁ'J
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LaﬂlﬁWUﬁU'ﬂﬂﬂl@%maleﬂﬁiu S-box g 4 ‘UWHa\1Gl%tﬂu%']ﬂWWuﬂﬂ']L!‘ﬁu\‘lL“]NLasllfgf'luﬁﬂﬁﬂ
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MNN 2.11 MIUNUN S-Box 1UT1UAD1AT AES

4

fN: $1539501 eNTTNHI (2551, W. 71)

dedamy Mnguiiaiud s, TAniny EA,, Sumivesnguiiadieeni laee
VA ~ o P & QA A Y A LY o P Y
2800 E, Aoduii A Fa0Ae 87, 30t S,, HAWMAY 10, HAdNEN IARIUNTEUIUNT
[ < o
698 SubBytes N0 CA , HUIDY
2.7.2 ShiftRows Transformation
[] o 4 4 4
ATZUIUNTEDY ShiftRows =M Tdeu luduuuiusenlildranih Tagaziaou

L A o w o A A
ludluuadn 2, 3 uaz 4 11l 1, 2 vaz 3 mwdrey danuaasluninn 2.12
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ShiftRows ()
S0 % |52 SJ'.S Seo ‘yr'_l 52053
g P
Son | Sou [ Sz | Fos Sgo | Fox | Soa | S

S0 | % | Sia | 5is :E:I_j:I;-I S | 512 | 5is | S
0| Fan | Sz |5 | OB | Sa0| %25 | Sa0| Sa
Fio | S31 | %52 | 95z |" S35 | ap | Fa [ a2

ﬂTINﬁ 2.12 NSTUIUNMTIDY Shift Rows
fan: http://imps.mcmaster.ca/courses/SE-4C03-07/wiki/siaa/se4c03_aes wiki(7).html

2.7.3 The MixColumns Transformation

1 o J o J 1 [ 4
NITUIUNITYDY MixColumns ‘ﬂ$“Vnﬂ1§ﬂﬂ!5$ﬂ31\1ﬂﬂﬁﬂuﬂ1ﬁlﬁluﬁmWLL@Q%ﬂ@ﬁNu

9

AUNHUINALT a(x) = 03,x°+ 01, + 01, x + 02, Woulieglugduesaumsmming ldasil

Soc] 0z 03 01 01][%c]
Suc|_[01 02 03 01f[51c
S'2c| |01 01 02 03(|S2c

)

sl lo3 o1 01 o2lls,.]

)

for0 C Nb @.1)

e

v J = Y 1 Yo A
uazwadnsveamsgaansnsuliegluglvesaums laasil

5'0,c = (0246 - So,c) ® (0344 - Sl,C) @ Sz,c @ 53,c
5’1,6 = So,c ® (0246 - 51,6) @ (0346 'Sz,c) @ S3,C
So,c @ S1,c @ (0246 - Sz¢) @ (0346 - S3¢)

I 2.2)
S'2,c
5,3 c— (0316 ) SO,C) (-D Sl,C (-D SZ,C (-D (0216 ) S3,C)

)
)
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MixColumns {}

50( il — s e ‘Sllf}
S‘Uﬂ' ?CIZ gﬂl SI:I_EI | d SC 2 503
5.0 S1e 512 [ S1s S0 %16 512 | 81
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M 2.13 NITVIUNITE08 MixColumns
fan: http://imps.mcmaster.ca/courses/SE-4C03-07/wiki/siaa/se4c03_aes wiki(7).html

2.7.4 AddRoundKey Transformation
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128 19 92NN HANIKVUA 10 591 TAgaINITVBVUIAAY LAY 1,408 1ia HTD 176
o ad ad P ' o ° P P
Tud w50 44 1950 (1 259 Av 1 uprveteztsdnelundazaan) aniiuazihfagnld lioos

MWIZIZHINAANYDINGUTOYAN U AANUYBINGUNYLITDY
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plaintext
Add round key
Substitute bytes | Substitute bytes —
T I Substitute bytes
ShLiﬂ rOWS = z Shift rows Shift rows
=
] = ; L *
Mml columns - % Mix columns Add round key
¥ |
Add Round key Add round key Cipher
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key

v Y
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[
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Y
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2.7.5 NILUIUMII0Y InverseShiftRows Nz U IUALLLIUTOUTOUNE Tagdy
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1 o ! J a
2.7.6 N32UIUNTEOY InverseSubBytes 2z 1msunui luddoyaluaanTagdreda

e 1da S-box WAF (Inverse S-box) NiuadINaadlumny 2.16
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