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ABSTRACT

The development of risk assessment prototype system for information assets is
concerning the security controls with BS 7799, ISO/IEC 17799:2005 and ISO/IEC 27001 as the
standard. With ISO/IEC 17799 standard is composed of 11 domains which consists of 39 control
objectives and 133 controls for creating a security.

ISO/IEC 27001 standard describes how to do a management system of information
security and also include processes which continually monitor the effectiveness of security
protections for the information and associated system.

Information assets are identified into 5 groups with hardware, software, people,
information and service. A study on risk assessment prototype system for information assets aims at
a risk analysis to find out risks from information assets in working process and knowing what the
possible threats and vulnerabilities to those assets. Then calculate the risk value for them and
findings a protection to improve the present state of information security into the appropriate level
that the organization can be accepted and achieved through security controis implemented and
maintained within the organization.

This independent study therefore looks at a main result are: (1) a people within an
organization can have a knowledge to implement and maintain risk assessment and management
processes within the organization with effectively; (2) a people can be selected an appropriate
control objectives and controls from ISO/IEC 17799 standard to prevent assets from threats

and vulnerabilities; (3) a people can be searched for the details concerning about risk assessment




)

processes; (4) a people can be seen a report by comparing between each level of risks value for

information assets that has been analyzed.
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wiiade (Circulation) szuvd1s0adoyaiesayada Tulla (System Administration) 1HuAu

2. Communication Service iHun3msfifivadostumedunieodis fAflduins1a
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2.3 wnsgninsinnainnioensvdeyn

$nsnquel 1IMes (2547) Na1271 BS7799 (British Standard 7799) Hhawasguii
Lﬁmﬁums%’ﬂms1uz?aaﬂ11uﬂaaaﬂﬁuvaq§aga finen 1Ay British Standards Institution Hagn
audndusnludeuniouy ns. 1991 Taslddoin BS7799:1999 winsgmfidudumd
YBININTYIU ISO (International Standard Organization) Ao lutAsugawLY f.#.2000 143
nsUsulausaiuyeanasgiv uazqnﬁﬁuﬁtﬂuﬂsg@ﬁ 2 molAde 1SOMEC17799:2000 Tu
Sufil funen f.e. 2000 mmsgq1uﬁqnﬁmuﬂfums#mﬂuumma‘lums%msﬁ'mmm
Yasasvvesdeyanivlussdns Taslimsdmuauuimedmivdumstauimiasgiunny
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mmumaﬁ”lﬁ'%’ummﬁuumﬂﬁqmmzsﬂuﬁi’%’nﬁ"ﬂaniunaﬁﬁa WA ISONECI7799
FegnianIABueANIINIASIIM  BSTT99 Fsoswinshmmulszmetilan Ardsduiiums
Audit ¥3® @39TOUITUUMIAUMAYEIABY ofiszIieens I8Tumssusesuinsgm
BS7799 part 2 910 CB (Certification Body) 144 BSI (British Standard Institute) 113414103 § 14
ISOAEC 17799 wlszgndaldfussdinniulachisuiuiidesidsy mefuseanasgu BS7799
part 2 910 CB wrue'ly pennsoetiuemasg U ISOAEC 17799 inldiennulaoaduiia
Fuvessuumsaumanieluesiazies TntnszuIumMsnisd ISMS (information Security
Management System) Usznouli@ae P-D-C-A (Plan-Do-Check-Act) ﬁQﬂﬁmuﬂaﬂu BS7799
part 2 ¥ wAMIANUBIANIABIMs IR FuAsanunIngAmiagndlusedunasguTon
sansesaduiumaite 181 ansfuseanasgu BS7799 part 2 910 CB #io'll d
Taoia Mg nszummmseiounts uee s aeuezldinamlszune 6 @eu & 1 1 Suiy
wnAveuAazesrny vilissnsuszmainei 185 untsfusesinsgiu BS7799 part 2
91n BSI udr Faiuidiussinsusnluszmalne Sufivufulszmedijuiiffnausdns
145umsFuseanasgiu BS7799 part 2 winfigatulan nd1 900 eadns daflednlszmalnes
t‘r‘imzs‘s‘uﬁ'mﬁn’i’u ﬁagaﬁimﬁuqﬁ http://www Xxisec.com

dninu3mamaTuTadasaumanindy (2545) na1 aAsgIuAIUL ISO 17799 |
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i swmu Taodszimadangy wasguiidszneudae 2 daudle
J ’ el @ d' .
1. BS7799-1 Fsmou 185imsUSuiduuiluninsgiu ISOEC 17799 : Information
Technology Code of Practice for Information Security Management
A J o b .
2. BS7799-2 @adoun 1dTunseensulfiduannsgudiu 1SO 27001 : Information
Security Management Specification with Guidance for Use
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jannovennasgil Aedsans IddwuzihdmSunmsuImsdmnsfou
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WINTEIU BS 7799-1 (ISO/EC 17799) (9930 Uwadun3, 2550 : 31-33)
a d 4 a P
IATFIU ISOMEC 17799 Suusnldsemaldanuiiet] 2000 dFelsznoulddqe 10

14 ) 1
Tawu uazaow 1&linmsdTulpdnniaiied) 2005 uagdfuldi 11 Tawudaninn 2.1

ISO/IEC 17799

2000 Editior: 2005 Edition
Security policy Security policy
Security organization Organizing Information security
Asset Classification & control Asset Management

A 2.1 nfSeudieu Tamuuss ISO 17799 1105 2000 Liag 2005
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Personnel security Human resources security
Physical & environmental Physical & environmental
security security

- Communications & Communications &

Operations Management Operations Management
Access control Access control

System development & Information systems

maintenance acquisition, development
and maintenance

~ Information security incident
management
Business continuity Business continuity
management management
Compliance Compliance

ANH 2.1 (7)) 1WSoumeu Tawuynd ISO 17799 (195%U 2000 Lag 2005
#u1: Master in Security

YIATYIU ISO 17799 tiseaniily 11 Ty (Domain) Al

1. Security Policy-A5 (4 Touems $nuanudasady) fufwsnidg wazsuily

Q [y o -y o A Y Qo v 9
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14
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MINTEIM BS 7799-2 (ISO 27001) (1950 unadUN3, 2550 : 34-35)
unaspmdefunuimsmsinnamulasasedeya wozfuuumilums
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Management System (ISMS)) 1ag14 Tuiaan13uSM15UULY Plan-Do-Check-Act (PDCA) 1153t 1u
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> Plan
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WA 2.2 ATLUIUMT Plan-Do-Check-Act
111: Master in Security
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Fonswidu : szuugdoyn SQL Server
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A9 4.32 MIdszliuanudesdmivszuugudoya SQL Server (W1AIMsh 12.6.1)
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M1319% 4.34 msdszdiuanufesdmiuszuulfiian1s Microsoft Windows

(WIASMIN 12.4.1)
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A13197 4.36 MsdszliuanuFosdmivszuulianis Microsoft Windows

(WIAINITN 12.5.1)
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Fonimddu : sruvUfAnts Linux
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A13197 4.40 MsUsziiiuanudssdmivszuulfians Linux Gnasmsh 12.5.1)
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a1319% 4.42 msdsziuanudssdmiuTdsunsuae q QasnIH 12.6.1)

d‘ o dao [
Foniwodu : Tdsunsuse g

Al2.6.1 yaIns muqmiaﬂn IN1UNALIA (Control of technical vulnerabilities)

¥o41n73 fognay sEAUYEY | STAY | AN mstloadiu

AUN(S) / Tona Wa | o

YATOU(W) nIgny | 33
(W) viamsaaaiu | ssungaynin 7 5 35 | imsdaeny
Joyavnmsi uagdoymifia Joyavinesi
foadosfugesing | avmiden fvafuveslni
voslusinsy uag yoa1dsunsu
Yy ldiuade wazaliurlgeld
aylaN® nuadvegiaue

YANINT (People)
M7 4.43 mydssduanudndmiuyaains AT 8.1.1)
Foninddu : yrmns
A8.L1 mifmuandhiinnuivAaeuduaruiunsfasasis (Roles and
responsibilities)
¥93117 NOANAY szduves | szdy | Ao | mstlesdu

QAudas) / Tonna wo |

YRODU(W) nIENY | I
() fmuanu 1 5 5
FURATOUAIUAIIY
funsaoase
dwmfumsauma

unwinau




A

A1319% 4.44 Msdssiivanudsadmiuynains Wnsn1si 8.1.2)

70

Foniwddu : yaains
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1 | A1 vSnedt | A9l ndaninioa | O dunwel | Owy

Aoalimisaun | Aousou (Physical Security | [] dseg | O 'iny
mmﬁ"um perimeter) amuﬁ

Uaoany

(Secure Areas)

2 A9.12 nnauguaradn- | O dunwel | O wy
00N (Physical entry O dhsaeg O Tiny
controls) ﬁmu‘?i

3 A9.1.3 M3fhuiaw Odunmuel | 0wy
funatlneadedmiy Odsaeg | O hiny
dninau Heahan uag aouf
nindAuBuY (Security
offices, room and facilities) |
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A.10 nsdemsuaznsuinimalfinay

(Communications and Operations Management)
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(Change management)
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