
DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



24 

'H~6ih :::~1Jfr:l1lJ1'\.JUH"J~m'l:::1 ulJ;i41tJ 1~tJfI11 i~1:::~'UfI11lJ1~tJ~'Ufl~";fl~1111111fl ~~flfl'\.J ~\lf1 

fl"fW'U~u::: "l1·:ltIih~1Jfl11lJffl~qf:h";fl~1111111fl ~~ fl fl '\.J 111'\.J ~11fJ'\.J ~~fl~UIf' 'U 111flil fl~ ti'\.J ri fl'\.J . . . 
... 1 oIQ a QI .. I QI " cl .Q".eII.

1.6. u1:::LlJ'\.Jfl11lJLfftJ~ m::;'U1'\.JfI1nf1't11f111lJuflfl~tltJ'Ufl~'UfllJfl lJfl1111lJ1I'\.J 'VI.. 
f • II • 

01'.itl1::;1ij '\.J fl11lJ,atJ~111flfl11tl1 :::1ij'\.Jfffl1'\.JfI11W fl11tl1 ~aij'\.Jfl11lJLatJ~,j'\.J U:::1I fl1Jfl1 fI1lJ-nil 

1'.ilfl~1IH111 '\.J Ufl:::1nfhn~u:::1tl ~ '11'\.J fI1,tl,:aij'\.J fhfl11lJL~tJ~,r'\.J u::: nlJil~ fl11 tl1::;lij'\.J \tflfh 

'Il6~'VIi''W 6ff'\.J tl1:::1tl 'VI~fl\tfl'Ufl~tHflm fllf111lJl~tJ~'Ufl~.t1fJUfl:::";fl~1'H 1 'H1fl ~~ flfl'\.J'U fl~1:::'U1J~ 
fJ1\rvil i ~lfi~ .t1fJti1J~fl\tfl1'H t;',r'\.J 1 ~ Ufl:::fl11lJl~fJ~ 1~fJ11lJ'Ufl~fl~flm ~~1fJ'\.J~'\.J1I fl'\.J~fflfltll 

, f J II 

nj6~u1m'), 'li'VIl11J ff{) 1'\.J fl11 wiJ U~,j\UnfJ1ti'Ufl11lJLfffJ~~flfl~flm~'li ffllJ 11 ()~~~~ Ufl::: i ~~1'\.J 
... AI 0 '" -'I '" ... A I '" i iii '" """ "III 11 III A I "" Ifl'.i fl~lJflfflWl1Jufl~f1'\.J Ufl:::1f1't11f111lJufltl~tlfJ 11'V11'WfJff'\.J'Ufl~fl~flm L~ Ufl::: L'\.Jfl11u1:::1lJ'\.J . . .. 

m1fhu~il~iJuifJ~H '1 nijff1'\.J,nfJ1.u'fl~~~iA .. .. . 
1.6.1 fl11tl1:::,ij'\.Jfllir'\.J ffllJ1HI't11 1~ 1 ~fJYil111lJ'Ii'\.J1Ifl'\.Jfl11'U11111f111lJLfffJ~ 

Clot ~ !!! t , QI.!" d .. ~"QI cl 
'H tHUl f1'V1ffllJ11 m::: 'lJ fl11lJ ,-" fJ~1I fltlfJUfl:::fllfl11lJlfffJ'H lfJUlf1tl fJ'\.J '\.JUfl1 1 11f1 ffllJ 11() U::: lfl flf1 L'lf 

I , , II 

'fl~tl~ijfl'H1fl1:::1J1Jilfl~ti'\.J-n1'HlJl:::fflJ Lm:::ijtl1:::ff'VIitll'rU~flilfl~n'\.J.t1fJ~h~ '1 1'H~hir'\.J 1~ l~fJ . .. 
,"*'HlJlfJ'U fNfI11tl1 :::lij '\.J fllf111lJ Lff fJ~.t1fJ'\Jfl~~fl\tfl,j'\.J tl,::: f1 fl1J~1fJ 

..,. .... 1 .Q 1 QI ~4 ... 1 " 
- lVitlu 1:::1lJ'\.JfI1'Ufl~'VI1'rWff'\.J u 1:::ltl 'VI 'U fl\tfl 

- L~fltl1:::1ij'\.Jfllf111lJL~fJ~.t1fJ~ij~flfl·11lJn1J fl11lJ fI~ffmVi Ufl:::fl11lJ 

~ i iii '" """ iii'W'ltllJ 'lf~1'\.J 'Ufl~'VI1VifJ ff'\.J 'Ufl\tfl . .. ... "14'1' i '" - LVifl1l11-offfl'Ullfl:::fI'\.J'Hl~~flfl'\.J 'H1fl'lffl~ 'H1'UtH1:::1J'lJ '\.J'UW:::'\.J'\.J 

- L~fltl1:::Lij'\.Jfl11lJL~fJ~'Ufl~fl~flm~L~fJ1n1J'VIi'Vi6n'\.Jtl1:::Ltl'VI.u'fl\tfl 

- L~flll'\.J:::lhntla,j~~fl.u'fl\tfl ffl'Hi''lJ'li1fJfl~fl11lJLafJ~ i~fl~'t'\.J1:::~'U 

.. .. 
1.6.2 fl11tl1:::lij'\.Jfffl1'\.JfI11Wi'\.JiJ-o~,j'\.J'Ufl~fl~flmir'\.J mJ~flflf1 '~~~iA 

- fl111LfI11:::,rfl11lJl~fJ~fl~i'\.J1:::~1J1:::1J1J (System-Level Vulnerability) 

1~'UfI11tl1:::LijtH~fl'Hl~~flfl'\.J'Ufl~flfllJ~1L1Ifl!1l~fl:::LfI~fl~~i4;~1'\.Ji'\.Jfl~flm ~~LfJ'Ufl111111Ufffl1J 

1:::'U1JL~fl i~'VI111J':il1:::1J1Jiii~mhl ffllJl1{),j~fl1Ji~LfJ'\.J 1tl1l1lJ'\.J lfJ1JlfJfl11 i'f1't11f111lJtlflfl~.t1fJi'U 
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•• .., ~"'" hhufi·n.J~H '1i 'trV't1lVWfflJ : 

I A.12.6.1 1Jl~'f11'fl1Ufl1J'tfV.:J lW:i't11.:Jl't1f1ilfl (Control of technical vulnerabilities) 
I 

I ,rv.:J1,.d 
! d 

~~U'U~(S) I 

~~6VlJ(W) 

... 
,fltJfJfifl11J 

... 
l::~U'U6.:J 

16f11ff 

.... 
l::~U 

Nn 

m::'t1U 

fl111J 
.,j 
lfftJ~ 

l11J 

f11,ilv.:JtilJ 

(W) 'Ul~f11lii~~l1J 
iI I ..: 
'UV\!n'Ul1ffl''t1 

1~tJ1'1i'6~tiU'tfV.:Jhr:i 

'UV.:J hhum1J un:: 

ui'UUl~ 'hfilJ ff:JtJ 

I 

V~1ff1JV 

':;UUQfi1Jfi lfi 

iI "'" 
un::'UV\!nlf1~ 

... 
fl111Jlfftl'l11tJ 

7 5 35 
... ... 
1Jf11'~~~11J 

iI , ..: 
'UV\!n'Ul1ffl''t1 

1~tJ1tiU'tfV.:Jhr:i 

'Uv.:JhJmm1J 

un::ui'uUl.:Jl,r 
... .., I 

't1lJfflWV~'ff1JV 

~fI'nn1 (people) 

I· .... ~ .... 'tr6't1n'WfflJ : 1Jfln1m 

o .tid 'j} Q, 11 QIQ,l4

A.8.1.1 f11lf11'11lJ~'I1lJl't1f1111JlUN~'tr6U~llJfl111J1JlJfl.:J nV~fW (Roles and 

responsibilities) 
.., .., ... 

f11,ilv~tilJ,r6.:J1WJ ,:::;~U'UV~ fl111Jl::~Utl t1f.} fi fI11J 

d ..: 
Nn lfftJ-3~~U'U-3(S) I 16f11ff 

~~6VlJ(W) m::'t1U 
i 

l11J 

(S) fh'l1lJ~fl111J 1 5 5 
.... ... iI 
, UN~'trVU ~llJ fl111J 

jlJmun6~fitJ 
o .., 

ffl'11l Uffll fflJ1't1ff 

1,ruriVfWfi-31lJ 

DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



DPU



99 

4.1.3 f111 ~~1:::~Ufl111JLarNua:::11~UN'Ufh.n.J~'UltJUltJ-lI~Hti'U , 'Uf111 ~~1:::~Util'IJ~Hfl111J 

LatJ~~ij9ifltl!'Yf6ff'Uffl1ff'ULtlff 'ild'hn1~~mj~~11J"h~U'lJfl~filfl111JLatJ~ 1~tJ11lJ 1~tJL;tJ~l;'~U 

;nnfilfl111JLatJ~1J~~~LlItnihfiU~fltJ~~ 'W~fllJf11111~UN'UL~fl'il::: ihH 'U ~'U 1tJU1tJf111-l1fl~ti'U l'U 

I "'~.. .i 0 .1 ... ~""" .IVJl' 001 ..;

Ul'la:::tl''YftJff'U C)f~~:::tllf111utJnl'lllJ1J1:::Lfltl'IJfl~tl1'YftJff'Uff11ff'ULtlff ffllJl1flffl1J LW'I~~~111~tl 

4.102 - 4.122 
• • 'III 

filfl111JLntJ~111JilL~'il:::ijf111U1j~n~1Jflflmrl'U 3 n~1J~~U 

1. filfl111JLatJ~~¢i'fl~f111U~L'lJflth~d~~1'Uijfil':::11':h~ 45 - 63 

2. filfl111JLatJ~~ijfil111'Unal~fl1'~lLij'Uf111U~L'lJijfil1:::1111~ 21 - 35 

3. filfl111JLatJ~~ffllJl'fJtJfllJ!u1~ijfil1:::1111~ 1 - 15 

~I ~ .. ~ .,j I , 

('J1Jn1Wflfl1J'W1Ll'lfl1 - Lm6~U1J'lJltJ1:::UU Web Server) 

.. QI VIIf:4 
. ')Sfltl1'WtJff'U 

0 

~1'U1'U lJl~1f11,-lI6~ti'U 
, 

fl1 'U 1tJU1tJf111-l1fl~ti'U 
, ..; , 

~~'fl'fl'U tl~11~'WU~~fl'fl'U fl111J 
..; ...; 
tl'WU LfftJ~ 

'11J 

J , , 
Lmfl~U1J'lJltJ 

1:::UU Web 

Server 

4 
.:; 

1. A.1O.1.l 'IJ'U1'I6'Uf111 

tI~,j~~l'U~LrI'UaltJl;maU 

tim", (Documented operating 

procedures) 

63 ~~yh~ij'flf11111fi,j~~1'U . 
o .., • 

ffl111Ulfl1 'fl ~ server 

2. A.lO.4.! f111-l1'fl~ti'U 35 '" :: 111 -lI'"- ~~I'I~ 1Un1lJ 'fl~n'U 

1t11un11J~1~tl1:::ff~tl;l L1!ff 

(Controls against malicious 1" ~ '« ,. ...- l1fl11lJ um l11'Ultl... 

I 
code) " tI '"~1'Ufl11lJ afl~fltJ'lJfl~ 

.,j''fllJa 
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.. q.I rllIlI:4 
~v~'~vn~ ~1~1~ 

~~flV~ f1111J 

... 
.:jl~UHll' 

!l~~V1.J~ 

nl1U"tul'4­

f"1J 

3 1. A.14.1.2 mnh~lii~f1111J 

1~~.:jt~m'n!1.:jfl111J~VlrlV.:j 

i-M'nul1'Otl (Business 

continuity and risk 

assessment) 

49 

o '" 
'YIH1~11 q~~:.:jt1U~: 

flll1~~U~1'Y11.:j{lV.:jn~ 

"2. A.8.2.2 fll,n'1.:jfl111J 

~'~mrt1 fll,1-M'f1111Ji U~:: 
" ~ m'VU'1J~1~fl111J1J~f1.:j 

U~V~n~i l1'uti'V'nrml~ 

(Information security 

awareness, education, and 

training) 

35 n!Hfl111J~':l1Ut1 t ~ 

fl111JU~V~nt.tt-M'uti 

~~.:jl~':UU 

3. A.13.1.2 mnlMl~ . . 
I .QQ J} Q,I 

~~VV~'YI1t1V1"V.:jt1Ufl111J 

~~fl.:jU~V~n~"V.:jV.:jflt1' 

(Reporting security 

weaknesses) 

35 .. 
f 44 'JJ QI 

~~VV~'YIUW1"V.:jt1U 

f1111J~~f1.:jU~v~nv"v.:j 
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