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ABSTRACT

Independent study Information Technology Auditing by COBIT , the data is gathered
about the information technology, risk of the information technology, damage from use of the
information technology, the information technology auditing and COBIT FRAMEWORK to
cover the COBIT FRAMEWORK as the guideline to prepare the audit program for information
technology auditing based on the structure of the COBIT FRAMEWORK on the 4 main
business processes (Domain) i.e. PO : Planning and Organization, Al : Acquisition and
Implementation, DS : Delivery and Support, M : Monitoring.

The audit program for the information technology auditing by COBIT, the auditor of
the information technology could use it as the tool on the audit, and the chief of the audit unit
could use as the tool for review and supervision. The audit of the information technology could
be done to cover the risk of the information technology of the organization and to achieve the
objectives of audit. However, the details of the application in the procedures of the COBIT
FRAMEWORK, the auditor must consider additional data from other framework i.e. ISO/IEC
27001, ISO/IEC 17799, ISO/IEC 13335, ISO/IEC 15408 and ITIL (IT Infrastructure Library) as
well as tools used for management of the information technology i.e. PRINCE 2, PMBOX,

TickIT and TOGAF 8.1.
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BUSINESS OBJECTIVES

IT GOVERNANCE

T3

PO1  define a strategic IT plan

P02 define the information architecture

PO3  determine technological direction

PO4 define the IT organisation and relationships
PO5 manage the IT investment

PO6 communicate management aims and direction
PO7 manage human resources

PO8 ensure compliance with external requirements
PO9 assess risks

PO10 manage projects

INFORMATION PO11 manage quality

M1 monitor the peocesses

M2 assess internal control adequacy
M3 obtain independent assurance
M4 provide for independent audit

A ® effectiveness
® efficiency
® confidentiality

® integrity

® availability

® compliance

® reliability PLANNING &
v ORGANISATION

MONITORING

IT RESOURCES

® people

® application systems
® technology

® facilities

® data

DELIVERY &
ACQUISITION &
SUPPORT

| \_/IMPLEMENTATDN
DS1  define and manage service levels

DS2 manage third-party services

DS3  manage performance and capacity
DS4  ensure continuous service

DS5 ensure systems security

DS6 identify and allocate costs

DS7 educate and train users

DS8 assist and advise customers Al1 identify automated solutions

DS9 manage the configuration Al2 acquire and maintain application software
DS10 manage Problems and incidents AI3 acquire and maintain technology infrastructure
DS11 manage data Al4 develop and maintain procedures

DS12 manage facilities Al5 install and accredit systems

DS13 manage operations Al6 manage changes

7NN 2.2 NIBUNINTT U COBIT

IR http://www.isaca.org, www.itgi.org
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